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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Norfolk Division

CENTRIPETAL NETWORKS, INC.,

Plaintiff,

)
)
)
)
V. ) Civil Action No. 2:18cv94
)
CISCO SYSTEMS, INC., )

)

)

Defendant.

OPINION AND ORDER

After hearing the evidence presented by the parties during the trial on tiés, raat
considering the entire trial record before this Court, the Court enters the faléndings of fact
and conclusions of law psmant to Federal e of Civil Procedure 52(a). Any item marked as a
finding of fact which may also be interpreted as a conclusion of law is herebyyadmpsuch.
Any item marked as a conclusion of law which may also be interpreted as a findang isf
hereby adopteds such.

|. PROCEDURAL POSTURE!?

1. This patentrial concerndive United States patenisvolving complexissues in
cybersecurity technologyeard by the Court without a jury.

2. The case began whérentripetal Networks, In¢‘Centripetal”)filed a Complaint
against Cisco Systems, Inc. (“Cisco”) fafringement of a number of Centripetal’'s U.S. Patents

on February 13, 2018. Doc. 1.

L All mattersdiscussed in thiBrocedural Posturare procedurabackground anfindings of fact.
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3. On March 29, 2018, Centripetal filed an Amended Complaint, asserting
infringement of U.S. Patent Nos. 9,566,077 (“the ‘077 Patent”), 9,413,722 (“the ‘722 Patent”),
9,160,713 (“the ‘713 Patent”), 9,124,552 (“the ‘552 Patent”), 9,565,213 (“the ‘213 Patent”),
9,674,148 (“the ‘148 Patent”), 9,6893 (“the ‘193 Patent”), 9,203,806 (“the ‘806 Patgnt
9,137,205 (“the ‘209”atent”), 9,917,856 (“the ‘856 Patent”), and 9,500,176 (“the ‘176 Patent
Doc. 29.

4, Cisco has filed numerous petitions foter partegeview (“IPR”), between uly
12, 2018 and September 18, 20th8fore the Patent Trial drAppeals Board (“PTAB”against
nine (9) of the eleven (11) Centripetal patenrtginally asserted against Cisco and filed a Motion
to Stay Pending Resolution of IPR Proceedifige Court granted thstayrequest on February
25, 2019. Doc. 58.

5. Uponthe motion of Centripetal, on September 18, 2019, the Court issued an order,
lifting the stay in part with respect to patents and claims not currently subj@® faroceedings
and set the case for trial in April 2020. Doc. ©Be parties later waed a jury trial following the
jury trial limitations resulting from the COVH29 pandemic.

6. At trial, Centripetal assest that Cisco infringes Claims 63 and 77 of tA65
PatentClaims 9 and 17 of thé806 Patent, Claims 11 and 21 of th&6 Patent, Claims 18 and 19
of the 193 Patent and Claims 24 and 25 of tB&6 Patent (theéAsserted Clainig. Doc. 411
(“Amended Final Prérial Order”).

7. Of the claims not at issue fordl, the PTAB grantedhstitution of IPR of all of the
claims of the'552 Patentthe ‘713 Patent, th&213 Patent, thel48 Patentthe‘077 Patent, and
the'722 Patent and granted institution of IBRclaims of the 205 Patent that are not the subject

of thisbench trial.Doc. 411.
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8. The PTAB has, thus far, invalidated all of the claims of 8% Pa¢nt,the ‘713
Patent, thé213 Patentthe ‘148 Patent, and the ‘077 Patent and invalidatediti@ssertedlaims
of the ‘205 Patent Centripetal has appealed miay be appealing the PTAB decisions regarding
the‘'552 Patentthe*713 Patentthe'213 Patef) the‘148 Patentthe ‘077 Patent, and unasserted
claims of thé205 Patent. Doc. 411.

II. WITNESSES AT TRIAL

9. During the twentytwo-day bench trigland at a later hearing on damages evidence,
both parties were given the opportunity to presteir evidencelive througha video platform
approved by the Eastern District of Virginia after Court’s stedb instruadd in its operation.
Cisco objected to proceedingdgh a video platforirand also objected to using the platform
utilized in favor of itsown platform. In its order of April 23, 2020, the Court overruled Cisco’s
objections for the reasons stated theréinlight of the use of the video platform, the parties
implemenéd specific trial protocols that are detailed in Appendix&@eAppendix B Doc. 411
(Amended Prérial Order). At the conclusion of the 22 day of trial, the parties joined in
congratulang the Courts staff for their handling of the tri@videnceby means of the video
platform.

10. Due to the complex nature of tteehnobgy at issue in the cagbe Court requested
that each party present a technology tutamathe first day of tal. The Court has compiled a list
of the abbreviations used in the testimony and documents throughout the trial and attashed i
Appendix A For Centripetal, Dr. Nenad Medvidovic presentedtdahnology tutoriandDr.
Kevin Almeroth presented the technology tutorial for Cisco.

11. Centripetal, in its case in chief, called a varietyivé fact and expernvitnes®s

including:
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e Mr. StevenRogers — Founder and CEO of Centripetal. Tr. 228:8;

e Dr. Sean Moore- Chief Technology Officer and Senior Vice President of
Research at Centripetal. Tr. 301=28. Dr. Moore is an inventor on all of
the asserted patents in this case. Tr. 314:25, 315:1-2;

e Dr. Michael Mitzenmacher— an independent expert witness in
cybersecurity who presented opinion testimdmgt the accused products
infringe the ‘193 Patenthe‘806 Patent anthe‘205 Patent. Tr. 431:183;

e Dr. Eric Cole - an independentexpert witness in cybersecurity who
presented opinion testimortizat the accused products infringe tB&6
Patent andhe‘176 PatentTr. 886:9-11, 975:19-21;

e Dr. Nenad Medvidovic- an independenexpertwitnessin cybersecurity
who opinedabout the importance of the patent technology in relation to the
accused praacts. Tr. 1144:22-25, 1145:1-2;

e Mr. Jonathan RogersChief Operating Officer at Centripetal. Tr. 1194:11;

e Mr. Christopher Gibbs Senior Vice President of Sales at Centripéfal
1297:1-2;

e Dr. Aaron Stregel-anindependengxpertwitnessin computer networking
who opinedegarding apportionment and the 4epel infringing functions
of the accused products. Tr. 1337:19-23;

e Mr. Lance Gunderson anindependenexpertwitnessin patent damages
who opinedregardingdamages andreasonable royalty. Tr. 1441:2-14;

e Mr. James Malackowski an independentexpert witnessin business

intellectual propertyaluation and patent licensing wipined regarding
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the impact of the asserted infringement on Centrietdldamagegoing

forward Tr. 1573:14-19.

12. Centripetal additionally, presented testimony from Cisco employeesvigeo
deposition including:
e Mr. Saavanan Radhakrishnan
e Mr. Rajagopal Venkatraman
e Dr. David McGrew
e Mr. Sunil Amin;
e Mr. Sandeep Agrawal
13. Cisco, in its case in chief, called a variety Ine fact and expert witnesses
including:

Mr. Michael Scheck- Senior Director of Incident Command at Cisco. Tr.

165:23-24;

Dr. David McGrew- Cisco Fellow who was responsible for leading a

research am devéopment project at Cisco that became the Encrypted

Traffic Analytics solution. Tr. 1759:10-12;

Dr. Douglas Schmidt an independenexpertwitnessin networking and
network security whapinedregarding nosinfringement,invalidity, and

damage®f the ‘856 Patent. Tr. 1813:4;

Mr. Daniel Llewallyn — Software Engineer for Cisco who previously

worked at Lancope. Tr. 2141:19;
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e Dr. Kevin Almeroth—anindependenéxpertwitnessin computer networks
and network security whopinedregarding nosinfringement invalidity
and damagesf the ‘176 Patent. Tr. 2212:12-18;

e Dr. Mark Crovella— an independenexpertwitnessin networking and
network security whapinedregarding nosinfringement invalidity and
damage®f the ‘193 Patent. Tr. 2349:18-24;

e Mr. Hari Shankar —Principal Engineer and Software Architect at Cisco who
is responsible fothe design of certain featuresthe accused products. Tr.
2500:3-5;

e Mr. Peter Jones- Distinguished Engineer in th&nterprise Network
Hardware Group at Cisco. Tr. 2543:12-17;

e Dr. Narasimha Reddy- an independentexpert witness in computer
networking and computer secuniyno opinedegarding nosinfringement
invalidity and damages of the ‘806 Patent. Tr. 2580:6-10;

e Mr. Matt Watchinski— a Ciscoemployee responsible for @gs Talos
organization, which is Cist® threat intelligence organization. Mr.
Watchinski previously worked for Sourcefire. Tr. 2682:11-13;

e Dr. Kevin Jeffay- anindependengxpertwitnessin computer networks and
network security whapinedregarding nofinfringement and damages of
the ‘205 Patent. Tr. 2727:11-19;

e Mr. Timothy Keanini— Distinguished Engineer at Cisaovolved with the

Stealthlwatch product line. Tr. 2810:4-6;
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Mr. Karthik Subramanian -Partner ata venture capital firm called
Evolution Equity Partners. Mr. Subramanian previously led Cssco
Corporate Development Team for Cybersecurity for abouttfofour and

a half years. Tr. 2827:23, 2828:17-18;

Dr. Stephen Becker an independenéxpertwitnessin economic damages
analysis whoopinedregarding damages if the Court finds thsserted

Patentsreinfringedand valid.Tr. 2863:3-18.

14. Cisco, additionally, presented testimony from current and former Centripetal

employees byideo deposition including:

Mr. Douglas DiSabellp
Mr. Haig Qolter;

Dr. Sean Moore;

Mr. Jess Parnell

Mr. Justin Rogers

Mr. Christopher Gibbs;

Mr. Gregory Akers

15. Centripetal, in its rebuttalalidity case, calledive expertwitnes®s:

Dr. Alexander Orso — an independentexpert witness in computer
networking and security whopined regarding the validity of the ‘193
Patent and th806 Patent. Tr. 2989:22-25;

Dr. Trent Jager— anindependenéxpertwitnessin computer and network
security whoopinedregarding the validity of the ‘856 Patent ahe ‘176

PatentTr. 3102:18-23;
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e Dr. Aaron Striegel anindependengéxpertwitnessin computer networking
who opinedegarding secondary considerations of-obriousness for the
Asserted Patents. T3196:16-18.

16.  Having had the opportunity to observe the demeanor and hdeettestimony of
witnessesby video / audioand by depositiorat trial, the Courthas made certain credibility
determinations, as well as determinations relating to the appropriate weightdal dhe
testimony. Such determinations are setifbereinwhere elevant.

ll. TECHNOLOGY TUTORIAL

A. NETWORKING AND CYBERSECURITY TUTORIAL

The asserted patents in this case deal with systems that engage in completercompu
networking security functions. Accordingly, the Court heard detailed techoaldgstimony
regarding the structure and function of computer networkgeneral as well as thespecific
processes employed to secure these netwdhes Court begings factual findings byeciting a
reviewof the presented technology tutorial.

i. Overvew of Networking

The three principal devices that comprise computer networks are switchess amder
firewalls. Tr. 20:510. Beginning with switchesCentripetal’'s experDr. Medvidovic used
analogies to explain these compietwork devicesHecompaed tre operation of a switdo that
of atelephone switchboard operator. Tr. 20213 Therefore, similar to an operator connecting
people, witches in a networkperate tautomaticallyconnectifferent devices together such as

a computer with anber @mputer or a computéo aprinter. Tr. 20:24-21:2seeFig. 1.
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Comparatively, routerinction similaly to a 911 dispatcher who sends and controls the
distribution of emergency vehicles to the intended location. Tr-P2:Routers dede the most
optimal way tcautomaticallysend computing data to a desired location. Tr. 2222. They are
constantlyevaluating current computer traffic and sergdata along thenost efficient path to its
intended destination. Tr. 2381. The combin&on of routers and switchegethe fundamental
building blocks of computer networks. P3:17-23. Togetheswitches canect local devices into
small networks antbutersoperate to transmit data between these smatworks -thus forming
larger networks. Tr. 26:1-4seeFig. 2.

FIG. 2

The next and finarelevantdevice in computer networks is the firewdirewalls, in the

context of computer networkingre similar to that of a firewall in an office building or hotel. Tr.
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24:1349. They operat&o automaticallyput a “wall” betweervaluable assetandany potential
danger. Tr. 24:139. Therefore, data entering a networkfitentransmittedn through a firewall
and the firewall can perform a variety of functipssch as disallowing the data enter the

network by blocking itTr. 25:1-4 seeFig. 3.

FIG. 3

Dr. Medvidovic usedideo access tBSPN.com from a web server as an example of the operation

of a firewall. He explained that:
any data you try to see or retrieve from the ESPN sewaukl be on that web server. And
thatdata would travel to you, but before it gets to your computer, it would first gagtirou
this firewall, and the firewall may decide to permit that data to go through batdoss
not violate any policies or rulesatiyou may have for the firewall. . . . So for example, it
[the firewall] could be in a company where the company policy is you watch sports
during work hours. So in that case, that data from ESPN would be dropped at thé firewal
and never arrive tgou.

Tr. 25:820. Accordinglyfirewallsoftensit at the edge ohdividual networks to control the entry
of datafrom the internet. Tr. 26:1-12. As technology develdpswall type functionality is often
now includednside of other devices such raiters and switche$hesedevices may béocated
at differentlocations within a network — not just at the outside barrier. Tr. 82:8Hi8inclusion
of firewall functionality in other devices is in contrast witlder network technologwhere

firewalls were responsible for theaurity of the networkby blocking malicious packets from

10
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entering it,while the routers and switches focused on speed and perforinathestransmitting
data Tr. 26:16-22.

The combination of thousands of these networkiagcesinto larger and largemetworks
is responsible for the creation of nationwide networks andltit@al internet. Tr. 23:225, 24:1-
3. Therefore, theglobal internet as we know it is a network of networks. Tr. -121Internet
providers, such as Halfink, Verizon AT&T, and Cox are in the business of creating large scale
networks to connect users to other business networks in order to access data-IR, 7@:10
19. Gmpanies like Netflix, Facebook, Zoom, Google and Amazon operate theindependent
networks that connéto the larger internet to send data across the internet-ftasensl. Tr. 75:23
76:9 seeFig. 4.

FIG. 4

NETFLIX verizon’ amazon

7 EarthLink Seole
facebook

C Q ){ 200m
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Theinternationahature of the internet requires that the sendirtatdbetween all of these
providers bebased oruniformly developedstandards thadre globally applicable. Tr. 77:27.
One such organization, the Internet Engineering Task Force (“IEF F&¥ponsible for developing
universalinternet related standard$r. 77:517. There are many different standarthatare
developed to facilitate thieansmission of data over the internet. Tr. 7¥75These standards are

often in the form oprotocols. Protocols are the rules of engagement for two computers that specify

11
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how the two computers can work togetherctammunicée back and forth. Tr. 95457. For
example, the Hypertext Transfer Protocol (“HTTP”) is used in web pagem&idr data over the
internet from computer to compuiéhe Internet Protocol (“IP”) is a building block in allowing
data to useinterconnectd networks,and the Transmission Control Protocol (“TCP”) is used to
deliver information across the internét. 77:2378:2, 89:1821. These protocols atee methods
by which data transfer is possible ovetionwide andylobal networks. Tr. 889-21.This is a
general “high level” overview of these networking concelpiternet professionals and “experts”
use the term “high level” to categorize these basic concepts involved in the ssinanoif data
electronically as well as the impositiorf securityupon such transmissions.

Moving intothe specificsthe transmission of computing data through these devices is done
in the form of a network packet or packets. Tr. 2&83The packet is similar to that of a package
sent through the United &es PostaService. Tr. 26:247:3 89:23. For example, when a user
on their computer attempts to watch a video from ESPN.com, that video is a vergrargnt of
information and cannot efficiently be sent in one package. It is, therefore, broken upunber
of smaller units knowas packetsTr. 27:314.The packet will flowfrom the internet and through
multiple devices on the network and transmit the requested inforntatithve end useflr. 88:1
14.At any time, there are trillions of packétsing exchnged through global netwotks. 88:16

19.

12
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Packetgonsist of two different parts: the header and the paybssiFig. 5.

FIG. 5
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The header contains information such as the source address, source port, destinatisn addres
destinatio port number, and the protocol being used to transmit the packets. Tr.-267Tligese

five pieces of information are known as thettfple.” Tr. 108:4. The information contained in the
header is inspected by the router or switch to determine whereoantblsend that individual
packet. Tr. 108:-46. This information can be thought ofamailing label on a packagehich
contains an individual’s nagnandmailing addresas well as a return addreds. 27:2425. The
payloadis the portion othe packethatcontains the actual content of the data. This information

is similar to thecontentwithin a postapackagesuch as a new football or baseball glovethe
ESPNvideo hypothetical, this would be the actual portwinthe video sent bgach individual

packet Tr. 28:410. This data in the payload part of the packet can be encrypshing the
information in the payload can be transmitted in code. Tr. 2851&or examplehe hypothetical

video from ESPN.comvould not usually bencrypted but otendatasent in a packet’payload
containing sensitive informatioysuch asanking or credit cardatg will be encryptedEncryption
becomes vital so that theensitivedata is not stolen by bad actors hackingrtéevork.Tr. 28:18

25. Encryption works to lock up the data in the payload section of the packet so it cannat be see

13
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without decryption. Tr. 29:5. Consequently, just agith asealed packagsnoopers of network
traffic would be unable to see what is in the maaknlesst could be unlocked and openedhich
is generally known as decrypting the daBait, even when a packet is encrypted, the header
information such as the source and destinatiomasencrypted and is visible. Tr. 29:16; see
Fig. 6.

FIG. 6
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As previouslynoted, tle hypotheticaESPN video is set in a collection of packets that

HEADER

M ECIY

comprise the video. The collection of all the packets together that make wandmittedvideo
is known as gacketflow. Tr. 106:1516. Thus, the header of each packet in this particioar
would conain identifying information that distinguishes this collection of packets other
flows. Tr. 107:1613. This allows for routers to keep the packets in order and properly distribute
the packetso thecorrectdestination.
ii. Overview ofNetworking Searity

As explainedsupra theinternet is a very large and complex organization of netwibikts
utilize protocols to relay data from one network device to another resulting natisenission of
data to an end user. Tr. 112:14s a reslt of the internet’'s complexitythere are many methods
employed bycyber criminalsto transmit malware and gain access to encrymedure and

confidential information. Tr. 11Z-14.Cyber criminals can usealwareor other methods to infect

14
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a network ad steal déa using a process known as exfiltration. Tr. 343&%9EXfiltrationis the
process by which cyber criminals “exfiltrate” data out of a network by stpalaluable
confidential data. Tr. 343:1852 Therefore,to prevent malware and data exilion, cyber
defensesystemsoften use a concegtnown as defensén-depth the deployment of a variety of
network security devices at different layers of the network, to protect sensdiwork data.
Cisco’sexpert, Dr. Almeroth compared network defsgin-deph to that ofthe security used by
a federakourthousewhich contains a series of secured entry points to the building, a courtroom
or a judge’s chambers. Tr. 112:28. Consequently, just like any type mibdernsecurity system,
theremust bedifferent layers ofsecurity in a network to be effective in preventiexplving
methods otyberattacks. Tr. 113:B0, 51:17-21.Thereforeto maximize effectivenessecurity
measuresre often placedt differentdevices/locations1 a network such aswithin afirewall, a
securitygateway, in routers and switches, and also within the end user’s conpuler3:1118.
Dr. Almeroth outlined thathiere are multiple approachesed by cybersecurity professionals to
effectivdy develop defensan-depth seurity systemsTr. 117:2224. Two of the relevant
approachedor purposes of this triagreknown asdetect and block throudtinline” analysis and
“out-of-band also known as allow and detect. Tr. 118:2 These approaches cée used
unilaterally orcombined to create different styles of network security based on the needs of
network administrators.

Oldersecuritytechnology focused onfaewall at the border of the network to detaod
block malicious packetfrom enteing a network.Tr. 118:8119:25.The process begins when a
packet issent from the internet tanothersmallernetwork.A firewall device,usuallylocated at

the entry of thenetwork,operates by inspecting information in the packet to determitietf

2 Typically, this sensitive dataften consists of usernames and passwords to pank accounts, Social Security
Numbes, credit card numbey or confidentialfinancial dateof a business. Tr. 4448

15
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packet is maliciousIr. 11918-25.This process is completday matching information from the
header or payload of the packet to rules thaperenabled in thérewall typedevice.Tr. 119:18

25. These rules are comprised of previously known information about sourcealioious or
otherwise unauthorized traffidr. 122:11.Thus, ifinformation from gpacketheadelis matched

to a rule, then the packet is unauthorized to enter the network lalodksd/ dropped? Tr. 120:6

12. A blocked packet is virtually thrown away aroud be re-routed to another location for
additional inspection. Tr. 120:48. If there is no ruleghat matches the packet, the packet is
allowed to proceed into the network and to its final destination. Tr. 120:2-5.

Rulesare the mechanism that deteresnwhich packets are allowed in and out of the
network.The collection of rules that are being applied by network devices can also bedé&berr
as Access antrol Lists (“ACLs"). Tr. 537:1821, 2550 14. Threats are continually evolvingnd
as a resultrules can be automatically updat@dswappedn switches, routers and firewalls by
other management deviciesthe network that intake “threat intelligendaeformation. Tr. 126:5-
11. Threat intelligence information ian everchanging collection of inforation from known
viruses and malwarthat iscompiledby third-party providersTr. 126:511. Devices that manage
switches, routers and firewalls oft@perate by digesting threat intelligence, converting that
intelligence into rules, and sending thosteswut to intra-network devicesuch adfirewalls,
routers and switches that match rules tokpgs Tr. 126:511. The ability to apply measurgs
reattime tonew or different rules after the packet has cleared the gatekeeping fireealled
proactive security, which is a newer and more effective technology.

This processf proactively bloking packetss they travel through the netwadmes with

distinct challenges The efficacy of this method rests on the ability of network devices to

3 Dropping and blocking can be used interchangeably as they have the §aitierdin the context of cybersecurity.
Tr. 466:23467:4

16
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continually applynew or differentules to packets. Therefore, as the volume of packets and rules
increase so must the number of devger the processing speed of current degite remain
effective. Tr. 124:619. Without increased speed addinghardware ther will be extensive
delay/latencypecause the system will be overwhelmed trying to magehordifferentrules to an
overwhelming number of packets. Consequently, this dedayaffect user performance on the
network (i.e, increase web page loading timesr. 126:2024. Another issue is that a network
might have different entry points destination points for data. Tr. 12-85Therefore, firewall
capable devices must be plda all possibleentryand destination pointr risk that data could
reach a improper destination without the application of updatgels.Tr. 127:58.

Theolderallow and detect model operates retroactively by monitoringettiey ofpackets
into the network based upon prior threats to the network. Tr. 1PB: X he flows aremonitored
by sensors in network devicaad sent to anothenanagementevice for review. Tr. 132:139.
When malicious traffic is found, the devices can operateospectivelyand update rules based
upon information found ithe forensianvestigation.Tr. 133:2.Instead of blocking traffic at the
gate, this method allowsaffic to go through to its destination and then performs post facto
analysis on the flow of the information in the packet headers to determine if trereal@ious
activity afoot.Tr. 133:24-134:2The challenges of this model include the lack ofabiity to be
proactive It is different than an inline intrusion prevention system because malicioudpanke
still allowed into the network and th@assed on to the destination without blocking. Tr. 141:11
14.

Both approachemay becombined in diferent ways to create a defenisalepth strategy.
Tr. 144:511. Network administrators can use different combinations of tteasees ad methods

to achieve optimatecuritypersonalizd for their network. Tr. 144:5-11.

17
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B. OVERVIEW OF THE ACCUSED PRODUCT S

In this case, Centripetal accuses various Cisco network devicssgfits new solutions
and infringing the Asserted Patents. The Court will provide a brief summérgs# products.

I. Ciscds Switches

The switches at issue in the case are the Catalyst 880€s (“Catalyst Switches”)
including the Catalyst 9300, 9400 and 9500. Tr. 5220Ths newer line oswitchescontains
functionality utilized by Ciscoto integrae proative securitycapabilitieswithin the network Tr.
54:1-3.

ii. Ciscds Routers

There are three different typed routers at issue. These routers are the 1000 series
Aggregation Services Rout¢fASR”) andthe 1000/ 4000 series Integrated Services Raute
(“ISR™). Tr. 54:2225, 551-2. Theirpurposen the network is to provide performance, reliability,
and integrat@roactivesecurity functionalitywithin networks. Tr. 55:710. Like the switches, the
routerscontain functionalityutilized by Cisco to mtegrate proao/e security capabilities within
the network.

iii . Ciscds Digital Network Architecture

Cisco’s Digital Network Architecture (“DNA”) operates as a network managenesited
Tr. 55:1721. It operates to configure and troubleshoot problems in the network. Tr:Z5:17
Therefore, the primary function is to interact and operate routers and switch&&.: 11721,
147:19-21 DNA may continually provision the routers and switches so they are capdidengf
used effectively in the operation tife network. Tr. 56:I. The DNA device uses advanced

artificial intelligence and machine learning to observe pafic on the network anthas the

18
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capability to change configuration in the network in real time. Tr. 5Z820Accordingly DNA
takes thaintelligence operationalizeit, and turrs it into rules and policies th&isco’s switches
and routers use for security purposes. Tr. 451:3-24.
iv. Cisco’s Stealthwatch

The newand improvedtealthwatch deviceurrentlyprovides the ability to collect various
secuity analytics and use it to predict network threats. Tr. 59:Etealthwatch isnow,enabled
to work with other Cisco technologiesich as Cognitive Threat Analytics (“CTA”) and Encrypted
Traffic Analytics (“ETA”). Tr. 59:1015.

v. Cogritive Threat Analytics

Cognitive Threat Analytic§‘CTA”) has various features for monitoring the network. For
example, CTA monitors for security breaches within the netwgrigsing machine learningr.
60:17-23. CTA is embedded in the Stealthwatch device. Tr. 60:21-23

vi. ldentity Services Engine

The Identity Services Engine (“ISE”) is a device that ensures user covgrahe network
from any location. Tr. 61:1Q6. It provides networkased security regardless of location of the
user. Tr. 61:10-16. It is also responsible for tracking the identity of users anduong®rIters on a
network and for setting the limits of user and user computer access to efbesitethe network.
Tr. 149:20-23.

vii. Encrypted Traffic Analytics

Encrypted Traffic Analfics (“ETA”) is an element of theew Stealthwatchtechnology

and also is embedded in Cisco’s switches and routers. Tr.-84: ETA deals with the ability to

track and analyze encrypted traffic in the network without decrypting dfatt Tr. 61:1921.
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ETA completes this objectivey looking at norencrypted information in the packet (j.eeader
information 5-tuple) in order to track and analyze particular packet flows. Tr. 62:1-5.
viii. Cisco’s Firewalls

There are five different firewall products at isstie.63:1017. First, there is the Adaptive
Security Appliance (“ASA”) with FirepowerTr. 63:1317. Then, there are the four series of
firewalls: the 1000; 2100; 4100; and the 9300.63:1017. These deviceare newly equipped to
operateproactively with packet filtering functionality. Tr. 151:23-25.

ix. Firepower Management Center

The Firepower Management Center (“FMQperates the firewalls and does typical
firewall functions like managinghe network at that particular point in the network, protecting
against malwareandchecking angroactivelyblocking attempts at malicious intrusions itie
network. Tr. 64:710. The FMC, in particular, can configure and operate all the firewall devices in
the network. Tr. 153:6-8.

X. Complete Pictte of a Cisco Network
To put all the devices and components together, Figure 7 depfCisco network that

utilizes all of the Accsed Products:
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FIG. 7 (FROM CENTRIPETAL'S TECHNOLOGY TUTORIAL SLIDES)

¥
|
b
I

"_I_.

Web Server ASA & Firepower. ASR & ISR Catalyst
Firewalls Routers Switches

C. THE PARTIES

Centripetal is a corporation duly organize®009and existing under the laws of tS8&ate
of Delaware, with its principal place of business in Herndfirginia. Doc. 411 at 1; Tr. 233:22
Centripetalformed as astartup cybersecurity company focused on using threat intelligence
software andfirewall hardwareto protect cyber networks. Tr. 235:28. Centripetal operated to
solve the conventional cybersecurity problems in an ever changing and developing siagtry
both inline and out-of-band methods. Tr. 239:696ePTX-1591; DTX 1270.

Cisco is &alifornia corporationvith its principal place of business in San Jose, California.
Doc. 411. Cisco was founded in 1984 akaadwarenetworking company. Cisco has dealt in
network devices throughoits operationselling hardwareincludingrouters, switches, firewalls
and other technologies. Cisco represents itself as the largest provider oknetvastructure and

services in the world. PT870 at 991.More recently, Cisco hastartedconduting market
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research anblasacquirel tecmology startup companies specialized in software advancements to
incorporate security functionality into its hardware.

V. OVERVIEW OF THE EVIDENCE

As the technology at issue involves important cybersecurity technotbgyCourt
endeavored to acnumodate Centripetal’'siotionfor an early trial date. The many requests for
inter parteseview, by necessitydelayed the trial. The Courhdrefore scheduled a trial on those
asserted patent claims for which such review had not been requesteellas those which had
survived this review process. Bagthrties'technologies are not only at the forefront in protecting
intellectual property and confidential personal informatirt alscoperate in the@ational defense
context With the rapidly developig technology in the field, the Court found it would not be in
the public interest to delay the trial until the unknown time when courtrooms would open for
traditional civil trials. Accordingly,the Court first scheduled the trial April of 2020, therdue
to the restrictions impesl by the COVIB19 pandemicfinally scheduled it for May 8, 202@o
be heard on a court approved video platfd@eeDoc. 74; 328.

Following the tutorigl the initial phase of the trial dealt with Centripetal’s allegations of
infringement of ten patent claims, two of which were containeshoh offive different patents.
However, the two claims at issue in each patent were iderdaad for their being designed for
different forms of hardware or media utilization. Therefahe Court dealt with the issues of
infringement, validity and damages as to five sets of claim elements.

In the presentation of its infringement ca€entripetal called itsopH4evel employees in
person, Cisco employees by video deposjteomd two expe witnesses. Centripetal presented
numerous Cisco technical documents and o@isco publications which postdated the alleged

initial infringement date of June 20, 2017. Cisco’s owouinents from this time framand the
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evidence in generabtrongly supported Centripetal’s infringement case as to four of the five
asserted patents. Therefotee CourtFINDS that the ‘85@Patentthe‘176 Patent, thé193 Patent
andthe ‘806 Ritentare valid anddirectlyinfringed. Cisco abandoned its claim that thes'Zatent

was invalid, buargueghat it was not infringed and the Court agraed soFINDS.

With regard to the infringement and validity claims, Cisco presented diffecdgpendent
experts witness as to each of the four. All four testified that based upon thgenfent theories
of Centripetal’sexperts there was no infringement, but if t@®urt found infringement, that the
asserted patentgere invalid. Each of them also tesiithat the prosecution history of the patents
precluded the applicatioof the doctrine of equivalenfshey also testified that the patents were
found infringing and valid, each of the fouhad minimal valueThe alleged date of the first
infringement was June 20, 2017, rtually all of Cisco’s exhibits, technical doments and
demonstrativepresented in its infringement and invalidity defense focused on its old technology
not on the current accused protiu Their demonstratives of the functionality of Cisco’s accused
products were not based upon their own curtectinical document$®ut rather upoinaccurate
animationgproduced post facto for use in the litigatwhich served to confuge issuesraher
than inform the CourtBy contrast Centripetal utilized Cisco’s owkechnicaldocuments as
exhibits and demonstratives to illustrate the functionality of Cisco’s post June 20e204a@lbgy
and how it infringed the asserted claims.

Moreover,Ciscds experts also testified that Cisco’s products did not infringe any of the
claims of any of the patentt issue while focusing on distinct elements of the claim$e
testimony of these experts on infringement and validity all focused on old Ciscolteyy, as
did most ofthe testimony of Cisco’s employee witnes$&sco’s lockstep strategy of denying any

infringement of any of the elements of the four claims where infringemerursd,f and
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backstopping this position by contending that if @aurt found infringement the patents were
ipso facto invalid, led to a number faictualconflicts in its presentatiorf @s evidence.

Cisco’s retained expert witnessefen contradicted Cisco'®wn documents awell as
Cisco’sown engineersThiscommon thread weaved a very tangled wabis illustrated by Dr.
Reddy, Cisco’'sxpert on the ‘806 Patent. Dr. Reddly referring to slide 2%f his presentatign
opined:

SLIDE 29 OF DR. REDDY'S PRESENTATION

Packet Processing (Switches)

DTX-562 at Cisco-Centripetal_ 00063318.043
29

Q. And, Dr. Reddy, | would like to turn to an exhibit that the Court just saw with MrsJone
And | think Mr. Jones provided a pretty good explanation of this exhilitif you could
just focus on what wee highlighted in red and explain to the Court why that will be
relevant to your opinions.

A. Okay. So the highlighted box at the bottom that saystwork interfaces,thats the

box to which packets come into the switch, router, or the firewall. And in this example
we're only talking about the switch here. And the packet, as it comes through tleeknetw
interface, goes through the ingress FIFO, FIFO centerjrifatst-out, and from there the
packet is moved into the packet buffers complex, on the top, and the header of the packet
is given to the ingress forwarding controller, and the ingress forwardingtientonsults

the lookup tables, compares the packet header information, and makes decision about this
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packet; whether to allow this packet to go forward or to drop the packet or tartgkether
action at thdevel of the lookup table.

Q. And just to be clear, what is the lookup table?

A. This is the product that has the information related to the ACtse#s Control Lists.

Q. Now, Dr. Reddy, have you prepared an animation that shows how the Cisco systems
that are being accused pess packets that is basically using the diagram we just
discussed?

A. Yes, | have.

Q. Okay. So les turn to that, and if you could explain to the Court what this diagram is
showing.

A. Okay.

THE COURT: Can you explain it on the prior slide?
THE WITNESS: Yes, Your Honor.

MR. JAMESON: This one here, Your Honor?

THE COURT: Yes. This is the one that Mr. Jones explained it on, so why not useie s
one.

MR. JAMESON: He is using the same one. This is an animation, Your Honor, that he has
created @ try to provide an easier explanation as to vghamappening in the accused
products, using the component parts that are shena h

THE COURT: All right. Go on.

BY MR. JAMESON:

Q. Explain what you’re showing here, Dr. Reddy.

THE COURT: Well, thds awhole different setup. That doeshelp me any.

MR. JAMESON: Okay.

BY MR. JAMESON:

Q. Dr. Reddy, if you can walk through the steps of the ordinary course of §irares

packets, even when a rule swap is not being implemented in the accused prodwgrts, usi
diagram 29.
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A. Okay, will do. So what is- the box that is highlighted here, the packet enters the switch
through the netwdrinterface-that s the yellow/orange box at the bottemand the packet

is moved from there to ingress FIFO, fingtfirst-out, and the packet from there is copied
into the packet buffers complex, which is at the top, which is in green. The header of t
packet is copied to the ingress forwarding controller to make decision on what tthdo wi
this packet. Now, the ingress forwarding controller looks up the ACL rules, tbess.c
Control List rules in the lookup table, and makes decision about this packet, whether packet
should be allowed, denied, or whatever other action we need to take. Andwigaiing

to show, in order to simplify this process, in the next slide as | show the animation, |
going to start with ingress FIFO and show the packet buffargplex, show the ingress
forwarding controller and the lookup table, so those four boxes as we move forward, of the
packets.

Q. Dr. Reddy, using slide 29, does every packet that comes into the Cisco accused products
go through this process?

A. The proess that | just described is exactly the same for every packet that comgh throu
the switch.

Q. So with respect to the packet buffer, does every packet go into the packet buffer as par
of processing?

A. Thats correct. Every packet is copied there, tedheader is inspected by the ingress
forwarding controller to make a decision about that packet.

Q. And does the packet go into that packet buffer whether a rule swap is takingrplace
not?

A. That'’s correct. So every packetfor every step of the way, every packet that comes in
through the switch, no matter what's going on, is moved into the packet buffer.

Q. Okay. Now, using slide 29, what happens when a new rule set has been downloaded
and Cisco wants to swap rule sets?

A. While the new rule set is being configured, the switch continues procesdntpevdld
rule set. So while the new rule set is being configured, the prectss Cisco switches
will continue using the old rule set and continue processing, contrary to8@gaieaches,
andthis is exactly whas in the background of th806 patent. Is a continuous processing
of the old rule set.

Q. And while the accused system is continuing to process packets with the old rule set, a
packets moved into a cache?

A. No, there is no nadh of a cache here. Every packet is taking the same sort of steps.
Whether the rule set is being swapped or during the normal course of action, the packets
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come though the network interface, into the ingress FIFO. From there, the packets are
moved to the packet buffers complex, and there’s no notion of a cache here.

Q. Okay. And what happens when the new rule setsailg, has been configured arid it
ready for use?

A. At that point, we continue processing the packets as in the normal course ofaanttion,

the only difference is that when the packet is now being processed against teg thie s

pointer that was pointing to the old rule set now points to the new rule set, and the packet

will be processed for the ingress forwarding controller during the normal condseow,

instead of using the old rule set, it starts using the new rule set.
Tr. 2615:22619:13.Slide 29 is a representation of a Cisco technical document described by Dr.
Jones, DTX562. The animated slide 29 includes post facto redhighlighting that limits the
operation of transmitting packets to only the ingress and completelyegegress.Cisco’s
noninfringement argument was based upon the packets being subjected to rules only one time and
at only one step in the procesBherefore Dr. Reddyopined on only the application of rules on
the ingress half of packet processpggformedoy the svitches and routerdn contrast, Mr. Jones
specifically noted that rules are applied on both ingress and egress in desbelpnacessig of
packets by using strictly the Cisco technidacument in an unaltered formA more detailed

explanationof all these issues in contained in the findings of fact and conclusions of law with

respect to the ‘806 Patent. Here is Cisco’s technical diagsed by Mr. Jonda his testimony:
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In this diagram, there is a full picture of a pat&ptocess through a switch or router without any
highlighting limitation onlyoningress. Thereforéyir. Jones provided a complete picture of how
rules are applied within the accused products on both ingress and egress. To support his opinions
Mr. Jones used Cisco’s own technical documents where Dr. Reddy used an animatiod foepare
litigation in addition to his own modified version of the technical documents. Tr.-2618.In

addition to using &ighlightedversion of the technical document, Dr. Rediyhis testimony,
ignored Mr. Jonés egressxplanation of the technical document itsatid attempdto explain

the product functionality byusing his own created animation on slide 31:
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SLIDE 31 OF DR. REDDY'S PRESENTATION

Packet Processing (Switches)
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In this animation produced solely for litigation, Dr. Reddy continuesrtibthe egress processing
of packets out of Cisco’s switches and routers. The Court maiilectisote ofDr. Reddy’'s use
of an animatiorduring his direct examinatianTr. 2616:1620. Dr. Reddy’s testimonis just one
example ofhow Cisco’s expertaised their own modified exhibits and ex post facto animations
while Centripetal’'s expestand Ciso’'s own employees relied o€iscds technical documents
an unaltered form.

Cisco’s experts attempted to challenge every element of all of the claimseahigsunon
infringement casddowever, the CoufINDS that Centripetal has proven the dirgdtingement
of each element of the asserted claimthen'‘856Patentthe‘176 Patentthe ‘493 Patent andthe
‘806 Patenby a preponderana¥ the evidence. Most of Cisco’s challenges amounted to no more
than conclusory statements by its experts witlvidentiary supporfccordingly, in its findings

of fact and conclusionf law, the Court has focused on only those elements cited by Cisco’s
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infringement experts in thgratent by paterdutlines of noninfringement theorieghe Court will
analyze eaclpatent individually and outline all relevant findings of fact and conclusions of law
regarding infringement, validity, and damages. The Courtagdiresshe patents in the following
order:the ‘856 Patenthe ‘176 Patent; the ‘198atentthe'806 Patent and th€205 Patent

V. FINDINGS OF FACT AND CONCLUSIONS OF LAW REGARDING
INFRINGEMENT AND VALIDITY

A. THE ‘856 PATENT
I. Findings of Fact Regarding Infringement
1. The ‘856 Patent has been informally known as the Encrypted Traffic
Patent. Tr. 884:25.
2. The ‘856 Patent was issued on March 13, 2018. -3TXhe application for the
‘856 Patent was filed on December 23, 2015. JTX-5.
3. The asserted claims of the ‘856 Patent are Claim 24 and Claim 25. Do€lair
24 and Claim 25 are, respecliyea system and computer readable media ckaim
4. Claim 24 is laid out below:
A packetfiltering system comprising:
at least one hardware processor; and memory storing instructions that when
executed by the at least one hardware processor causacketfgtering
system to:
receive data indicating a plurality of netwdtkeat indicators,
wherein at least one of the plurality of netwalnkeat indicators
comprise a domain name identified as a network threat;
identify packets comprising unencrypteaita;

identify packets comprising encrypted data;

determine, based on a portion of the unencrypted data corresponding
to one or more netwosthreat indicators of the plurality of netwerk
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threat indicators, packets comprising encrypted data that
correspods to the one or more netwdtk-eat indicators;

filter, based on at least one of a uniform resource identifier (URI)
specified by a plurality of packdttering rules, data indicating a
protocol version specified by the plurality of packkering ules,
data indicating a method specified by the plurality of packet
filtering rules, data indicating a request specified by the plurality of
packetfiltering rules, or data indicating a command specified by
the plurality of packefiltering rules:

packes comprising the portion of the unencrypted data
corresponding to one or more netwdhkeat indicators of the
plurality of networkthreat indicators; and

the determined packets comprising the encrypted data that
corresponds to the one or more networkdhindicators; and

route, by the packdiltering system, filtered packets to a proxy
system based on a determination that the filtered packets comprise
data that corresponds to the one or more netwosdat indicators.
JTX-5.
5. Claim 24 is denticalto Claim 25 in every respect except that Claim 25 is a
computer readable medialaim. Tr. 885:1424. Claim 25 modifiesthe introductory language of

Claim 24, replacing “[a] packefiltering system comprising: at least one hardware processor; and

sothe

memory $oring instructions that when executed by the at least one hardware pra
packetfiltering system to:” with “[o]Jne or more nemansitory computereadable media
comprising instructions that when executed by at least one hardware protaegswhkeffiltering
system cause the pacKdtering system to:.” JTX5. For purposes of infringement, the parties

treatedClaims 24 and 28he same.

4 Computer readable media is software comprising of source code that is lomdedniputer hardware through a
device such as a GROM, memory card or flash drive. This media comprises of readabledtistrs for the intended
computer to operate. Tr. 34-23.
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6. Dr. Sean Moore, an inventor of the ‘856 Patent, describes88&Patent as a
system for stoppingyberattacks even when thealicious datds embedded within encrypted
packets. Tr. 347:8. Therefore, the ‘856 Patent deals specifically with Centripetasatlfiltering
technology as applied to encrypted packets. Tr. 347:8-9.

7. The process at there of this technology involves using unencrypted information
located in a packet to determine if there is a threat embedded in the encrypted penioipetal
developed this technology as a response to thegewening trend of cyber criminals enciygug
packets as a way to bypass traditional security procedages$r. 310:2024, 889:6412. Thus, Dr.
Moore identifies the ‘856 Patent as one of CentripetatBitions to operationalize threat
intelligence to determine if encrypted packets contain nétiweats. Tr. 348:1-16.

8. This systemis considered an advancement over previous security systems that
would fail to detect hidden attacks because the paylwas encrypted by cyber criminals. Tr.
887:4-17.

9. Centripetal accuses Cisco’'s Cataly@®@ series switches, the Aggregation
Services Router 1000 series routers and Integr&@mvices Router 1000 and 4000 series routers
in combination with Cisco’'Stealthwatch and Identity Services Engine of infringing Claims 24
and 25 of the ‘856 Patent. B86:9-11.Source code for Stealthwatch is compiled in Atlanta. PTX
1932.

10.  All of the accused devices for the ‘856 Patent are embedded with Cisco’s new 2017
technology known as Encrypted Traffic Analytics (“ETA”). Tr. 887&88B:6, 890:122; PTX
561 at630. Ciscautilized ETA as a response to the growing number of attackers that were using

encrypted traffic to bypass standard security protocols. Tr. 889:PTX-561 at 629 (Cisco
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noting that “attackers are also using encryption to conceal malwarevadd detection by
traditional security products.”).

11. ETA became a critical component of Cisco’s security infrastructure bedause i
provided a new method for identifying hidden threats within encrypted traffic withoutdhtwi
perform the timeconsuming process of decryption. PBB1 at 630 (Cisgan 2019, highlighting
ETA as a “innovative and revolutionary technologyhat “illuminate[s] the dark cornerm
encrypted traffic without any decryption by using new types of data elemetgiemetry . .”).

12. In order to detect threats in encrypted traffic without decryption, ETA uses data
from the unencrypted portion of the packet and performs advanced security analyi@92:7
10; PTX561 at 630. Cisco’s documents describefthwr main elemerst of information that is
extractedrom packets by the ETA technology:

1. Sequence of Packet Lengths and Timg€$SPLT”) —SPLT conveys the length
(number of bytes) of each packet’s application payload for the first $evera
packets of a flow, along with thetararrival times of those packets.

2. Initial Data Packet (“IDP”) —IDP is used to obtain packet data frtme first
packet of a flow. It allows extraction of interesting data such as an HTTR UR
DNS hostname and address, and other data elements.

3. Byte Distribution — The byte distribution represents the probability that a
specific byte value appears in the med of a packet within a flow.

4. TLS Specific Features-The TLS handshake is composed of several messages
that contain interesting, unencrypted metadetad to extract data elements,

such as cipher suite, TLS version, and the client’s public key length.
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PTX-561 at 630A 2019 Cisco Technical DocumégnCisco’s ETA amended NetFlow technology

to enable the capture of new information from packets including the IDP and SPLT. Tr.-3127:6
13; seePTX-996 at 005showing that a 2019 version of ETA was updatedttude these new
categories)

13. Centripetal’s infringement expert, Dr. Eric Cole, outlined and showed Cisco’s
technical documents that illustrated thealytical process of how these elements are used by
Stealthwatch to detect threats in encrypted trafffr. 910:10-913:4.

14.  First, the accused routers and switches will make a determination if the paekets
encrypted or unencrypted. Tr. 910:18, 943:9-14, 1064:8-148£TX-989 at 004, 033 (the text
accompanying Cisco’s ETA PowerPoint presentdtiom 2019thatdenotes that Cisco “enhanced
the network as a sensor to detect malicious patterns in not ongneoypted traffic but also in
encrypted trHic); PTX-1849 at 24 (source code confirming that there is a determination made
whether the packet flow is encrypted or unencrypted).

15.  After this determination, representations of information from the unencrypted
portion of encrypted packets are sgpto Stealthwatchyhich is running both ETA and Cognitive
Threat Analytics (“CTA”). Tr. 910:18911:9; PTX989 at 033; PT>78 at 061 (noting ETA
“[m]akes the most out of the unencrypted fields” in the packet).

16.  This information from the unencryptgmhckets is sent um tStealthwatch using
Cisco’s proprietary logging framework known as NetFlow. Tr. 1078:10-18, 1082:20-24.

17. Using ETA and CTA, Stealthwatch analyzes the NetFlow from the packets and
identifies malware threats in encrypted traffic with running any fornof standard decryption.

Tr. 910:15911:9, 936:4-20, 941:8: PTX-989 at 033; PTXL010 at 001 (stating Stealthwatch

“can detect malware in encrypted traffic without any decryption u&ngrypted Traffic
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Analytics.”) (emphasis in origial); PTX-1009 at 012(Cognitive Threat Analyticgechnical
release notes illustrating that ETA “[e]nhances existing Stealthwatch / CTdratiten with
malware detection capability for encrypted traffic without decryption.”)

18. In order to perform theequired analysis, Stealthwatch receives-tiead threat
intelligence indicators contributed by a thdrty intelligence provider or directly from Cisco’s
Threat Intelligence Group known as Talos. Tr. 912t96921:1316; PTX20 at 001 (showing
Stealthvatch has the abilitio take threat indicators and “correlate[] suspicious activity in the local
network environment with data on thousands of known comraaddontrol servers . . .” and
indicating that Stealthwatch us&J A to “pinpoint malicious patteshin encrypted traif to
identify threats . . .”); PTXL081 at 013 (illustrating Stealthwatch’s integration of CTA by using
the Global Risk Map to identify known malicious domain data).

19.  This threat intelligence sent into Stealthwatch contains maowrkmalicious IP
addressesdomain names, protocol versgoand other indicators of malicious traffic. Tr. 927:4
10; PTX1926 (Mr. Amin, a principal engineer at Cisco, confirming tihat newStealthwatch
receives IP addressand domain names in its thtéatelligence information).

20. Usingthese indicators, Stealthwatch filters the representation of packet$amth
of NetFlow. Then, Stealthwataketermines if any encrypted traffic in the network matches any
known malicious signatures based wmencyptedinformation provided in NetFlow such as the
IDP, Server Name Indicator (“SNI”) or Transport Layer Security (“TILIr. 920:22921:10,
956:3-958:8, 1054:15-2@8eePTX-1009 at 012; PTX-996 at 005.

21. Using a platform known as xGRID, Stealthwatch then sends the results of its

analysis to the Identity Services Engine (“ISE”). Tr. 910:15-911:9, 912:1-12;989Xat 033.
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22.  After this communication|SE will provision rulesor change of authorizations
(“CoAs”) to the switches and routers. The switches and routers operate inline and areaipe to
incoming packets from the malicious source and outgoing packets containingveetaia
attempting to be exfiltrated by embedded malware1965:16-18.

23. Blocked packets are routed to a proxy system, known as a null interface, that is
used to drop packet traffic. Tr. 963:24-966:19; PTX-256 at 082%e#3r. 2199:21-2203:25.

24.  This process is shown ky Cisco technical demonstratiaaf ETA provided in
February of 2018. PTX-989. The title pagel aalevant page are showelow:

PTX-989

Cisco Encrypted Traffic Analytics Technical Presentation from February of 208

aijuen]us
CISCO

Encrypted Traffic Analytics (ETA)

Catalyst 9K

Kenny Lai
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ETA Solution With CO9K
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25.

20, 2017.

26.

Cisco’s expert has failed to cite a@yscotechnical document produced post June

Cisco has not called any wess who authored any of the Cisco technical

documents relied upon by Centripetal in their infringement case.

27.

Cisco’s expert witness relies @mimations produced ex podacto, which were

designed for litigation and do not accurately portray the current functionalityeofccused

products.

ii. Conclusions of Law Regarding Infringement

The Federal Circuit has concisely stated that “[ijnfringement analysis isst&p@rocess:

‘[f]lirst, the court determines the scope and meaning of the patent elssmed ... [and secondly,]

the properly construed claims are compared to the allegddhging device.””N. Am. Container,
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Inc. v. Plastipak Packaging, Inc¢415 F.3d 1335, 1344 (Fed. Cir. 2005) (quoting Cybor Corp. V.

FAS Techs., InG 138 F.3d 1448, 1454 (Fed. Cir. 1998)).

First, the Court hereby incorporatesMarkmanClaim Construction Order for purposes

of construing the terms in the Asserted Claims. Doc. 202. The Court has made a tioydifica

one of the terms previously construed Markman due to a developed understanding of the

technology in the cas8eePressure Prods. Med. Supplies v. Greatbatch Ltd., 599 F.3d 1308, 1316

(Fed. Cir. 2010) (“district courts may engage in a rolling claim congryan which the court

revisits and alters its interpretation dietclaim terms as its understanding of the technology

evolves”) The Courtin analyzingthe applicable lanwincludes a table of the previously construed

terms:

Term Construction

Configured to

Plain and ordinary meaning whichquires
that the deviced capable of configuring to d
the function.

(amended deinition )

Correlate, based on a plurality of log
entries

Packet correlator may compare data in one
more log entries with data in one or more
other log entries.

Dynamic security policy

A changeablset of one or more rules,
messages, instructions, files, or data
structures or any combination thereof,
associated with one or more packets

Generate, based on the correlating, one or Plain and ordingy meaning.
more rules.
log entries Notations of identifying information for

packets
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Indicators of packets associated with network

network-threat indicators threats, such as network addresses, ports

domain names, uniform resource locators
(URLS), or thdike.

A gateway computer configured to receive
packet security gateway packets and perform a packet transformation
function on the packets.

Packets Plain and ordinary meaning in the context of
the claim in which the term appears.

Preambles Preambles are limiting.

Proxy system A proxy system which intervenes to prevent
threats in communications between devices

Responsive to correlating Plain and ordinary meaning.

Rule A condition or set of conditions that when
satisfied caus a specific function to occur

Security policy management server A server configured to communicate a dynam
security policy to a packet gateway

Cc

The Court has made one notable change from the previous claim construction order. The Court
revisesthe construction of the term “configured to” from “Plain and ordinary meaning which
requires that the action actually do the function automatically” tarfRiad ordinary meaning

which requires that the device be capable of configuring to do the fuficdeeTr. 1646:11

1647:1. This change is made in light of the Court’'s developing knowledge of the patented
technology.

39



Case 2:18-cv-00094-HCM-LRL Document 621 Filed 10/05/20 Page 40 of 178 PagelD# 23926

To prove infringement, thplaintiff must show the presence of every claim element or its

equivalent in the accused device by a prepomce of the evidencélniloc USA, Inc. v.

Microsoft Corp., 632 F.3d 1292, 1301 (Fed. Cir. 20%&ECross Med. ProdsInc. v. Medtronic

SofamorDanek, Inc,. 424 F.3d 1293, 1310 (Fed. Cir. 2005) (showing preponderance of the

evidence as the proper standard for infringement analysis). This standarbtoequire a patent
owner to present “definite” proof of infringement, but instesgliires the patent ownerestablish

that “infringement was more likely than not to have occurr8égWarnerLambertCo. v. Teva

Pharms. USA, Inc., 418 F.3d 1326, 1341 n.15 (Fed. Cir. 28@5)g Advanced Cardiovascular

Sys., Inc. v. Scimed Life Sys., In261 F.3d 1329, 1336 (Fed. Cir. 2001)). This comparison of the
claims to an accused product is a fact specifiginggand may be based on “direct or circumstantial

evidence.'W.L. Gore & Assoc, Inc. v. Medtronic, In@74 F. Supp. 2d 526, 541 (E.D. Va. 2012)

(citing Martek Biosciences Corp. v. Nutrinova, In§79 F.3d 1363, 1372 (Fed. Cir. 2009)).

Literal infringament requires an accused product to embody each and every limitation of

the patentecatlaim. V-Formation, Inc. v. Benetton Group SpA, 401 F.3d 1307, 1312 (Fed. Cir.

2005).In contrast, “under the doctrine of equivalents, ‘a product or process that dditer aibt
infringe upon the express terms of a patent claim may nonetheless be found to ihfhiegeis
‘equivalence’ between the elements of the accused product or process and theattameats of

the patented invention.W.L. Gore & Associatednc., 874 F. Supp. 2d at 541 (quotiarner

Jenkinson Co. v. Hilton Davis Chem. C520 U.S. 17, 21 (1997)). A finding that the doctrine of

equivdents applies requires either that “the difference between the claimattiomvand the
accused product anethod was insubstantial or that the accused product or method performs

substantially the same function in substantially the same way with subbyathie same result as
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each claim limitation of the patented product or methddl. {quoting AquaTex Indus Inc. v.

Techniche Sols479 F.3d 1320, 1326 (Fed. Cir. 2007)

Based on the Court’s factual findings, Centripetal has proven by a preponderance of the
evidence thaCisco’s CatalysB000 series switches, the Aggregation Services Router 1000 series
routers and Integration Services Router 1000 and 4000 series riouterabination with Cisco’s
Stealthwatch and Identity Services Engiiterally INFRINGE Claims 24 and 25 of the ‘856
Patent.Cisco’s expert on the ‘856 Patent, Dr. Douglas Schtestified

| was asked to look first at whether or not the accused Cisco product suite infringed
the ‘856 patent. | was also asked to opine on whethet8b@ patent was valid
relative to the prior art. And | was also asked to assume if, in factatbetpvas
valid and the accused products infringed, what damages should be assessed, looking
at this from a technical point of view of any benefit that the patent provided over
what was already known in the prior art.
Tr. 1817:1323. Dr. Schmidt opined that the ‘8B@tent is notinfringed on three different theories,
First, Dr. Schmidt concludes that tharrentCiscosystem isexclusivelyafter the fact analysis and
does not work on determined packets as required by the claims. Second, he stdtesnthlat t
interfaceused in the Cisco system is not a proxy system as required by the claimsarichird
finally, he argues that packets are not filtered by the Cisco system. The iSagréds with all of
Dr. Schmidt’s theories of noimfringement.
Turning to the firsthieory, Dr. Schmidt began his infringement analysis with a description

of slide five of his demonstrative presentation. This slide was used in variougtioomnghout his

presentationas well as by other Cisco expermsd is reproduced here:

41



Case 2:18-cv-00094-HCM-LRL Document 621 Filed 10/05/20 Page 42 of 178 PagelD# 23928

SLIDE FIVE OF DR. SCHMIDT PRESENTATION

’856 Patent: Accused Combination of Cisco Products

Network Devices: Inline Management Devices:
(Metwork Traffic) _ After-the-Fact

Stealthwatch '

Gateway L
AN Bt [ R — (Based on Netflow)

Internet

YYYY

Netflow (with ETA) _..--——"""=—

Cogritive | ETA |
Threat Analytcs
{CTA)

Dr. Schmidt usethe animatedlidefive, produced expost facto for use in the litigatiotg
support the following opinion:

Q. And by the time that telemetry information gets sdomg that blue dotted line
to theright-handside-- by thetime that happens, where is the packet itself?

A. The packets will have long since been received.pHu&ets will typically arrive
in a millisecond time framewyhich is extremely fast, and the information tkat
processedn theright-handside by the sealled aftetthefactmanagement devices
could take minutes, hours, perhaps even days to be processed.
Tr. 1815:1018. Dr. Schmidt indicates throughout his testimony thatriée Cisco system is all
after the fact analysis and the systatoésn’t work on determined packets.” In his testimony and
on slide five, Dr. Schmidt opined that after the fact management devices inclatiey|8ervice
Engine (“ISE”), Stealthwatch (based on NetFloandEncrypted Traffic Analytics (‘ETA")He

opined:

Q. The accused systems don’t block.
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A. Again, don’t block, dott block what? What are we talking about?
Q. Dorit block malware before it infects the host.
A. | think my testimony this whole time has been that the accused products here,
particularly theones that are the aftédrefact ones, allow the information to go to
the destination and then conduct-catled aftesthefact analysis in order to
determine what issues have occurred and what remediations to take place.
Tr. 1923:14-23.
Dr. Schmidtpregnted excruciatingly detailed evidenaecluding animationgnd text of
the old Stealthwatch product, which it acquired from Lancope. Before 2017, Stealthwatch
functionality appeared to focus on after the fact forensics, however this was caseisegining

in 2017,as its own software engineer, Mr. Llewallyestifiedwhile referring to PTX965:

Q. Do you see this is a Cisco Stealthwatch document? It looks ’l&keAlt a
Glance’ Do you see that?

A. Yes.

Q. And therés a copyright date on the bottom there of 2017. It might be hard to
see, but I'll pull it p. This is a 2017 document?

A. Uh-huh.

Q. Now, you talked about how Stealthwatch works to monitor internal in the
network, correct?

A. That's correct.

Q. You also mentioned how it is integraiteith Ciscos Identity Services Engine,
right?

A. That's correct.

Q. It says,'Helps organizations get 3@legree view of their extended netwdrk.
Now, what | want to focus on is at the bottom, where it sagmplify
segmentation throughout youretwork with centralized control and policy
enforcement andddress threats faster, both proactively with threat detection and
retroactively via advanced forensicfNow, Stealthwatch, working with other
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products in Cisce Security Suite, in this case tlientity Services Engine, can
proactively protect againgitreats, correct?

A. Well, it's based on a manual operation, though.
Q. But it’'s in the code. The computers can do it, right?
A. Yes. It provides a way to quarantine the host, by clicking a button.

Q. And you can address threats faster, you can pvefctt both proactively with
threat detection and retroactively via advanced forensics, correct?

A. That’s correct.
Tr. 2198:52198:20, 2199:2199:20. Significantly, Cisco and Dr. Schmidt failex cite any
technical documents or diagrams illustrating hew post 2017 Stealthwatch or other products
accused of infringing the ‘856 Patent. An examination of Cisco’s own technicaingots and
diagrams from post 2017, illustrating the functionabfythe accused products, explain why it
adopted this new fictionality. The diagramsand the accompanying tefkom Cisco’s technical
explanation of ETAPTX-584and PTX570,illustrate why slide fiveand the testimony grounded

upon it and its variationgre inaccurate
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PTX-584

Cisco Encrypted Traffic Analytics TechnicalWhite Paper from 2019

Cisco Stealthwatch

Cisco Stealthwatch uses NetFlow, proxy servers, endpaint telemetry, policy and access engines, and traffic
segmentation as well a3 behavioral modeling and machine leaming to establish baseling "normal™ behavior for hosts
and users across the enterprise. Stealthwatch can corralate traffic with global threat behaviors to automatically identify
infected hosts, command-and-contral communication, and suspicious traffic.

Steslthwatch maintains 2 global risk map—a very broad behavioral profile about senvers on the Internet, identifying
servers that are related to attacks, may be exploited, or may be used as a part of an attack in the future (Figure 3).
This is not a blacklist, but a holistic picture from a security perspective. Stealthwatch analyzes the new encrypted
traffic data elements in enhanced NetFlow by applying machine leaming and statistical modeling, The global risk map
and Encrypted Traffic Analytics data elements reinforce using advance security analytics. Rather than decrypting

the traffic, Stealthwatch uses maching lezarning algorithms to pinpoint malicious patterns in encrypted traffic to help
identify threats and improve incident response,

Figure 3. Stealtwiatch mulli-layer machine learming
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PTX-570

Cisco Encrypted Traffic Analytics Technical Deployment Guide from July 2019

Figure 1.
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PTX-570 at 593. This is further supportedthg Cisco Stealthwatch Technical Data SheédtX-

482:

Analyzing this data can help detect threats that may have found a wagassby
your existing controldyefore they are able to have a major impact.

The solution is Cisco Stealthwatch, which enlists mbtwork to provide endbo-

end visibility of traffic. This visibility includes knowing every hesteing who is

accessing which information at any given point. From there, it's important to know

what is normal behavior for a particular user or “host” establish a baseline from

which you can be alerted to any change in the user’s behavior the instant it happens.
PTZ-482 at 664 emphasis addedMoreover, Dr. Schmidt's testimony attempting to contradict

PTX-1287, a 2018 Cisco document, is revealing:
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Q. So we go to 1287. This is a document describing the Catalyst 9000 switch.
“Foundation for a New Era of Intebased Networking.Do you see thatDr.
Schmidt?

A. | do.

Q. Okay. You know Dr. Cole relied on this document in his direct testimony of
infringement correct?

A. | believe so.

Q. Okay. Now if we turn to Page 28 of that document ending in Bates Number 028,
therés a graphic at the top feand it talks about the Catalyst 9000 Advanced
Security Capabilities. Do you see that?

A. I do.

Q. And you recth Dr. Cole relying on this document, correct?

A. Not patrticularly, no.

Q. Okay. Well, if you look at the very bottomsays,“Detect and top threats,
exclamation point.Do you see that?

A. | do.

Q. And Dr. Cole used it to show that the Catalyst switches and the routers that have
the same operating systems can detect and stop threats prospectiv@l\Oright
proactively, correct?

A. | don't believe that th& what it says, no.

Q. So you dort’think this says i going to detect and stapreats proactively?

A. | don't know what this slide says in this context. | know that Dr. Cole had an
analysis that read the claims in a viagt was essentially a n@equitur, a series

of nonsequiturs, and accused things as being parttbe read on the claims, the

patent claims that had nothing to do with the way in which the products operate.

Q. I'm asking about your opinion now. Whersays,“Detect and stop thredts,
does that mean's#t detecting and stopping the threat before they get to the host?

A. It’s not clear what it means in this context. | see the waddtect and stop
threat’ | don’t see how it applies to the patent thetre talking about here.
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Q. So you dott know what“detect and stop thréatneans is what yote telling
the Court?

A. No. I'm just saying | dor know whether it means what yoe saying it means.

THE COURT: Well, what do you think it means over be tight where it says
“Before, During and After?

THE WITNESS: It looks like its saying that- so it looks like its tdking about the

fact it s possible to quarantine something, but | don't know how that refers-to the
- 1 don't know how that refers to the way in which it reads on the claims and whether
what Dr. Cole was alleging has anything to do with what the claienasserting.

BY MR. ANDRE:

Q. So when it say®During”, during the packets coming in, Full NetFlbased
behavior analytics, Encrypd Traffic Analytics, Policy Enforcement Analytics.
You don’t have an understanding of what thaé&ferring to?

A. Again, this particular slide is coming out of thin air here, so | would have to
spend a little bit of time looking at it to understandwray it's being used in this
particular context.

Tr. 1925:16-1927:21seePTX-1287 at 028 (depicted below).
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PTX-1287
Cisco Catalyst 9000 Switching Technical Presentation from 2018

Cisco Catalyst 9000 switching
advanced security capabilities
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Detect and stop threat!

It's difficult to comprehend why Dr. Schmidt would state, in his rebuttal of Dr. Cole, tha
he cannot understand a Cisco post 2017 document because it is “coming autaaf’thm his
preparation for his expert testimony, the Court is unaware how or why he overlooked ¢ias
Cisco document. Dr. Schmidt, when questioned again about this point, stated:

Q. When we talk about Stealthtch, if we go to the next page, y&aep talking
about thisafterthefact stuff. On that table on the left thereséys,“Reattime
detection of attacks hynmediately detecting malicious connections from the local
environment to the Internet.” Do you see that?

A. | do.

Q. So does that make you rethink your opinion that thetireal doesit mean
immediately?

A. No, it does not.
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Q. So the wordifnmediatey” doesnt mean immediately in thaentence?

A. Again, immediately is always relative to something. We already know that the

packetsare always delivered to the destination by the time the work goes up, by the

time the NetFlow goes up &tealthwatcrandCognitive Threat Analytics. And so

it will detect it as quickly as it can, but it doéssay, it doest say before the

packets are alivered to the destination, does it? It says-tiea¢ detection of

attacks by immediately detecting malicious connestidut theres nothing there

about it blocking the traffic, it just saysstdetecting it.
Tr. 2113:172114:12. Dr. Schmidt's testimony is directly refuted by Cisco’s own technical
documents. For example, Cisco’s Catalyst 9008-glance guide highligls that this line of
switches can “dete@nd stopthreats, even with encrypted traffic.” PTDO9 at 224. (emphasis
added). Cisco pomys the benefits of Stealthwatch as “[rJeal time detection of attacks by
immediately detecting malicious connections frtma local environment to the Internet.” PTX
383 at 356. The Stealthwatch Data Sheet confirms that Stealthwatch uses “advanggd secu
analytics to dete@nd respondto threats irreal time.” PTX-482 at 664 (emphasis added). These
documents confirm théihe accused products are not solely used for detebtihglso for stopping
those threats. Furthermore, the Stealthwatch Data Sheet notes that “Stealtanatebognize
these early signs [of attacks]goevent high impact . . . [o]nce a threat is ididied, you caralso
conduct forensic investigations to pinpoint the source of the threat . . 74BZX4t 665 (emphasis
added). The Court asked Dr. Schmidt about the word “also” in PTX-482:

THE COURT: Why do you think it sayslsd there?

THE WITNESS: | think what its talking about there, Your Honor, if you take a

look, it says‘You can determine where else it may have propagdalfegbu look

at the--

THE COURT: Do you think maybe it means you can do the things in the first two

sentences and also do the thing in the third sentence? Do you thirskwhat

“alsd means?

THE WITNESS: | think its trying to say, sir, that if you && -- the forensic
investigations they are specifically calling out here are pinpointing witere
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problem was, so identifying who the bad guy is, and then determining what else
might be infected. So thatthe problem with network threats; they often adre
rapidly like viruses. Thas why theyre called viruses. So this is saying you can do
additional analysis to not just say one person has a problem, but all the other things
in the network that that persenconnected to somehow, that computer has been
connecting to, may also be a problem too. I think shatiat*alsd means here.
THE COURT: | think“alsd means‘also” .. .
Tr. 1974:131975:6. Ndably when Mr. Schmidt previously read the same sentence from PTX
482, he omitted the word “also” Ohce athreat is identifiedyou can __ conduct forensic
investigations.”Tr. 1936:1617. From his own tesmony, it is clear to the Court that Dr. Schmidt
is solely limiting his testimony to the forensic after the fact analysis featuhe old pre2017
Stedthwatch. The Court accepts that Stealthwatch has the features to conductc forens
investigations aér the fact. However, Dr. Schmidt, throughout his testimony ignores the presence
of the word “also” and “detect and stop” in the technical documents, wkiobtes that the after
the fact investigation is a feature that operates in addition to the ability to stafstimrreal time.
SeeTr. 1974:3-1975:8.

Turning to the second theory, this Coumtits Claim ConstructiorOrder, has construed a
proxy sysem as a A proxy system which intervenes to prevent threats in communications
between devicesMr. Llewallyn, a Cisco software engineer, confirms that StealthwatthS,
working in conjunction, can reconfigure the switches and routersrmute malicous packes
intended for a particular host to a null interface. Tr. 21922013:25.Cisco contends this use of
a null interface falls outside of the CdsrMarkmanconstruction. It clearly does not. Cisco’s
technical documents describe the null interface asrtuéliinterface [that] never forward[s] or
receivgs] traffic but packet[s] route[ed] to null interface are dropp&I’X-256 at @2, 083In

this manner, the null interface causes “packets destined for a particularkn&ivioe dropped.”

PTX-256 at B2, 083 The technical evidence shows that the null interface is a method,
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incorporated into Cisco’s quarantine procedure, ferotging packets from the intended host
serving as an intervening process in the communication to drop packets.

Dr. Schmidt opined that the proxy system required by85& Patenspecification must
perform some form of decryption. Dr. Schmidt testified as follows:

Q. And you actually cited to the specification to show that a proxy system, the
analysis had to actually decrypt, cotfecYou said that this claim requires
decryption. Do you recall that?

A. | do.

Q. All right. So lets go back to the patent. Column 10, line 15. 15 to 20. Now, this

is the point thas part of the specification you pointed to. Proxy device reegive
thepacket and decrypt the data in accordance with the parameters as in session 306.
Do you see that?

A. | do.

Q. And you took that to mean that it must decrypt the data in accordance with the
parameters, correct? Not that it may, that it must.

A. Well, so to be consistent, there’s quite a number of places in columns, basically
8 through 12, where they talk about the role of proxy device, 112, which is the part
here. And when they talk about proxy device 112, tteetalking about it in the
contex, going lack to figure 3B, where there is a SSL/TLS session set up that
involves sending encrypted packets. And whenever they talk about it in all those
different places in columns 8, 9, 10, 11, and 12, they always make it clear that proxy
device 12 [sicfeceivegackets that are encrypted packets and then decrypts them,
and then sends the unencrypted data to what they call the man in the middle
RuleGate which isRuleGatel24. AndRuleGatel24 then, as it talks about just a
little bit further down in thespecificdion, it talks about actually doing the filtering.

And it talks about filtering based on the URI, they talk about filtering based on the
request, on the method, on the command and so on. And then right after that it talks
about howRuleGate124 sends that information, which at that point is still
decrypted- because of course we coultlhe analyzing it unless it was decrypted

-- it then sends it to proxy device 114. And as you read in the spec, it makes it very
clear that proxy device 114 then-eacryptsthe data and sends it on to the
destination. So in all the cases where proxy system is disclosed like | said,

there are three or four of them in the specificatiahs always talked about in the
context of receiving encrypted data andntipeoxy deice 112 will decrypt it and

then pass it on in some way. So those are the ways that proxy systemraxy
system is used in the spec. So’thathere | come up with the reasoning that, A,
proxy system is involving decryption and encryptioecause $ays so very clearly
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in the specification, and then reading claims F, F1 and 'B2yety clear that the
analysis thas done to the filtering, for the most part dabe done unless the
packets are decrypted.

MR. ANDRE: Your Honor, | doit want to interrupt the witness, but | move to
strike most of that. I8 not even responsive to my question.sHgoing on these
long tirades and- | just asked a very simple question. Anywayl. just ask this
guestion:

BY MR. ANDRE:
Q. Okay. So I looked at this entire patent. | did a word search. The decdypt
shows up one time in this entire patent. One single time. Andght there.

A. That's true. And the word unencrypted —
Q. Doctor, you just said that —
A. -- appearsn multiple places.

Q. You said that decryption shows up every time they talked about the proxy server.
You just testified to that just two secaato.

A. No, what | said was that if you read the other parts of the patent spec thiey don’
use the word decrypt, they talk abouiencrypting the data. So it says it will send
over unencrypted data. So the word decrypt and unencrypted or sending
unencrypted datnecessarily implies that the data is unencrypted or decrypted.
Unencrypted and decrypted are essdlgtsynonyms. So itmakes it very clear
throughout the specification that, especially to the parts in columns 9, 10, 11 and
12, that thds what proxy device 112 is doing on the outgoing path. And also they
talk about it in terms of proxy device 114 on the incoming path.

Q. So youre saying that unencrypted datadata that has never been encrypted
ever-- and decrypted are synonyms?

A. No, thatgthats not what Im saying.
Q. You just said that.

A. Well, thats not what’'Im saying. What'm saying lere is very clear: Theatent

spec talks repeatedly, especially in reference to figure 3B, where infonmsit

being received from, | believe it's on session 306, | think it’s from host 108q if I

not mistaken, and that information is coming in over an encrypted sessioit. And
makes it very clear in the patent spec that this is an encrypted session. And then it
says proxy device 112 receives the encrypted data and then either decrypts it or
they sometimes say then send on unencrypted data.
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Q. Isthere ever a discloseiof the proxy system in the specification that daesn’
do any analysis at all; that just drops without first doing analysis?

A. No.

Q. And a null interface, does it do any analysis at all before it drops a packet?

A. No, it does not.

Tr. 1941:21944:5, 1976:1420. The specification specifically confirms that another option is to

drop the packets. Column 8 starting at line 5 provides:

5

10

15

20

25

30

and one or more of log or drop the packets.

Responsive to receiving the packets from proxy device
112,host106 may generate packets comprising data-con
figured to establish the connection between proxy device
112and hostl06(e.g., a TCP:ACK handshake message)
and, at stepfl4,may communicate the packets to proxy
devicell2.Rules212may be configured to causdegate
120to one or more of identify the packets, determine ( e.g.,
based on one or more network addresses included in their
networki{ayer headers) that the packets comprise data cor
responding to the netwothkreat indicators, for example, by
correlting the packets with one or more packets previously
determined by packéiitering system200to comprise data
corresponding to the network-threat indicators based on data
stored in log214 (e.qg., log data generated by paeket
filtering systen200in one or more of stepts, #7, #120r
#13),and one or more of log or drop the packets.

Responsive to receiving the packets from proxy device
114,host142may generate packets comprising data con
Figured to estaldh the connection between proxy device
114and hostl42(e.g., a TCP:SYMCK handshake mes-
sage) and, at stefl5,may communicate the packets to
proxy devicell4.Rules212may be configured to cause rule
gatel28to one or more of identify theackets, determine
(e.g., based on one or more network addresses included in
their networkayer headers) that the packets comprise data
corresponding to the netwotkreat indicators, for example,
by correlating the packets with one or mpaekets previ-
ously determined by packéltering sysem200to comprise
data corresponding to the network-threat indicators based on
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35 data stored in logal4 (e.g., log data generated by paeket
filtering systen200in one or more of step #s 7, or 12-14),
and one or more of log or drop the packets.

Responsive to receiving the packets from Ho&2, proxy
devicell4may generate packets comprising data configured
40 to establish the connection between proxy deMeand
host142( e.g., a TCP:ACK handshake message) and, at step
#16,may communicate thpackets to hodi42.Rules212
may be configured to cause rule gh#8to one or more of
identify the packets, determine ( e.g., based on one or more
45 network addresses included in their netwankel headers)
that the packets comprise data correspantb the network-
threat indicators, for example, by correlating the packets
with one or more packets previously determined by packet-
filtering system200to comprise data corresponding to the
50 néwork-threat indicators based on data stored in Rigs
(e.q., log data generated by paefiiering system200in
one or more of step # 7, or 12-15)and one or more of
log or drop the packets.

Referring to FIG3B, proxy devicell2mayreceive the
55 packets comprising data configured to establistttimmection
between proxy devicél2and hostt06 communicated
by host106in step#14,and connectioB02(e.g., a TCP
connection) between proxy devitg&2and hostLO6 may be
establishedSimilarly, hostl42may receive the packets
60 comprising data configured to establish the connection
between proxy devicél4and hostl42communicated by
proxy devicell4in step#16,and connectioB04(e.g., a
TCP connection) between proxy devicetand hostl42
may be established.

JTX-5 at 724 Columns 912 of thespecification all contain the same alternate phrase “or drop the
packets.” Infact, there is at least one mention of “or drop the packetsaah ofcolumns 8-23 of

the specification.These multiple references directly contradict Dr. Schmiltierefore,it is
abundantly evident that Cisco’s null interface serves as a proxy systensbiggaevents threats

in communications between devicemnd this type of dropping of packets is shown by the
specification to be an alternative to the further agialgfthe packetsTherdore, the Patent does

not require decryption as “or drop the paskés already identified as an alternative.
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Lastly, Cisco contends that Stealthwatch does not “filter” packets as redpyirée
asserted claims. The Court disagreesodtfined, Stealthwatch receives NetFlow, which contains
representations of the unencrypted portions of encrypted pa8edB.TX-578 at 061 (noting
ETA “[m]akes the most out of the unencrypted fields” in the packet). These reptaseicontain
relevantheaderinformation from the packeand flow informationutilized by Stealthwatcls
systemto determine if the packetwere being used in a malicious communication within the
network. In this manner, sending these representations containing all &edfii@w information
is no different than sending the packet directly to Stealthwatchuse the representation is
essentially a copy of the unencrypted portion of the packet. Using this unedcodgite
Stealthwatch discovers a user device infected with malware and “a malicioysteddtow can

be blocked or quarantined by Stealthwatdhl’X-584 at 403.

The Stealthwatch user interface known as the Stealthwatch Management Console

(“SMC”) “provides a view of affected users identified by risk type.” 192:2022 (Dr. Schmidt
confirming that Stealthwatch may provide alarms and alerts based on viteivsStealthwatch),
2205:252206:4 (Mr. Llewallyn a Cisco engineeconfirming Stealthwatch triggers alerts). The
SMC allows for the representation of packetsrently being processed within the network to be
filtered and ordered by informah within the unencrypted part of the packet such as protocol
version, server name or domain name. Tr. 9520;6PTX570 at 640. Dr. Cole highlighthat

this process mee the filter element because the Cisco system can identify and filter dfows

paclets that use certain versions of protocols that may be more vulnerable to malware

incorporation. Tr. 953:2854:2. For examplgn outdatedersion 1.0 of a specific protokcsuch

as TCPmay be more vulnerable to be infected with malware than an updated and moee secur

version 2.0SeeTr. 953:22955:24 seePTX-570 at 640The Cisco system is able to filter the
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flows of packets to visualize outdated versions and filter flows based onexliadadvulnerable
protocol versionsSeeTr. 953:22955:24. Seeing those packet flows, the system responds by
implementing rules based solely on blocking an older protocol that may leave thekragiemoto
attack. Tr. 953:2854:2, 2202:85 (Mr. Llewallyn highlighting that Stealthwatch and ISE can
send rules to routers and switches based on identified packet information sudtoas!)pr
Additionally, besides protocol version, Stealthwatch can perform this filté&xasgd on server
name,a component embedded within a Uniform Resource Identifier (“URI”). Tr. 95711 8ee
PTX-996 at 005 (noting that server name is part of the Initial Data Packet sera Efpw Record
to Stealthwatch). URI, like protocol version, can be used to dadggthat prevent the exfiltration
of packets to that identified destination server. Accordingly, Cisco’s techniaaingods as well
as its own engineerspnfirm that the Cisco system filters packets as required by the asserted
claims of the ‘856 Patent.

For all the aforementioned reasons, the CBIMDS the accused Cisco produtiterally
infringe Claims 24 and 25 of the ‘856 Patent.

iii. Findings of Fact Regarding Validity

28.  The priority date of the ‘856 Patent is December 23, 2015. JTX-5.

29.  As prior art, Cisco assis multiple different versions dhe oldStealthwatclsystem
(i.e., versions 6.3, 6.5.4, and 6.5.&80dIdentity Services Engine version Jr®luding NetFlow
functionality embedded in other switches and routers. DTX-311, DTX{3TX-343, DTX-364,
DTX-380, DTX-409 (All of which are pre-2017 documents

30. The old Stealthwatch system received information from NetFlow provided by

Cisco’s switches and routers. DTX-311 at 010; Tr. 3112:5-11.

57



Case 2:18-cv-00094-HCM-LRL Document 621 Filed 10/05/20 Page 58 of 178 PagelD# 23944

31. The old Stealthwatch system operated as an after the fact analysis tool to gather
information, after packets reached thamaf destination, and displayed that information to
network administrators. Tr. 3123:P4. Old Stealthwatch lacked the functionality to use
unencrypted portions of data to determine if encrypted portions of traffic hadsthigden within.

Tr. 3124:123125:6; see DTX-409. Old Stealthwatch did not possess the functionality to
differentiate between unencrypted and encrypted traffic. Tr. 311112:3122:133126:7, 3127224-
3133:10.

32. The technical documents ftireold Stealthwatclsystencontain no mention of the
ability of determining network threat indicators with respect to encryptekiefsor analyzing
data with respect to the unencrypted portion of encrypteck@® asit did not possess the
functionality to determine what portion of the packets are unencrypted or encrypted. T2- 3111
25.

33.  Cisco incorporated the functionality from Centripetal’'s technotogyifferentiate
the unencrypted portion of packétsm the encrypted portion of packets with its Encrypted Traffic
Analytics (“ETA") technology. ETA was added to Cisco’s network devices dfteas released
aroundNovember 2017. PT2009 at 012; PTX1135 at 048047; PTX464 at 066, 06970; PTx
970 at 969; Tr. 3219:13-3223:6; 3238:21-3239:2, 3239:18-24.

34. The prior art asserted by Cisoontained no mention of the identification of
encrypted information and/or packets. Tr. 3124:1-312&DTX-312, DTX-4009.

35. Before the addition of ETA, Cisco’s system required using expemasigdetime
consumingdecryption measures to detect threatsrniarypted traffic. Tr. 2100:24-2101:18; PTX-

1417 at 107.

58



Case 2:18-cv-00094-HCM-LRL Document 621 Filed 10/05/20 Page 59 of 178 PagelD# 23945

36. Cisco’'s ETA also amended Cisco’s preexisting NetFlow technology in 2017 to
enhance the capture of nanddifferent information from the unencrypted portion of encrypted
packets including the Initial Data Packet (“IDP”) and Sequence of Packet seagthTimes

(“SPLT"). Tr. 3127:6-13, 2103:5-&eePTX-996 at 005.

iv. Conclusions of Law Regarding Vatigi
Patents and their claims are presumed to be valid. 35 U.S.C. § 282(a). This presumption

may be rebutted by clear and convincing evidence that the patent at issadids$ciele Pharma

Inc. v. Lupin Ltd, 684 F.3d 1253, 1260 (Fed. Cir. 201R&ch. Liceming Corp. v. Videotek, In¢.
545 F.3d 1316, 1327 (Fed. Cir. 2008). This high burden of proof lends the necessary deference to

the Patent and Trademark Office’s decision to grant the p&ee&cielePharma Ing.684 F.3d

at 1260 (“This notion stenfsom our suggestion that the party challenging a patent in court bears
the added burden of overcoming the deference that is due to a qualified government agenc
presumed to have done its job.”). The clear and convincing standard “is an intéenstaindal

which lies somewhere between ‘beyond a reasonable doubt’ and a ‘preponderance of the

evidence.”Buildex Inc. v. Kason Indusinc., 849 F.2d 1461, 1463 (Fed. Cir. 1988uoting

Addington v. Texas, 441 U.S. 418, 425 (1979)). This standard is met véhewdbnce“produces

in the mind of the trier of fact an abiding conviction that the truth of [the] factuatcihons are
highly probable.”ld. Throughout the trial, Cisco’s experts opined that the patents were invalid
based on anticipation, obviousnemsd in some claimsack of adequate written description.

Starting first with anticipationni order to anticipate a claim, “a single prior art reference

must expressly or inherently disclose each claim limitatiemisar Corp. v. DirecTV @up, Inc,

523 F.3d 1323, 1334 (Fed. Cir. 2008). This disclosure must go beyond a mere mention of each
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claim limitation as anticipatiornfrequires the presence in a single prior art disclosure of all

elements of a claimed inventianranged as in the chai” Id. (enphasis in original).

Toinvalidate a patent on the basis of obviousness, a party “must demonstrate biyctlear a
convincing evidence that a skilled artisan would have been motivated to combinetivgeaf
the prior art references to achieve the clainmeention, and that thskilled artisan would have

had a reasonable expectation of success in doing_so.” CumberlandsPharmv. Mylan

Institutional LLC 846 F.3d 1213, 1221 (Fed. Cir. 2017) (quoting Kinetic Concepts, Inc. v. Smith

& Nephew, Inc, 688 F.3d 1342, 1360 (Fed. Cir. 20112)

Dr. Schmidt, in hignvalidity testimony, assumed the infringement analysis by Dr. Cole
and opined that all of the same functionality that Dr. Cole relies on for infringemasnin the
accused products prior to the priority date of the ‘856 Patent. Tr. 1988&834. Cisco’s technical
documents refute this characterization and confirmBEhatypted Traffic Analytics (“ETA”) was
truly a new advancement in the identification of threats within encryptéid trathout decryption
and not simply an improvement over the previous system. The Catalyst 9000 Switcktdwde
how the accused productsith the addition of ETAsolved difficulties of detecting threats in
encrypted traffic:

Before the introduction of the Catal@100 series, detectiragtacks that hide inside
encrypted sessions required unwieldy and expensive measures. In shorfitit mea
installing decryption hardware in the middle of encrypted flows . . .
PTX-1417 at 107Dr. Schmidt’s testimony on the Catai@900 switches confirmed this technical
statement that the prior art system employed by Cisco, before ETA, requiredfsom of
decryption to detect threats in encrypted traffic. He testified:
Q. Okay. Well, why dort we turn to Page Bates No. 107 of this document. | want
to turn your attention to the secondhis is talking about the Encrypted Traffic

Analytics on the Catalyst switches. | want to turn your attention to thendec
paragraph. It statéBefore the itroduction of the Catalyst 9000 seridetecting
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attacks that hide inside encrypted sessions required unwieldy and expensive

measures. In short, it meant installing decryption hardware in the middle of

encryption flows.”Do you see that?

A. | do.

Q. Andyou agree with that statement tisah the Catalysianual?

A. | think thats referring-- | think thats contrasting the scalled inline systems

which | believe theé856 patent to be focusing on with the altegzfact analysis

that theyre talking alout here. Because if you lodWn short, it means installing

decryption hardware in the middle of encrypted flows: | believe thats what

a firewall does and thats what the prior art Cisco Systems did, and thas also

of course what the'856 patent coves.
Tr. 2100:242101:18 (emphasis ad#le Dr. Schmidt stated that he accepted Dr. Cole’s
construction of the claims to find that the prior art system performs all of theginfy
functionality. Based on this testimony, Dr. Schnoginedthatthe ‘856 Pdent covers a system
that uses “decryption hardware” to detect threats in encrypted trafficCote agrees that the
functionality of Cisco’s prior art primarily employed decryption to deal witkdts in encrypted
traffic. SeePTX-1417 at 107. Howevegccepting Dr. Cole’s infringement construction of the
asserted claims, the Court orderto find invalidity, would be required to find th&isco’sprior
art disclosed the functionalitg identify threats in encrypted traffiathout the use of decryptio
It is evident to the Court thaZisco lacked this functionality before 2017, yeis infringing
functionality is exactly what was embedded in the accused products with theraddiETA in
2017.

The technical documents confirm that Cisco represented it had solved the problems of

expensive decryption by delivering “Encrypted Traffic Analytics (ETA) on abatt 90@
switches. ETA identifies malware communications in encrypted traffic @siysmonitoring: no

extra equipment isequired and unnatural traffic redirection need not beopeed.” PTx1417

at 107. Cisco completed malware identification in encrypted traffic byA“ilBiroducing new flow
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metadata to help it identify malicious activity hiding within an encrypted fl®WX-1417 at 107.

Cisco, through ETA, added both the “laitData Packer (IDP) and the Sequence of Packet Length
and Times (SPLT)” to its use of NetFlow. PTIX¥17 at 107. ETA was incorporated into all of the
accused products in order to implement the fanetiity of detecting threats in encrypted traffic

by usirg unencrypted portions of those packets. When asked about the functionality employed in
the old Stealthwatch technology, Dr. Schmidt asserted that the 2013 versiontoivateh was

able to detecand stop threats in encrypted traffic without decryption:

Q. All right. Let s talk a little bit about Stealthwatch. Yoe saying that Stealthwatch from
2013 is the same as the Stealthwatch from today essentially? Functionallyerg@ival

A. I don’t think that's quite what | said, but my point was with respect to what Dr. Cole is
alleging in his infringement analysis as far as what does the filteringhardktermining
the filtering and the routing, that the capabilities existed in the prior aibnen$ the
accused products to do the same capabilitiebe able to detect threats in encrypted
traffic without decrypting the traffic as we saw with the botnets, for example; the ability
to do other kinds of analysis. | believe his use of the woutifilg is inconsistent with the
specification, but if thas the way he wants to use it, there were ways to filter information
as we saw in the bot net examptewell in my testimony yesterday.
Tr. 2110:1721117 (emphasis added). This opinion is direcdfuted byDr. Schmidt’'s own prior
testimony, Tr. 2100:22101:18, as well athe technical documents that describe the functionality
of Stealthwatch. PT>883, a Stealthwatctechnicalguide from 2018, incorporated language that
the 2017 ETA solution enabled Stealthwatch as the “first and only solution in theyrtlastan
detect malware in encrypted traffic without any decryption using Etextypraffic Analytics.”
PTX-383 at 355. Dr. Schmidt continually attempts to characterize the ETA solutiohawxemy
previously existing technology to identify threats ancrypted traffic but cites to no Cisco

documents pr2017 showing that the older Stealthwatch system had the capability to do the same

functionality as the ETA solution. The only technical doents that confirm this functionality
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are from later thathe priority date of the ‘856 Patent. In this manner, the technical documents
affirm that the infringing functionality was added after the priordjedof the ‘856 Patent.

Cisco’s press release®in the 2017 timeframe reinforce Centripetal’s contentiased
on the technical documeni&ese releases show Cisco considered Encrypted Traffic Analytics as
solving a “network security challenge previously thought to be unsolvable.*432Xat 648.
Dawvid Goeckeler, Cisco’s senior vice president and general manftgetworking and security,
highlighted the main advancement ‘&sTA uses Cisco’s Talos cyber intelligence to detect known
attack signatures even in encrypted traffic, helping ensure sewhileyminting privacy.” PTX
452 at 648seePTX-1135.Thesestatements are shown in PTA35,a Cisco Press Release from

June 20, 2017, reproduced below:
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12/0/2019 Cisco unveils the network of the future | The Network
vl The Netwaork Home (fhome} (o]
cisco (iame)
gl fwaw.cisco.com)
. MNews Release [Pressréleases)

Cisco unveils network of the future that can learn, adapt and evolve

@ june 20, 2017

Plaintiff’s Trial Exhibit

PTX-1135

Case No. 18-cv-00094-HCM

Designed to be intuitive, Cisco's new network can recognize intent, mitigate threats through encryption, and
learn over lime, unlocking opportunities

SAN FRANGISCO — june 20, 2017 — Today Cisco unvelled intent-based newworking selutions that regresent one of the mast sig Ens in T
networking. The inroduction is the culmination of Ciscos vision to ereate an intuitive system thal snticipates actions, stops security threats In their tracks, and continues
to evahve and learn. 1t will help businesses ta unlock new opp ies and solve previously Ivabile chall in an era of increasing connectivity and distributed

technology.

This new netwark is the result of years of research and development by Cisco to reinvent neswerking for an age where network engineers managing hundreds of devices
today will be expected to manage 1 million by 2020

“The network has never been more critical to business success, but it's also never been under more pressure,” said Chuck Robbins, ehict executive efficer for Cisca, "By
buiiding a maore intultive notwork, we are cresting anintelligent platform with unmatched secarity for today and for the future that propels businesses farward ang
creates new oppartunities for people and organizations everywhiene”

Today companies are managing their newwarks through traditional 1T pi that are not e in this new age, Cisco’s approach creates an intuitive system that
constantly learns, adapts, automates and protects, to oplimize network operations and defend against today’s evolving threat landscape.

“Cisco's Encrypied Tratfic Analytics solves & nétwork security challenge p 1y thought to be unsolvable,” said David -, senlor vice president and general
managir of networking and security. "ETA uses Cisco's Tolos cyber intelligence to detect known attack signatures even in encrypted traffic, helping o ensure security
while maintaining privagy.”

with the vast majority of the world's internet traffic running on Ciseo networks, the company has used its unique position to capture and analyze this immensely valuable
data by providing IT with insights to spot anomalies and anticipate issues in real time, withau i ising privacy. By a ing the edge of the network and
embedding machine learning and analytics at & foundational level, Cisco ks making the unmanagesble manageabie and allowing I7 to focus on strategic business needs,

Already, 75 leating global emerprises and arganizations are conducting early field trials with these next-gs i rki Autions, including DB Systel GmbH, Jade
Univer sity of Applied Sciences, NASA, Ruyal Caribbean Cruises Ltd. Scentsy, UZ Leuven and Wipro.

Informed by context and powered by intent

With this new approach, Cisco is changing the fund, | bluepring for iy with rei hardware and the most advanced software, This shift from
hardwar fitric 1o sl ri king will enable customers to oxperience a quantum leap in agility, productivity and performance. The intuitive network (s
an intelligent, highly secure platform — p d by Intent and inf 4 by context:

= Intent intent-based networking allows 1T te mave from tedious ionel processes to intent. making it pessible w manage millions of devices in

minutes — a crucial development to help organizations navigate today’s ever expanding technalogy landscar,

» Context: interprieting data in context is what enobles the network Lo provide new ingights. It's not just the data that's important it's the context that surrouns it —
the who, what, when, where and bow. The intultive network interprets all of this, resulting in betier security, more customized experiences and faster operations,

= Intuition: The new network provides machine-tearning av scale. Cisco is using the vast data that flows through its networks Sround the werld, with machinge
learning buitin, and unleashing that data to prawvde actionable, predictive nsights:

The technok hat power the Intuitive
Cisen Digital Netwark Architecture (BNA) (hitp:fiwww. cisco.comies B P hitrnd) @ . with @ p afi
hardware and software 1o bring the new era of networking to life, Today Cisco is introducing a suite of Cisco DNA el gics and services desiy o work together as

2 single system and empower custemners to move at digital speec:

hittps:/

CiSCo, press-release Ttype L& 1854555 1/8

CENTRIPETAL-CSCO 472946
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Dr. Schmidt testified to his characterization of these press releases:

Q. But is it yourtestimony that Cognitive Threat Analytiegs on Stealthatch in
2013?

A. It was my testimony that Stealtatch was capable of doingehavioral
analytics, enabling it to be able to detect encrygitesht-- encrypted threats or
threats in encrypteddffic without requiringdecryption. That was my testimony
when Italked yesterday.

Q. So all these testimony we, all this, the press reledsesjocuments about
Encrypted TrafficAnalytics, thats just all marketing puff; it was really not true,
they cauld do it way before then, right?

A. | didn't say it was marketinguff, | said that the capabilities that were added
with ETA, Encrypted Traffic Analytics, were very valuable, and the valueecam
from the additional machine learning insights and classification capabilities that
were added at that time frame. It was, ictfpossible for them to do it before that,
but they were able to do it better now because’#teepdded these additional
capabilities.

Q. So when they said they solved the unsolvable problem, they had it solved years
before, right?

A. Well, we dont know what the unsolvable problem is from that quote. It could
very well have been solving it more precisely or solving it more efficiently or
solving it more thoroughly. So the insurmountable or unsolvable problem, | never
saw an actual definition of that tey so Im simply assuming that what they meant
was they could do a much better job now that they added these enhancements, but
that in no way, shape or form means they couldn’t do a good job before.
Tr. 2105:322106:4. This characterization by Dr. Schmidt of Cisco’s language of “solving the
unsolvable problem” as simply an improvement of a previous functionality is insupportade w
compared with the technical documeiiisr all these reasons, Cisco has failed to present clear and
convincing evidence that the ‘856 Patent is invalidafieticipation orobviousness. The prior art

does not disclose the functionality to identify encrypted packets and then etakaidations

based on unencrypted information within those packet headers and flows.
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The Court nowturns to Cisco’s written description argument. et the written
description requirement, thmatenteémust ‘convey with reasonable clarity to those skilled in the
art that, as of the filing das®ought, he or she was in possession of the invention,” and demonstrate

that by disclosure in the specification of the patedehix Pharms. LLC v. Gilead Scis. Inc941

F.3d 1149, 1163 (Fed. Cir. 2019) (quoting Carnegie Mellon Univ. v. HoffrhanRochelnc.,

541 F.3d1115, 1122 (Fed. Cir. 2008)seeHynix Semiconductor Inc. v. Rambus Inc., 645 F.3d

1336, 1351 (Fed. Cir. 2011Ariad Pharms., Inc. v. Eli Lil& Co., 598 F.3d 1336, 1351 (Fed.

Cir. 201Q. The hallmark of the written descriptidastis dsclosure.Ariad, 598 F.3d at 1351.
Thereforethe ‘testrequires an objective inquiry into theur corners of the specification from the
perspective of a person of ordinary skill in the dd.} seeldenix, 941 F.3d at 1163.

Dr. Schmidt contends that the ‘856 Patent specification does not disclose ahetiow
inventionand, therefore, thelaims fail for lack of written description. He opthinatif the claims
are infringed for filtering representation of packeten thePatent is invalid for lack of written
description because there is no disclosure of this type of scenario within thecagieaifiTr.
2067:625. The Court disagrees with Dr. Schmidt’'s conclusion. The specification sphgifi
contains language that a “Packiéiering system may be configured to correlate packets identified
by the packefiltering system with packetsreviously identified by packdiitering system based
on data stored in logs.” JTX-5 col. 5 In. 25-30. The specification continues to mention that:

For example, for one or more packets logged by packet-
Filtering systen200 (e.g., the packets comprisitige DNS
guery or the packets comprising the reply to the DNS query),
logs214may comprise one or more entries indicating one or
35 more of networlayer information (e.g., information
derived from one or more netwolayer header fields of the
packets, sch as a protocol type, a destination network
address, a source network address, a signature or authentication

information (e.g., information from an Internet protocol
40 security (IPsec) encapsulating security pagl¢ESP)),
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or the like), transporayer information (e.g., a destination
port, a source port, a checksum or similar data ( e.g., error
detection or correction values, such as those utilized by the
transmission control protocol (TCP) or the user datagram

45 protocol (UDP)), or the like), applicatidayer information
(e.g., information derived from one or more application-
Layer header fields of the packets, such as a domain name, a
uniform resource locator (URL), a uniform resource ident-
ifier (URI), anextension, a method, state information,

50 mediatype information, a signature, a key, a timestamp, an
application identifier, a session identifier, a flow identifier,
sequence information, authentication information, or the
like), other data in the paets(e.g., payload data), or one or
more environmental variables ( e.g., information associated

55 with but not solely derived from the packets themselves,
such as one or more arrival (or receipt) or departure (or
transmission) times of the packets.

JTX-5 col. 5 In. 3156; seeTr. 3144:321. This section of the specification clearly illustrates the
‘856 Patent invention discloses the logging of certain information from the packéis pgaket
filtering system. Dr. Jaegar confirmed that viewing #egion of the specification as a person
skilled in the art would disclose the information required to be used by the packiegfgstem.
Tr. 3144:321. This is the exact type of network information that is contained in NetFtmrdse
Therefore, loking at the four corners diie ‘856Patent’s specification, it is evident to a person
skilled in the art that the ‘856 Patent made the required disclosure of the logging iwiaidor
from packets to be used by the packet filtering system.

Accordingly,the CourtFINDS that Cisco has not proven by clear and convincing evidence
that the ‘856 Patent washticipatedpbvious or lacke@dequateavritten description.
B. THE ‘176 PATENT

I. Findings of Fact Regarding Infringement

1. The ‘176 Patent has beiformally known as the “Grrelation” Patent.
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2. The ‘176 Patent was issued on January 31, 2017-3JTXe ‘176 Patent was filed
on May 15, 2015 as a continuation of application N0.14/618,967, giving the ‘176 Patent a priority
date of February 10, 2015TX-3.
3. The asserted claims of the ‘176 Patent are Claim 11 and Claim 21. DoCldibi
11and Claim21 are, respectively, a system and computer readable media claim.
4. Claim11is laid out below:
A system comprising:

at least one processor; and amoey storing instructions that when
executed by the at least one processor cause the system to:

identify a plurality of packets received by a network device
from a host located in a first network;

generate a plurality of log entries correspondingthe
plurality of packets received by the network device;

identify a plurality of packets transmitted by the network
device to a host located in a second network;

generate a plurality of log entries corresponding to the
plurality of packets transmitted ltlge network device;

correlate, based on the plurality of log entries corresponding
to the plurality of packets received by the network device
and the plurality of log entries corresponding to the plurality
of packets transmitted by the network device,ghrality of
packets transmitted by the network device with the plurality
of packets received by the network device; and

responsive to correlating the plurality of packets transmitted
by the network device with the plurality of packets received
by thenetwork device:

generate, based on the correlating, one or more rules

configured to identify packets received from the host located
in the first network; and
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provision a device located in the first network with the one
or more rules configured to identify gdeets received from
the host located in the first network.

5. Claim 11 is identical to Claim 2 in every respect except that Cla2d is a
computer readable media claiffit. 885:1424. Claim 21 modifies the introductorypreamble
language of Clainll replacing“[a] system comprising: at least one processor; and a memory
storing instructions that when executed by the at least one processor causeetha®ywith
“[olne or more nortransitory computereadable media comprising instructions that when
exeated by a computing system cause the computing system to:-3JP¥r purposes of
infringementthe parties have treated the two claims as identical.

6. Dr. Moore, an inventor of the ‘176 Patent, describes the technology ¢ft6e
Patent as the develmnt of a system for identifying malwairdected computers through use of
correlation. Tr. 341:3-15.

7. A single communication between two computers on different networks is often
broken down into many different segments of packets. Tr. 3412(@. Thee segments are
compared to ascertain if they are a part of the same communications and thetethecap make
a determination that a computer within tregwork has been communicating with a computer of a
cybercriminal. Tr. 341:25. Therefore, the correlation technology in the ‘176 Patent serves as a
method to identify computers in a network that have been infected with malware. Tr.-381:18

8. Centrpetal accuses Cisco’s Cataly8000 series switches, the Aggregation
Services Router 1000 series tens and IntegratioServices Router 1000 and 4000 series routers
in combination with Cisco’s Stealthwatch of infringing Claims 11 and 21 of the ‘176 Patent

975:19-21.
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9. The accused Cisco’s switches and routers share the same operating system know
as 10S XE. Tr. 448:11-24; 449:19-450:4; PTX-242 at 816, 817.

10. The accused switches and routers contain processors and memory that stores
software instrutions. Tr. 477:12-478:14, 484:13-485:3; PTX-1303 at 056.

11. The accused Cisco switches and rautemtain processors that function to transmit
packets across different external and internal networks. Tr. 977:18-21.

12. Cisco hasutilized its own proprietary packet logging technology known as
NetFlow. Tr. 983:18-25; PTX-1060 at 008.

13.  As packets are transmitted, the accused switches and routers generate NetFlow logs
which are summaries of information from the transmitted packets. Tr. 92%;584:713; PTX
1060 at 008. NetFlow includes information such as the source and destination IP address, t
source and destination port, and the protocol being used. Tr. 98471-X3;060 at 008.

14. The accused switches and routers are capable of generating NetFlow records for
packets at both the ingress of the packet into the device and on egresb®device. Tr. 986:18
987:1; PTX1060 at 023 (showing that the Catalyst 9400 switch is capable of supporting 384,000
NetFlow entries- 192,000 on ingress and 192,000 on egress);-PiXat 762seeTr. 988:1222
(Dr. Cole explaining PT>72 showing'Whenyou configure a flow record, you are tellirfget
device to show all of the flow data traffic that enterswhich is ingress- “or leaves -- egress-
“the devicé€.).

15.  These NetFlow records are sent up to Stealthwatch, Wwhi20618 was embedded
with Cognitive Threat Analytic§CTA) that digestghe information from the ingress and egress
NetFlow records. PT>X009 at 009; Tr. 1009:34. The new Stealthwatch with CTA also has the

functionality to be sent data from proxy sources using another type of logging called. $TX
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1065 at 005; Tr. 1115:116:13 (noting the Stealthwatch “solution uses the Proxy ingestion feature
to consume Syslog information .”) Customers may use either NetFlow or Syslog data or both
within Stealthwatch. PT>1065 at 005.

16.  Stealthwatch correlates NetFlow and/ori8gdnformation sent by devices on the
network and correlates the information to provide a detailed overview ddféitt that is occurring
on the network. PTXL065 at 005. CTA, working within Stealthwajcban leverage the
correlations of NetFlow telenry to detect malicious threats to the security of the network. PTX-
1009 at 009PTX-591 at 522 (using identical language to PIDO9 in the Stealthwatch Release
Notes);seeTr. 997 at 7-12"(telemetry’ is jist another word for the NetFlow log information. So
the NetFlow telemetry, the NetFlow logs, these are all synonymous terms, saatioghisr way
of referring to logs”).

17. Inresponse to these correlations, Stealthwatehtesa baseline of normatdffic
behavior within the network. Based on these normal patterns and known threat indicators,
Stealthwatch employs a funnel of analytical techniques to detect advanced #feaf69 at
272; PTX-584 at 402.

18. Stealthwatchin response to suspiciowtivity or threatsallows the Identity
Services Engine or Stealthwatch Management Console to provision rules to prpattipehat
threat. Tr. 1002:1:3003:21; PTX1089 (showing the use of the Adaptive Network Control
(“ANC") to implement rules) The ANC operates by applying new policies and chagg
individual user’s authorization on the network according to rules and policies configutied by
Identity Services Engine in response to correlated threats on the netw&r&98Tat 179; Tr.
1005:10-19Boththeldentity Sevices Engine and the Stealthwatch Management Console operate

in this fashion. Tr. 1006:19-1007:BT X-989.
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ii. Conclusions of Law Regarding Infringement

Based on the Court’s factual findings, Centripetal has proven by a preponddrémee o
evidence thaCisco’s CatalysB000 series switches, the Aggregation Services Router 1000 series
routers and Integration Services Router 1000 and 4000 series routers in combinatiosagith Ci
Stealthwatchiterally INFRINGE Claims 11 and 21 of the ‘176 Pate@isco’sexpert on the ‘176
Patent, Dr. Kevin Almeroth:

wasasked to offer opinions, after performing an analysis, on noninfringement aseid relat

specifically to the 176 patent; similarly, to offer opinions about whether or not1ié

patent was valid; and then several additional opinions relating to the benefits of the patent,

geiglr?nical issues related to damages, and then also copying, to the exteexiststin this
Tr. 2212:1218. Dr. Almeroth advanced two namfringementtheories. Tr. 2239:12240:14.
First, that the accused system does not correlate a plurality of transmittetspaith a plurality
of received packets as required by the asserted claims of the ‘176. Hatetft47:182248:4.
Second, that the accusedteys does not generaded provision rules in response to those claimed
correlations. Tr. 2247:18-2248:4.

Turning to the first theory, Dr. Aimeroth opined that Dr. Coiefringement opinion relied
on the systemsause of logs provided by Cisco’s proprietary logging technology, NetFlow, as the
logs outlined by the claim language. Dr. Almeroth construed the claimguoeadentification
and generation of logs out of the same network device on ingress and egrestrd&hBr.
Almeroth avers that the Cissystem cannot infige because in his opinigthe accused switches
and routers do n@enerate NetFlow on both ingress into a device and egress out of one network
device. Tr. 2249:4-18. Cisco’s technical documents refute Dr. Almeroth’s conclusion.

Dr. Cole pointed direcyl to PTX-1060, aCiscotechnical documerdatedDecember of

2017 showing that the Catalyst switches have the ability to eX®iflowon ingress and egress.
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Tr. 986:18987:1; PTX1060 at 023 (showing that the Catalyst 9400 switcltagable of
supporting 384,000 NetFlow entriest92,000 on ingress and 192,000 on egress). Dr. Almeroth,
on crossexamination, even admitted that the accused switches and routers can be abidigure
export ingress and egress NetFlow.
Q. Ie’t it correct,Dr. Almeroth, that this Cisco document says right here that
MPLS Egress and NetFlow Accounting feature can be uydszling use to capture
ingress and egress flow statistics fouter B, one device. Is that correct?
A. Thats what it says. But my lashawer was qualified for Stealtlatch. This
document, at least what yoa pointing me to here, does not mention Steadthh.
And that was really my whole point: That you can certainly configure NetFlow
ingress and egress, but when you get to troublestgppdiitealtivatch, its
considered an error within Stealtaigh.
Tr. 2286:1019. In this exchange, Dr. Almeroth confirms that NetFlow can be configured on
ingress and egress but shifts the crux of hisinbimgement opinion to the fact that Stealthwatch
produces an error based on producing both types of NetFlow. To support that claim, Dr. Almeroth
reliedsolelyonthe presentation of source code from the 6.5.4 versiSteafthwéchthat operated
without enhanced NetFlow or the integration of Cognitiveeat AnalyticSCTA). Tr. 2287:1
19;seeDTX-1616 (showing source code from a previous 6.5.4 version of Stealthwatch that is not
accused by Centripetable cites to no technical document that confirms that the accused/current
versionof Stealthwatch pragtes an error when exporting both ingress and egress NetFlow. In
fact, thetechnicalrelease notes for CTA, which was incorporated into Stealthwatch in 2018,
support that CTAprodwced theability for the correlation of NetFlow telemetry. PIX09 at 009.
Dr. Cole, in his infringement opinion on the “identify and generate” elements i@h a
similar claim scope as Dr. Almeroth to show that the claims required that onerketsvice

generate logs on a pacKeisgress and egress out of the device. Moreover, Dr. Cole does not

explicitly limit his construction of the asserted claims to the limitation of only ingresegress
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out of one device. The CoufiNDS, based on the testony and technical documentbkat the
accused switches and routers do idgrathd generate logs on ingress and egress. However, a look
at the specification of the ‘176 Patent informs the Court that this is not the onlyuctiostthat
would infringe theasserted claims. These claim elements would also be met if there was
identification, generation and correlation of logs from two different network devicesitber
ingress or egress. Column 8 line 46 of the specification highlights that:

At stepl6, packet correlatot28 may utilize log(sjl42to
correlate the packets transmitted by network devid&(2)
with the packets received by network devicd@2.For
example, packet correlath28 may compare data in entry
50 306with data in entry812(e.g., networKayer information,
transport-layer information, applicatidayer infamation,
or environmental variable(s)) to correld&e with PI (e.g.,
by determining that a portion of the data in el30%
corresponds with data in en®¢2).Similarly, packet cor
55 relator128 may compare data in entB@8with data in entry
314to correlateP2' with P2, packet correlatot28 may
compare data in entB810with data in entryd16to correlate
P3" with P3, packet correlatot28 may compare data in entry
318with data in entry824to correlateP4' with P4, packet
60 correlatorl28 may mmpare data in enti320with data in
entry326to correlate®S' with PS,and packet correlatdr28
may compare data in entB2with data in entry828to
correlateP6' with P6.

JTX-3 col. 8 In. 4663. This section of the specification indicates that the network device that
generates the correlated lagay be plural as well as singular. Additionally, this section is showing
the correlatioomayoccurbetween data entries that were processed through two different network
devicesComparelJTX-3 col. 8 In. 4663 with JTX-3 Fig. 3. Dr. Almeroth, on cross examination
confirms thatthe use of‘a network devicg in the claim language may mean more than one
network device:

Q. And then you said this had to be a single network device, correct?
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A. Not quite. It sag a network device here, and then lafertite network device.
So it's the same network deviaeross the limitations.

Q. But you do understand that in a patent, when it says A, it can mean one or
more; is that correct?

A. That's my understanding.

Q. So this could be more than one network device, correct?

A. It could be.
Tr. 2278:1120. Therefoe, even if the Court were to accept Dr. AlImeroth’s conclusion that the
accused devices do not process ingress and egress out of the same device, it wontd still
infringement on the basis thiite Cisco system correlates logs between multiple dewictin
the network on either ingress or egress.

Moreover, Dr. Almeroth states that the accused system does not generate amahprovis
rules in response to correlationrfpemed as a result of Stealthwatch and CTA. Dr. Almeroth
admits that Stealthwatch wilBTA performs correlationgust not those required by the claim
language. In explaining the diagram of PTX-1065, Dr. Almeroth opined:

Q. Can you explain what'’s going on here, Dr. Almeroth?

A. Yes. Whalts being shown here, if you start in the bottom, it shows two different
sources of information that ultimately get correlated. Tlsgueoxy data and thée
NetFlow data. And when Dr. Cole testified, he represthat that NetFlow data
included ingress and egress records from the same device, which was actually not
the case, as the evidence and the correct operation of the devices show. And then
from there, his analysis principally turned on the fact that tthesements describe
correlation. They absolutely use the word correlation, baihit the correlation of

the type required by the claims. And the examplée shsttown in this particular

figure and whds described in the text below is that y@ucorreléing NetFlow

data, which is not the NetFlow data required by the claim for the reasertgven

with other data. In this case, proxy data. And so even though these documents use
the word correlate, what theg correlating is not the kind of correlatitmat s

required by the claims

Q. Okay. And if we look, Mr. Simons, at the text below?
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BY MR. JAMESON:

Q. And | dont want to go through all of this, but is the sgmoent made in the text
below with respect to the comments yoade, about the diagram?

A. Yes. Its absolutely the case that Steattlich correlates | think what we
referred to as threat intelligence with NetFlow records. But what it is not
comparing, what it is not correlating issitnot correlating the NetFlow records to
themselves @arequired by the elements of the claims, because it tries to block or
double counthose NetFlow records. And so all of this evidence that Dr. Cole relied
on that uses the word correlate, over and over again it describes correlation of threat
intelligencewith NetFlow data, which is not what the claim requires and also is not
what the'176 patent is about.

Tr. 2256:3-2257:10.
PTX-1065

Cisco Technical Presentation Involving Operation of Stealthwatch in Combation with
CTA in November 2017

Stealthwatch + Cognitive Threat Analytics
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Stealthwatch integrates with Cognitive Analytics ("CA” - aka Cognitive Threat Analytics). This involves the addition of a new
information panel on the SMC's WebUl, and enhances Steaithwatch further by leveraging CA's cloud based analytics engine,
that correlates threat behaviors seen in the enterprise with those seen globally. It uses machine learning and statistical
modeling to learn from what it sees and adapt to changing network behavior over time.,
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The Court agees with Dr. Almeroth’s assessment that Stealthwatch correlates NetFI@ysiod
information with global threat indicators. PT202 states that Stealthwatch “correlates local traffic
models with global threat behaviors to give you rich threat coateMnd network traffic . . . and
applies encrypted traffic analytics to enhance NetFlow analysis.>ZPxXat 242. Therefore, it is
clear that Stealthwatch uses the NetFlow information within the network tdaterthose records

to global threat indicator¢dowever, this is not the only use of correlation that Stealthwatch uses
in its operation. In order to make use of behavioral analytics, Stealthwatch cesrisetiFlow that
passes through network devices to create a baseline of normal types of heaffiould pass
through the network. This correlation occurs between both NetFlovothed logs provided to
Stealthwatch in the form of WebFlow telemetry through the use of Syslog. fAiee@ong with
matching threats to global threat indicators, Stealtbh can also detect threats based on abnormal

activity that occurs within the neork. For example, a large amount of data being transported

throughout the network at a time where an office is closed or not conducting business would send

up an alert thatomething malicious may be afoot.
Ciscds technical guide for configuring Netfloand StealthwatchRPTX-569, illustrates
how Stealthwatch “[c]reates a baseline of normal behavior” and “correlates thraaiobglseen

in the local environment with thoseexn globally.”
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PTX-569

Cisco Technical Guide for Configuring andTroubleshooting NetFlow for Cisco
Stealthwatchfrom 2018*

Do e I
Gisco public CISCO

Stealthwatch Enterprise also integrates with a cloud based multi-stage machine learning analytics engine, that correlates threat behaviors seen in
the local environment with these seen globally. It employs & funnel of analytical techniques to detect advanced threats.

Figure 3: Detect anomalies and threats

Alarm on anomalies

and be ral changes

Thishoicl

Approxmale ime required ‘ | I | l I I | I | |

OAYSE to compiate basaling ks

For more Information about the Stealthwatch components and architecture, please refer to the Stealthwatch Enterprise Data Sheet,

*The heading in the blue box abowvatss ‘Collect and analyze telemetry’.

PTX-569 at 272. This process would require Steadtich to correlate NetFlow within the network

between multiple devicen order to recognize normal traffic patterns within the network.
Accordingly, it is axiomatic that Stealthwatch could then provision rulespateats that

are detectedbased on internal network NetFlow correlation with or without global threat

indicators. PTX-595 at 179. Therefore, the C6HUNDS by a preponderance of the evidence that
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Stealthwatch performs the exact type of correlation and provisioning of rulesponse to
correlations required by the ‘176 Patent.
iii. Findings of Fact RegardgqValidity

19. The priority date of the ‘176 Patent is February 10, 2015. JTX-4.

20. Sometime in 2012 or 2013, Cisco released and marketed a system known as the
Cyber Threat Defensgolution. This system was a collection of Cisco switches and rotlters,
Identity Services Engine and Lancope’s StealthwaBdmparelr. 2430:13; DTX-311with Tr.
2485:5-10; DTX-664 at 004.

21. Cisco assertsts Cyber Threat Defense Solutiomsing an older version of
Stealthwatchas the prior art that renders tHg6Patent invalid. DTX311; DTX-312; DTX-343;
DTX-463 (All documerd from pre2017).

22. The asserted prior art system leverages Cisco networking technoioipding
NetFlow, Identiy Services Engine, and Stealthtela The Stealthwatch version asserted as prior
art is version 6.5.4. Tr. 2344:22. This version of Stealthwatch incorporated Stealthabtch
Intelligence Center (“SLIC”) threat intelligence informatjavhich contained hman collected
threat indicators. Tr. 3153:14-19; DTX-312 at 001.

23.  Old Stealthwatch was able to automatically respond to alarms generatechiy; wo
viruses and internal policy violations. D1263 at 014 (noting Stealthwatch responds to alarms).
There & no indication in the pr2017 documents that Stealthwatch issued rules in response to
correlations of NetFlow.

24. Cisco Stealthwatch incorporated Cognitive Threat Analytics in Stealthwatch in

2017. Tr. 2342:&/. In version 7.0.0 of Stealthwatch released in 2019, CTA was improvied wit
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the ability to leverage threat detection from the analysis of WebFlow, producggsiogs, and
NetFlow telemetry by correlating the data. RI&93 at 011.

25. In response to these correlations, new Stealthwatch creates a baselinaaf nor
traffic behavior within the network. Based on these normal patterns and known threstionsgli
Stealthwatch, using CTA, employs a funnel of analytical techniques to deteaceduareats.
PTX-569 at 272; PTX-584 at 402 (post-2017 documents).

26.  Stealthwatchin response to suspicious activity or threatows the Identity
Services Engine or Stealthwatch Management Console to provision rules to prpattipehat
threat. Tr. 1002:1:3003:21; PTX1089 (showing the use of the Adaptive Network Cdntro
(“ANC") to implement rules) The newANC, which replaced the old quarantine functionality,
operates by applying new policies and chaggndividual user’s authorization on the network
according to rules and policies configurediy Identity ServicesHgine in response to correlated
threats on the network. PT395 at 179; Tr. 1005:109. Both Identity Services Engine and the
Stealthwatch Management Console operate in this fashion. Tr. 1006:19-1007:5.

iv. Conclusions of Law Regarding Validity

Dr. Almeroth opined that the ‘176 Patent is invaliddaticipation obviousnessnd based
on written description. Taing first to obviousness, Dr. Almeroth averred, by using Dr. Cole’s
testimony that all of the infringing functionality ahe Cisco products is present in the prior art
particularly the Cisco Cyber Threat Defense System. Tr. 23WL:Specifically, Dr. Almeroth
contended that prior to the priority date of the ‘176 Patent, Stealthwatdchbleat® “raise alarms,
and then beble to genete and provision rules [based on] the routers and switches exporting
NetFlow in combination with Stealtbatch” Tr. 2305:25. The Court disagrees with Dr.

Almeroth’s characterization.
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Dr. JaegarCentripetal’s validity expetin his rebuttatestimony,highlights that the prior
art confirms that the old Stealthwatch system is designed as a visibility system gllowin
administrators to view traffic in the network:
Q. How do they characterize the old Stealitoshh Managemer@onsole?
A. Well, I would charaterize the old Steallatch systems, Stealtlatch
Management Console, or SMC as its shown here, as the core visibility component
of the old Stealtivatch system. This is the component that does the showing of
information about flows in your network. And as you can see in the bottom
paragraph, it talks about administrators, and so this SMC or Sta#ith
Management Console is designed for administrators to be able to look & what
going on in their networks.

Tr. 3152:1322. The technical documents, from 2014, confirm Dr. Jaegar’s opinion highlighting

that [tlhe Stealtivatch system by Lancope is a leading solution for network visibility and securi

intelligence . . . .” PTX343 at 001. Stealthwatch operates by providingdépth visibility and
security catext needed to thwart evolving threats . . . [and] quickly zooms in on any unusual
behavior, immediately sending an alarm to the SMC . .. .” PTX-343.

Additionally, the old Stealthwatch operated in resgmto these alarms. Dr. Jaegar opined:

Q. Could you give us your memory of Dr. Almertghtestimonyand why you
disagree with it?

A. My recollection is that he was saying that this shows that this adaptable
mitigation thats responsive to alarms, this would satisfy the responsive to
correlaton limitation.

Q. And why do you disagree with his interpretation of this?

A. Well, it specifically says in the first sentence tHadncope customers can direct
the Stealtivatch appliance to automatically respond to alarms generated by worms,
viruses ad internal policy violations. And so this indicates that the, anyany
addition or automation or well, activation, | guess is the woran looking for--

of these mitigation actions in the old Stealitch system is done mesponse to
alarms beingriggered and not in response to correlation of logs as is required by
the claims. And my understanding is that previmiier partegeviews found that
technology that only discloses being responsive to alarms rather than responsi
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correlation of log etries as required by the claim elements, that dosatisfy the
responsive to correlation claim element.

Tr. 3154:625; seeDTX-463 at 014. The po&017 documents illustrate that the generation of
rules responsive to correlations was an added furadity with the addition of CTA into
Stealthwatch. The release notes for Version 7.0.0 of Stealthwatch1®93( contain a section
titled “What's New” which shows the additions made to Stealthwatch in thiaeRRTX-1893

at 011. In this section, the ¢dnical document indicates that “CTA can now leverage detections
from the analysis of WebFlow telemetry to improve the efficacy of analygeiglow telemetry
from Stealthwatch. This is accomplished by the system through correlation ofelmtietry
types” PTX-1893 at 0114 technicaldocument from 2019 showing this type of correlation is an
enhancement to the Cognitive engine). Cisco identifies that this technologysesctka number

of both confirmed and detected threats in the netwoil. Cisco’s pesentation on the
incorporation of CTA into Stealthwatch shows that the technology “uses the Pigestion
feature to consume Syslog information sent from proxy sources . . . [and] then cdhelate
received syslog and relatésto the flows collectedrom network devices before and after the
proxy . ...” PTXx1065 at 00§November 201document) This same document highlights that
“[b]ringing CTA and Stealthwatch detection together gives us unique abildgmbine our loda

and global detection capilities.” Id. In response to the local correlations of WebFlow and
NetFlow, new Stealthwatch can provision Adaptative Network Control policies based on the
identification of behavioral anomalie§ee PTX-569 at 272; PT>695 at 179 4 technical
documentfrom 2019 showing how “ANC policies have replaced the previous quarantine and
unquarantine feature”). Accordingly, Cisco has failed to present akebca@vincing evidence
that the “correlate” and “responsive to” functionalitysam the Cisco prior artystem. Therefore,

the prior art does not render the asserted claims anticipated or obvious.
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Switching to Cisco’s argument regarding written description. Dr. Almeroth o fia¢ the
specification does not disclose to a persotieskin the art that thenventors were in possession
of the invention that is covered by the scope of the claims that is alleged in &elfifrip
infringement allegations. Tr. 2333& He avers that th&l76 Patent is invalid because the
specification ofthe ‘176Patent containeo description of Cognitive Threat Analytics, machine
learning, artificial intelligence, integrating threat feeds, or NetFlow2383:222334:12. The
Court FINDS that both the challenged “correlate” and “responsive to” clairmehés are
adequately disoked in the specification to meet the written description requirement.

Dr. Jaegar opirethata person skilled in the art would be able to look at col8ntimes

46 through 63 of th&l76 Patent specification and determine ttiet invention “utilizgs] logs to
correlate packets transmitted by one or more network devices with packeteddrgione or
more network devices.” Tr. 3155-1@; seeJTX-3 at col. 8 In. 4863. Additionally, for the
“responsive to” element, Dr. Jaegariqs to column 12, line 55 through column 13, line 13. This
section of the specification clearshowsthat the invention identifies hosts associated with
malicious entities and communicates messages identifying thadm¥s8 at col. 12 In. 55- col.
13 In. 13. Further, the specification notes that this process occurs in regptrescorrelation of
datg as described in colunBylines 46 through 63 of the specification. Tr. 31581%7:14. Based
on these sections of the specification, the Court finds that a person skilled in the drhawgaul
been in possession of the invention at issue.

Accordingly, the CourFINDS that Cisco has not proven by clear and convincingesnge

that the ‘176 Patent was anticipated, obvious or lacked sufficient written descripti
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C. THE ‘193 PATENT
I. Findings of Fact Regarding Infringement

1. The 193 Patenwasinformally known throughout the trial as thEorward or Drop
| Exfiltration Patent’ Tr. 2356: 2-6.

2. The '193 Patent was issued on JuneZBd,7. JTX4. The*193 Patent wailed on
February 18, 2015 as a continuation of application No.13/795,882, giving the ‘193 Patent a priority
date of March 12, 2013TX-4.

3. Theasserted claims of the ‘193 Patent are Claims 18 and 19. Doc. 411. Claims 18
and 19 arerespectively, a packet filtering system and computer readable media claim.

4. Claim 18is laid out below:

A system comprising:
at least one processor; and

a memory ®ring instructions that when executed by the at least one processor
cause the system to:

receive, from a@mputing device located in a first network, a plurality of
packets wherein the plurality of packets comprises a first portion of packets
and a seaad portion of packets;

responsive to a determination that the first portion of packets comprises data
corresponding to criteria specified by one or more paéketring rules
configured to prevent a particular type of data transfer from the firsbrietw

to a second network, wherein the data indicates that the first portion of
packets is destined for the sedaretwork:

apply, to each packet in the first portion of packets, a first operator, specified
by the one or more packgitering rules, configured to drop packets
associated with the particular type of data transfer; and drop each packet in
the first pation of packets; and

responsive to a determination that the second portion of packets comprises

data that does not correspond to the criterfeerein the data indicates that
the second portion of packets is destined for a third network:
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apply, to eaclpacket in the second portion of packets, and without applying
the one or more packéttering rules configured to prevent the particular
type ofdata transfer from the first network to the second network, a second
operator configured to forward packetst mssociated with the particular
type of data transfer toward the third network; and

forward each packet in the second portion of packets totterdhird
network.

JTX-4.

5. Claim 19 is identical to Claim 18 in evergspecexcept it is a computeeadable
media claim Claim 19 substitutes thetroductorylanguageof Claim 18,“A system comprising:
at least one processor; aagmemory storing instructions that when executed by the at least one
processor cause the system to , with “[o]ne or more nortransitory computereadable media
comprising instructions that when executed by one or more computing devices causeahe one
more computing devices to: . . JTX-4; seeTr. 472:21 For purposes of infringement, the parties
treatedClaims 18 and19the same.

6. Dr. SeanMoore, one of the inventors of the ‘193 Patent, testified that the
technologyclaimed in the patent centéraround preventinthe exfiltration of confidential data
by cyber criminals. Tr. 343:14-16.

7. Centripetal’s expertDr. Mitzenmacherdefined the asserted claims of the ‘193
Patent adeing related to the process of forwarding and dropping packets related to pigeventi
exfiltrations. Tr. 465:1821. Additionally, Dr. Mitzenmachewpinedthatthe ‘193 Patent applies
to the prevention of many different types of data exfiltration. Tr. 467:14-468:17.

8. As previously noted, exfiltration can occur in ttwstex of cyber criminals hacking
into the network and stealing data, but it also can occur within networks ingefFr@akexample,
within one large corporate network there are many different departoresubnetworkssuch as

finance and human resousc&eeTr. 490:1725. It is common within these multepartmental
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companies that certain depagntshave access to confidiéad materials while for others that
access is restricted.

9. Accordingly, the network must restrict the ability of packets with this sensitive
information to travel to unauthorized internal departments and external netwiniks also
allowing packetsvith no sensitive information to be freely transmittescbtheremployees within
the network. Tr. 467:14468:17.Therefore, the ‘19 Patent specifically identifies a process by
which rules can be enabled to filigackets of datdepending on the type o&th transfer that is
being transmitted throughout the netwdrk. 468:21-469:9.

10. Centripetal accuses Cisco’'s Cataly®00 series switches, the Aggregation
Services Router 1000 series routers and Integr&@mices Router 1000 and 4000 series rguter
of infringing Clains 18 and 19 of the ‘193 Patent. Tr. 433:20-434:1.

11. The accuse€isco’sswitchesand routershare the same operating systamwn
aslOS XE. Tr. 448:11-24; 449:19-450:4; PTX-242 at 816, 817.

12.  Cisco compiles the source code that operates the acoudeldes andouters in
the United States. Tr. 462:5-463:18, 464:4-14; PTX-1409 at 5-6.

13. The accusedswitches androuters contain processors and memory that stores
software instructions. Tr. 477:34478:14, 484:13185:3 PTX-1303 at056.0ne of the processers
within the accused Cisco devices are programmable Applied Specific IntercadO(fASIC”),
knownas Unified Access Data Planes (“OR”). Tr. 477:24478:5 PTX-1262 at 994This type
of processeis commonly referred to asUADP ASIC. Tr. 477:24478:5;PTX-1262 at 994PTX-
1390 at 029.

14. In their operationthe processors work withithe accused Cisco switches and

routersto receive and transmit packessross anetwork. PTX1276 at 216(2011 Cisco
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document) Tr. 488:2489:3.During the transmission of packets, the operating system (“IOS XE”)
working in conjunction withUADP ASICs apply a variety of differentrules to packetsto
determine if the packet should be permitted or dropp&X-1276 at 215-18.

15. Access Catrol Lists ("ACL") are often applied to packets on ingress into the
device and egress out of the device. PI2¥6at 21516. To simplify the process of applying
rules, Cisco’s I0S XHitilizes a specific method whelabelsare appliedo packets based dheir
source or destination. These labels are known as Secure Group Tag / Scalable Group Tag
(“SGT").® Tr. 494:12-245eePTX-1276 at 211.

16. SGTs are attached to categorize packets into diffexemieericalgroupingsbased
oninformation such as the peat s sourcdP, destinatiodP and/or both.PTX-1280 at 021SGT
can also be based on othaformation that is includkin the 5tuple, such as source port,
destinationport and protocol. Tr. 2400:225 (Dr. Crovella Cisco’s expert withessighlighting
that a quarantine rule has the ability to look at all information in thepte), 2404:4 ([tlhe
guarantine rule only looks at the 5-tupl®...

17. As packets enter the switch and router, gegform an initial checkto see ifthere
is a specificsoure SGT attachedio each packethat isenteringthrough the switch or router. Tr.
24212-8.

18.  After theinitial check, the switch and/or router appliesratial collection ofrules

known as aGroup Access Control List (“GACLY)A Security Group ACL (“&ACL”) is an

5 The technical document for the switch and router operating system slaivisetilswitches and routers support the
application of multiple different ACL rule sets including: Port ACL (‘B&); Vlan ACL (“VACL"); Router ACL
(“RACL"); Client Group ACL (“CGACL"); Security Group ACL or Role Based ACL (“SGACL or RBACL")TR-
1276 at 215.

8 Cisco’s noninfringement expert, Dr. Crovella, confirmed that Secure Group Tagaaide Group Tag are in fact
the same. Different names are being used at difféiraes because of a marketing change. Tr. 2420:17.
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example o GACLthat blocks or permits packets specifically based®msSTr. 2389:13. PTX-
1276 at 215-16seeTr. 2423:9-15.

19. On a packet’s ingress into the device, the switch and/or router applies an input
SGACL based upon the SGT associated with the source of where the packet wastéafismit
Tr. 2389:18; seePTX-1288 at 012 (showing input GACL applied based on ingress clea#);
alsoPTX-1276 at 216PTX-1390 at 86 (2019 documeént

20. On a packet'sgress out of a device, the switch and/or router applies an output
SGACL based upon the SGT associated with the sparwt dropsor transmitspackets based
upon the destination of the packets. Tr. 2389 25eePTX-1288 at 012 (showing output GACL
applied based on egress ctiegeealsoPTX-1276 at 216PTX-1390 at 86 (2019 documeént

21. Cisco’s expertDr. Crovellg confirms thaSGACLs are applied on a packegress
into the switch and/or router and applied on a paslegtess out of the router and/or switch. Tr.
2389:15-19, 2399:22; PTX-1288 at 012.

22.  This SGACL rule-based packetlocking by comparing SGTs is more commonly
referred toby Ciscoasthe quarantine ruleTr. 2383:12-19, 2423:95 (Dr. Crovella noting that
other ACLs besides the SGACL are not accused).

23. The quarantine ruleperates tdlock or allow packets that are being transmitted
throughout the network. Tr. 4944985:14, 496:1#497:13, 536: 24-25, 2419:3-185cePTX-1262
at 999.

24.  The switch and/or router determines whether the packet shoudrbetted or
blocked basednthe SGT assigned to that particular source. Tr. 53571PTX1280 at 21see

PTX-1262 at 999. This process is completed by the switch and/or router by apmbgragors,
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such as permit or denyo incoming and exiting packets based uploeir assigned SGT. Tr.
531:18-21 PTX-1280 at 021. 22.

25. If a packet’'s SGT is not correlated to a SGAfIe on eitheringress oregress
thena permit operator is applidd the packetand itis permittedto betransmitted through the
router or switclon to its destinationlr. 542:1724; PTX-1288 a012. But if an SGT matches one
of the SGACL ruledbecause of an unpermitted source or destinaiidenyoperator is applied
and subsequently the packet will be blocked. Tr. 545:8-546:12, 548: PIFX9]1288 at 012.

26. In their presentation of evidendgisco has failed to cite any technical document
produced posfune 20, 2017Cisco relies on ex post facemimationswhich were designed for
litigation, and do no&ccurately portray #current functionality of the accused products.

27. Cisco has not called any witness who authored any of the @estmical
documents relied upon by Centripetal in their infringement case.

ii. Conclusions of Law Regarding Infringement
Based on the Cotis factual findings, Centripetal has proven by a preponderance of the
evidence that the CiscoBatalyst9000 series switches, the Aggregation Services Router 1000
series routers and IntegratiServices Router 1000 and 4000 series routers litdidfRI NGE
Claims 18 and 16f the*193 PatentCisco’s expert on the ‘193 Patent, Dr. Mark Croavtbtified
| was asked to consider whether th®3 patent was infringed by the accused Cisco
technology, | was asked whether it shoulcdcbasidered valid in light of the prior
art,and | was alsasked about potential damages if we were to assume Wexeit
valid and infringed, whether there were significant benefits over the prior art

Tr. 2349:1824. Dr. Crovella advanced two theories in his aofiingement opinionFirst, tha

the function which is referred to as guarantine” blocks all traffic from a source computer and

does not block a “particular data transfes required by the language in the claim. Secbed,

89



Case 2:18-cv-00094-HCM-LRL Document 621 Filed 10/05/20 Page 90 of 178 PagelD# 23976

averred that Stealivatch, using Netllw, cannot identify exfiltrations until it is too late to drop
the packet.

As tothe first theory Dr. Crovella admit®n cross examinatidio the “two stage” process
This testimonycoupled withCisco’stechnical information fronPTX-1284 and PTX1326, prove
that the accused switches and routers Heen aided with Cisco’s Identity Services Engine to
measure theulnerabilitylevel ofindividual networkrisk and assign roles to certain devices based
on this analysisWalking through the operation di¢ accuseg@roducts illustratethat the Cisco
system operates in a tvabage process that meets the functionality required by the asserted claims.

The Cisco packdiltering system operates by using tldentity Services Engine to assign
certain endpointlevices‘roles” that determine what typ#f packets may be sent andreceived
by that specific endpoint computd&TX-1326. Therefore, the Identity Services Engine has the
ability to monitor leves of vulnerabilities based on the packéhat are beingransmitted by
switches and routeligs the network and to adjusthe permissionased on redime network
operationsAs ageneral exampldghe Cisco system operates by limitingamputer locateth a
first network from accessing sensitive data protected networkwhile simultaneoushallowing
unsensitive data to be accessed. In this manaekeps from th computer in the first network
may be allowed to access unprotected resources on the largestjiigiraould be restricted from
transmitting packets containing securmformation. This is shown byCisco’s technical

demonstrationPTX-563:
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PTX-563

Cisco Technical Presentation on Rapid Threat Containment from 2018

Role; Supplier
Cisco Response: Quarantine
StealthWatch

Event: TCP SYN Scan
O | source IP: 104515 /?S

Quarantine \ | High Risk

Segment

Internet

{. / Emplayee
Cisco !VZ‘. BRKCARS-1449 ©2018 Cisco and/or its afffiates. All fights reserved, Clsco Public: 60

The accused switches and routers aresfiexific network devices used tcsiitute this
packet filtering systemln their operationthe accused products receive different portions of
packets from a first computing netwolRTX-1276 at 216Upon entry inb anaccused devige
each packes assigned a Scalable/Security Group T&§(T"). The SGTthat isattached to each
packet is basedn the role and/or privileges that is assigned to that specific endpoint computer.
Therefore, SGTsat their most basic l&¥, are assigned to packets based on where the packet is
being transmittedrdbm and/orthe destination of the transmitted packet. In this manner-thel®
information in the header of the packstich as the source of the packet’s origin and/or the
destination to which it is being transmittad the operative data being used to determine the
packet's SGTThisassignment c8GTto packets as they enter the switch or roisténe first step

in the operation of the quarantipeocess.
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After SGT attahment the switches and routers execute the second stage. The accused
devices tilize specialized rules, known as SGACItlsat deal specifically with forwarding and
dropping packets baseaxh what type ofSGT is attached to the pack&@GACLs are appliedot
packets on botimgres in and egress out switchandbr router.SeePTX-1390 at 86.0n ingress,
the device looks at the SGT that is associated with the source of the packetpplitasiean of
SGACLs by the device determines whether packets amgeadito be transmitted by this specific
SGT. If packets are allowed to be tranged by tle specificSGT, he packetsre permitted into
the device where the packetould be subject to another set®GACLson egress. On egress,
different SGACLs are appliedased on the packet’s destination. Egress SGAttsrmine if
packets associated with this SGT can be &ethie specific destination.

Centripetal’s expeyDr. Mitzenmacherused PTX1326 to confirm that Cisco’s quarantine
rule operates ith this le-basedlockingfunctionality. Moreover, technical documentich as
Cisco’'sRapid Threat Containment Guidmnfirm that switches and routesise programmed to
“manually or automatically change your usesiccess privileges when thisrsuspicious activity,
a threat or vulnerabilities discovered.” Tr. 5274-PTX1326 at 011. Accordingly, treccused
Cisco system attaches SGT to packatsl then usethe SGACL quarantine functionalityvithin
the switches antbr routersto containmalware infected computeby blocking“access to critical
data while their users can keep workmgless critical applicationsPTX-1326 at 011. Thus,
the Cisco system operates lpckingpacketsaffiliated with a particular type of data transfer to
a protected resourcvhile allowing packetsunaffiliated with a protectedype of data transfeo
be transmitted to their final destinatidn this manner, the technical documents confirm thet

accused products utilize “packet filterimgles” that operate to prevent “a particular type of data
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transfer” from a first to second networkhis functionality is shown by text and diagram included
in Cisco’s technical document that outlines the opeanaiiche quarantine feature:
PTX-1326

Cisco Identity Services Engine Technical Ordering Guide from August 2019

With integrated netw ork access control technology, you can manually or autcmatically change your users’ sccess
privileges w hen there’s suspicious activity, a threat. or vulnerabilities discoverad, Devices that are suspected of being

infected can be denied access fo critical data while their users can keep working on kess critical applications,

1.6.2 How does Rapid Threat Containment work

Security Eco System
{Wulnerability scanmers | NGIPS-10D5 /
NEA / Endpoint Secunty, etc.)

Security Operations Threat Context
=  Behavioral Analysis = ANCG/EPS
= Vulnerabilily asses " s« CWSSs o

smenls (& .
Threat detection <100 { C Who i
| = What !
i i
1 ] |
? E & When !
LIE ee- ) 0
Mitigation Actlon =i I B How i
g] ? {Quarantine / Shutdown i 5 ;
MNotification) Cisco i i osture i
i % Threat |

Enclpoints i .
| & \ulnerability |
5o AT )

SeePTX-1326 (showing infected endpointan be denied access to certain types of data while
being allowed access to other types of data).

This functionalityconfirms theaccused devices operate in ttveo-stage” process outlined
by both the claims and the specification of the ‘193 Patentaddwesed products perform a two
stage process by first assigning SGT to packetsed upon the source and/or destination of the
packetsand then applies different “operators” or functions, such as permit/deny, to thkestspac

based on the associated pdcls&T. Cisco’s infringementexpert Dr. Crovellg on cross
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examination confirmethat the accusegroducts perform athefunctionalityrequired tanfringe
the claims

Q... So we have multiple steps. First, the SGT tadhecked to see if'& preseh
right?

A. That'’s right.

Q. Then, if the SGT tag is present and it s&ysarantine,'then a quarantine policy
is applied, correct?

A. That’s right.
Q. If the quarantine policy is applied, you check the destination, and if the
destination is a prot¢éed resourcen which it says, do not allow this packet to go

there, itwill prevent the data tresfer from going to that destination, correct?

A. That s, in fact, the quarantine policy. In other wotllsrés not two steps there.
A guarantine policy is, ifact, checking the destination.

Q. Okay. And if it says, block the packet, it will peevented from the data transfer
going there, right?

A. That’s right.

Q. Ifit’'s not in there, and if there is-&’s able t@o through to a permitted network

or permitted resource, théme packet would be allowed to go through by the switch

or therouter. Isnt that right?

A. That’s right.
Tr. 2423:192424:15 seePTX-563; PTX-1326.Dr. Crovellaeven concedethat the ‘193 Patent
requires a device to “block some communication between the two networks but allow other
communication to flow.” Tr. 24Q8-10. This is the exact functionalitgutlined by the asserted
claims.

This describedsystem without the use of Stealthwatatgn identify exfiltrations and drop

packets as a resultherefore, he CourtFINDS thatCisco’ssecond theory afon-infringements

irrelevantto the Court’s determinatidmecause the accused system operates to block packets based
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on the particular type of data transfer as required bgl#mms.Cisco’stechnical documents, such
as PTX1294 and PX-1326,demonstrate that Stealthwatch is not involved in the two stages of
the infringing functionality Accordingly,any evidence regarding Stealthwatch has no bearing on
infringement for the ‘83 PatentBased on its analysis, the CoeINDS that the packet filtering
system instituted by the accugsaaducts infringes Claim 18 and 19 of the ‘193 Patent.

iii. Findings of Fact Regarding Validity

28.  The priority date of the ‘193 Patent is Marth, 2013. JTX-4.

29. Sometime in 2012 or 201&iscoreleased and marketedsystem known as the
Cyber Threat Defense Solution. This system was a collection of Cisco sadictieouters, the
Identity Services Engine and Lancope’s StealthwaBdmparelr. 2430:1-3 DTX-311with Tr.
2485:5-10; DTX-664 at 004.

30. Cisco assertthe Cyber Threat Defense Soluti@s the prior art that renders the
193 Patent invalidDTX-311.

31. Switches and routers within Cisco’s Cyber Threat Defense Solution lustived
packets and createdcord of packet flows using Cisco’s proprietary logging system known as
NetFlow. DTX-311 at 004.

32. The Cyber Threat Defense Solution operates by analyzing NetFlow data and
inspecting that data for exfiltrations in the netkvdTX-588 at 002.

33.  The Cyber Threat Defense Solution contained a quarantine funatibimat time
thequarantine function operatbg completely isolating a source computer by blocking all packets
sent from the computer into the network. Tr. 3019;:DTX-711 at002. Within this quarantine
functionality, there is no mention of allowing access to certain resources whjliegl@ccess to

others. Tr. 3012:1-2.
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34. Theprior art does not contain any mention of Secure Group Tags or ldentity Service
Engne’s rolebased quarantine functionalitgeeDTX-588 PTX-1193.

35.  The prior art does not contain any mention of the application of operators to filter
packets based on theathment of Secure Group Tags. Tr. 3015:813016:1621, 3017:410;
seeDTX-588.

36.  The prior aridoesnot contain any information showing the application of SGACL
to filter packetsn the same manner shown BGisco’stechnical documents producafier March
12, 2013.ComparePTX-1276 at 211, 216 (showing the application of Secure Group Tags and
SGACLs by the IOSXE operating systemyith PTX-1193 at 007 (showing the same diagram
but failing to make mention of any rules attadland filteis based on th application of Secure
Group Tags).

iv. Conclusions of Law Regarding ity

For the ‘193 Patent, Cisco conterids invalid based on anticipation by the prior art under
35 U.S.C. § 102and based on obviousness in view of the prior art under 35 U.S.C Eid€13.
Cisco has presented no compelling evidence that the alprgedart systemthe CiscoCyber
Threat Defense Solutipoperates in a twstage filtering processs illustratedy the claims of
the ‘193 PatentSeeDTX-311. The most complete version of prior art, tRésco Cyber Threat
Defense Solution 1.0 Designé Implementation Guidenakes no mention dhe attachment of
Secure Group Tag® the application of operators to filter portions of packets based on that packet
information. ThroughouDr. Crovellds testimony, there is clear reliance on multiple paar
referencego prove the invalidity casé-orthosereasos, it is apparent that a singteior art fails
to conain all elements of the claimed inventjamd Cisco has failed to shamticipation by clear

and convincing evidence.
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Turning to obviousness, the prior art references advanced by Cisco do not shaw that
skilled artisan would have been able to combine the teachrgsse technical documerdad
produce thegatented inventionCisco arguesthat the ‘193 Patent must be invalid because the
previous system, that includes older versionsiwiilar switchesrouters, ISE and Stealthwaich
has had some method of quarantining and blocking functionality. However, the Court rejects
Cisco’s contention that these products have operated in the same manner and fungtishality
because the system haikexistingbaline functionality and consistent nomenclatlree prior
art makes no mention of the infringing packet filtering processCrovellarelies onPTX-588,
DTX-711, DTX-311, and PTX-1193 tocontend that a person skilled in the art would have
combined theseeferencesn order toteachthe functionality outlined in theclaims of the'193
PatentA review of the aserted prior agkhows nanention of the Identity Services Engine packet
filtering system that utilizes switches and routers to attach Secure Gagspapply operators and
then allow certain packets to be transmitted while other packets are subsedoek#yblt is
that system which contains thenctionality taught by the claisnof the ‘193 Patent. Cisco’s own
technical documentthat were usg to show infringingunctionality are alfrom post2013.See
PTX-1288 at 012; PTXL276 at 216; PTX.280 at 21PTX-1294; PTXx1326. Not one selection
of asserted prior art showlse infringing switch and router functionality was embedded in any of
the Cisco products before tHE93 Patent’s priority date. These conclusions allow the Court to
infer that tle infringing functionality was added as a result of newly designed versiotise

accusegroducts that occurred after March of 2013.

" The Patent and Trademark Office denied Inter Partes Review on the ‘193 Patgrgigitlar concerns regarding
the operator limitation. Tr. 3013:28014:9; DTX370.
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Accordingly, the CourtFINDS that Cisco has failed to present clear and convincing
evidence that the prior art would allow a person skilled in the art to cothigipeor art to produce
apacket filteringsysem with thefunctionalitytaught byClaims 18 and 19 of the ‘193 Patent.

D. THE ‘806 PATENT
I. Findings of Fact Regarding Infringement

1. The ‘806 Patent wamformally known throughout the trial as the “Rule Swap
Patent.”

2. The ‘806 Patent was igsdon December 1, 2015. JTX The application for the
‘806 Patent was filed on January 11, 2013.

3. The asserted claims of the ‘806 Patent are Claim 9 and Claim 17. Doc. 411. Claim
9 and Claim 17 are, respectively, a system and computer readable laiedia c

4. Claim 9 is laid out below:

A system comprising:

a plurality of processors; and

a memory comprising instructions that when executed by
at least one processor of the plurality of processors thesgstem
to: receive a first rule set andsaond rule setpreprocess the first
rule set and the second rule setofimize performance of the
system for processingackets in accordance with at least one of the
first rule set or the second rule set;
configure at least two processors of the ality of processorso
process packets in accordance with the finske set; after
preprocessing the first rule set and the second rule set and
configuring the at least two processors gmcess packets in
accordance with the first rule setceive a plurality of packets;
process, in accordance with the first rule set, a portion of the
plurality of packets;signal, each processor of the at least two

processors, tprocesspackets in accordance with the second rule
set;and
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configure, eachprocessor of theat least two processors to,
responsive to being signaled to process packets in accondéhce
the second rule satease processing of one or more paclastshe
the one or more packetsgeconfigure to process packets in
accordance withhiesecond rule gg

signal completion of reconfiguration to process packigts
accordance with the second rule set; and

responsive to receiving signaling that each other proce$soe at
least two processors has completed mégaration to process
packets in accordare with the second rule set, process, in
accordance with the seconde set, the one or more packets.
JTX-2.
5. Claim 9 is identical to Claim 17 in every respect except that Claismd computer
readable media claildTX-2. Claim 17 sibstitutesthe irtroductory language of Claim &placing
“[a] system comprising plurality of processors; amdmemory comprising instructions that when
executed byt least one processor of the plurality of processors cause the systeithtofo]ne
or more nortrarsitory computereadable media comprising instructions that when executed by a
computing system cause the computing systemJXodX-2. For purposes of infringement, the
parties treate@laims 9 and 17 the same.
6. Dr. Moore, one of the inventors of the ‘806 Patent, defined the technology in the
‘806 Patent as a process by which a network device could perform a live swapsofvithout
sacrificing any security concerns or dropping packets. Tr. 338:22-339-2.
7. Cyber threat intelligace is often changingo the rules that are embedded in
switches and routers need to be continually updated. Tr.-389:5herefore, the rules that are
being applied need to be continually swapped out from old rules to new rules. Tr-3239:The

most efficient way to ddhis is by swapping rules while live traffic is going through the device

and without any packets being dropped. Tr. 339:13-25.
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8. Centripetal accuses Cisco’'s Cataly@d00 series switches, the Aggregation
Services Router 1000 series routers and Integr&ervices Router 1000 and 4000 series routers
in combination with Cisco’s Digital Network Architecture of infringing Claims @ 4@ of the
‘806 PatentSeePTX-1263at 180 (highlighting Cisco networks are intdratsed networkwhich
provide “[p]erimete-based, reactive securithat has been supplanted by netwerkbedded,
contentbased security that reaches from the cloud to the enterprise €2ig&9)document).

9. Additionally, Centripetal accuses Cisco’s Adaptive Security Appliance $&0€s
with Firepower services and Cisco’s Firepower Appliance 1000, 2100, 4100, and 9330 series that
run Firepower Threat Defense (“Cisc&sewalls”) with Firepower Management Center infringe
Claims 9 and 17 of the ‘806 PategeePTX-1291at 668 (noting the rulswgping procedures of
the Cisco firewall productgseptember 2017 document).

10.  Cisco compiles source code fbwe accusedvdtches,routers, andirewalls in the
United StatesIr. 462:5463:18, 464:414; PTX 1409 at 56. The accused products havearglity
of processors and computer memory which stores software instructions. Te53333642:4-
647:11.

11. Cisco’s Digital Network Architectur€ DNA Center”)is the managementracture
that allowsthe systento take in or utilize threat intelligee, operationalize it, and turn it into rules
and policies that Cisco’s switches and routers use for security purposes. 3¥2451:

12. The DNA Center receives rule sets from vargugces and preprocesses the rule
sets to create optimized policies which are distributed to Cisaitshes andouters. Tr575:15-
577:8, 579:1880:24, 584:14685:4, 586:1587:18, 588:1589:18, 2571:12573:8; PTX992

at 2 PTX-1294 at 3 (2019 document).
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13.  Similar to the DNA Centef-irepower Management Center’'sréht Intelligence
Director receives rule sets from various sources and preprocesses the tolersste optimized
policies which are distributed to firevial Tr. 655:10656:20, 673:25675:5, 680:14681:10;see
Tr. 2537:3-7, 2539:11-17.

14.  When new riles are available and sent to Cisc@Mgtchesandroutersby theDNA
Center the switches androuters will perform a rule swap without dropping any packets. T
597:10601:8, 606:1508:14, 633:24634:14;see alsdr. 2571:122573:8; PTX1915; PTX1195
at001, 003-04.

15.  Similarly, when new rules are available and sent to Cistteesvalls from the
Firepower Management Center, Ciscbifewalls will perform arule swap without dropping any
packets. PTXL196 at 001, 007; Tr. 694:22-696:12, 698:8-22, 705:15-707:1.

16.  Mr. Peter Jonés a distinguishedCisco engineer responsible for building the
switching routing and enterprise network, explained in detail how the accused products process
packets and swap rules. Tr. 2543:9-11, 2561:25-2562:1.

17.  Mr. Jones explained that the architecture that enables packet processing
functionality within the switch and/or router is the Uniform Access Data PladaP”)

processor. Tr. 2562:108; DTX-562 at 043. The figure below shows the core architecture in:detail

8 Mr. Jones was one of the arcloitefor the design of the UADP processer used by Cisco’s accused switches and
routers. Tr. 2549:10. He also provided multiple technical presentatigasineg the operation of the UADP at many
Cisco eventsSeeDTX-562 at 006.
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DTX-562

Cisco Technical Presentation on WDP Core Architecture in 2019

UADP Core Architecture St o ol T i

BILLISN times per second!

Owverview

Ingress Fonvarding
Caontroller
{IFCY

ngrass FiIFD @ E
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18.  Mr. Joneshoted that as packets arrive into a router and/or switch, they enter through
the front panel ports and head itibe MediaAccess Control Security (“MACSec”). Tr. 2567:18-

25. The MACSec serves as an encryption block. Tr. 2567:23.

19.  The packet then moves into thegiess FIFO. The FIFQ@r First In First Outis a
small buffer that serves to order packets as they enter the device. Tr.2567:23-2568:3.

20.  After the FIFQ the payload of the packet is then sent to the Packet Buffer Complex
(“PBC”) for storage. Tr. 2568:4. Simultaneously, the header and address of te¢ ipasdnt to
the Ingress Forwarding Controller.

21. The Ingress Forwarding Controller processes thekgt by matching the header
information toa variety of Access Control Lists (“ACL") that are ®drin the look-up table3r.
2568:1016. Based on those ACLs, the Ingress Forwarding Controller then decides to either drop
the packet or transmiit forward. Tr. 2568:10-16.
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22.  Mr. Jones explicitly noted that the packet is to be forwarded, it is sén the
Egress Forwarding Conttel. Tr. 2568:2124. He highlighted that theéegress Forwarding
Controler operates identidly to the Ingress Forwarding @woller. Tr. 2568:2124. Therefore,
for a second time on exit, the payload of the packet isteeartegress Packet Buffer Complex
while the header is sent to the Egress Forwarding Controller. Tr. 2588 PT-X-1390 at 86.

23. It is in the Egress Fararding Controller that the packet duers areagain
compared to ACLshat are located in theok-up tablesTr. 2568:2124. On egress, the packet
can be dropped or further transmitted. Tr. 2568:21P24X-1390 at 86.

24. If the packet is transmitted, goes through an Egress FIF&Egress MACSec
and then out a port on the device. Tr. 2569:1-4.

25.  Mr. Jones notechat theUADP operates on its own fixed time pipeljmaeaning
there will be a packet processed every two or four internal clock pefioglgnternal clock periods
are not set to a normal time sgdat operate in milliseconds. Tr. 2554:22-24.

26.  The accused products contain a rielD 2.0Hitless ACL update. Tr. 3550:135.
Mr. Jones testified thatefiore the2.0 AtomicHitless featurevas added to the accused products,
performing rule swaps often resultedh ia discard of a number of packets. Tr. 255230
Therefore, he new2.0Hitless version updated the products so that A@ks can be placed into
the device and be activated withalisplacing packet processing. Tr. 255%; PTX-1303 at 073.

Comparehe olderACL Process:
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PTX-1195 at 003

Cisco FED 2.0 Hitless ACL Update Softwar&unctional Specificatior? from July 2017

2.1 Current ACL Change Flow

Currently whenever there is a change to the ACE in an ACL, the data wall drop packets
during the change to hardware programming.

This is the sequence of events today:
1. ACE added. removed, modified or re-sequenced

2. An ACL Class Group (CG) change event is sent to FED
3. FED CFM is updated with new Policy CG information
4. All features usmg this Policy CG are updated

a. Create new Policy to use temporarily

b. Generate a new VMR list

c. Merge and Optimize new VMR list

d. Write the Drop Policy label to every LE attached to the old Policy

e. Remove existing TCAM entries

f. Overwrite old Policy with new Policy in SDK

g. Delete new Policy

h. Write new TCAM entries

Validate which will write the Policy label back mto all LE attached to Policy
Return SUCCESS

On ERROR returned from writing entries into TCAM;
If TCAM is full then leave with Drop Policy label programmed (UNLOADED)
- Display UNLOADED or ERROR message (o console to indicate hardware was
not programmed with new Policy
- Drop all packets for this protocol type, in this direction on the mterface
- Return ERROR

PTX-1195 at 003.

®The 2.1 in front of CurregmPACL Change Flow within Exhibit PTX.195 does not refer to a version number, but this
is a numerical heading within the document.
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With the new 2.0 Hitless ACL Uptkx

PTX-1195 at 003

Cisco FED 2.0 Hitless ACL Update Software Functional Specificatiomom July 20172

2.2 Hitless (Atomic) ACL Change Flow

For this new feature Hitless (Atomic) ACL Change, no packets should drop while
programming the new TCAM entries. To allow this to happen a new policy will be
created and attached to the interface before deleting the existing policy.

This will always be enabled for all features that set the flag acknowledging support for
hitless acl change; and is only available to features that go through ACL common code.

This is the new sequence of events:
ACE added, removed, modified or re-sequenced
An ACL Class Group (CG) change event is sent to FED
FED CFM is updated with new Policy CG information
All features using this Policy CG are updated
Generate a new VMR list
Merge and Optimize new VMR list
Verify if feature supports hitless ACL change
- If supported, continue to Step &
- Ifnot, use old method starting at Section 2.1 step 4d
8. Add new VCUs into hardware
9. Add new TCAM entries
10. Delete old entries from TCAM
11. Return SUCCESS

gl

On ERROR returned from either of the new steps 7 or & will cause it to go back to use

the old method of programming described in Section 2.1 starting with step 4d. So then,
it will no longer be hitless.

10The 2.2 in front of Hitless (Atomic) ACL Change Flow within Exhibit RTX95 does not refer to a version
number, but this is aumerical heading within the document.
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In the same Cisco software technical specification, the requirements of tharsdfictate that
“there will be a short period where both sets of VMArtual Media Recorder) rule entries will
be installed before the old entries are delet&R&PTX-1195 at 003. Here is a copy of those
Software Requirements:

PTX-1195 at 003

Cisco FED 2.0 Hitless ACL Update Software Functional Specificatiomom July 2017

3 Software Requirements

The label will not be changed on the Policy. Just as the current Hitless QoS feature
does, the new entries will be added with the existing label and there will be a short
period where both sets of VIMR entries will be installed before the old entries are
deleted.

This will only be supported for these ACL features:
PACL, RACL, VACL, CGACL, and SGACL

27. ACLs are sent teswitches and/or routerfsom a variety of sources including
Cisco’sDigital Network Architecture. Tr. 2571:127.In order to use the rules, teaitches and
routersmust compile thenilr. 2571:1821. Accordingly,the DNA Centerbegins the process by
signalingthe switches and routets perform a swap from old to new ACLs. Tr. 2572:14-17.

28.  Whilethe ACLs are being conipd within the device, the device uses the old rule
set to process packel&. 2571:222572:1. The dege, after compilation is finished, then signals
the process to begin processingacketswith the new updated ACL rule set. Tr. 2572:2-6.

29.  This swap of ACL rules within the device occurs in the middle of the two to four
clock cycles when the device is operating in idladathere is no processing of packets.
2572:10-13 Accordingly, there is a short period where the VMR contains both sewfnd

old rules will be installed before the old rules are cleags®PTX-1195 at 003-04.
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30. Afterthe swap is complete, the device performs a memory writehanessa return
success functioto the end user. Tr. 2573:5-8.

31. After the returnis complete packetsare then processed with thewly updated
second rule set. Tr. 2572:14-17.

32. Ciscds expert hadailed to cite any technical document produced post June 20,
2017.Cisco’s expert witness relies @mimations produced ex post fagtwhich were designed
for litigation and do nbaccurately portray the current functionality of the accusediymts.
Exhibit DTX-562, which was altered from its original foras cited by Cisco’s employee Mr.
Jones, had emphasis added to it to exclude egress from the presentation of CiscoBrexpe

Reddy.Seesuprasec._IV. Overview of the Evidengdiscussinddr. Reddy’sanimatiors).

33. Cisco has not called any witness who authored any of the Cisco technical

documents relied upon by Centripetal in their infringement case.
ii. Conclusions of Law Regarding Infringement

Based on the Court’s factual findings, Centripetal has proven by a preponderance of the
evidence that the Cisco’s Catal@i00 series switches, the Aggregation Services Router 1000
series routers and Integrati®ervices Router 1000 and 4000 series rgutecombination with
Cisco’s Digital Netvork Architectureliterally INFRINGE Claims 9 and 17 of the ‘806 Patent.
Additionally, the CourFINDS Cisco’s Adaptive Security Appliance 5566ries with Firepower
services and Cisco’s Firepowappliance 1000, 2100, 4100, and 9330 series that run keIpo
Threat Defense (“Cisco’Birewalls”) with Firepower Management Centiéerally INFRINGE
Claims 9 and 17 of the ‘806 Patent.

For Cisco, Dr.Narasimha Reddtestified regarding the ‘806 Patent as to infringement,

validity and damages. Dr. Reddy opinbdt:
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The accused product combinations do not infringe8@6é [Platent. Secondly, if
the Court were to find that the accused product combinations infringe, the asserted
claims are invalid o existing prior art ofCisco before the patents were filed. And
for damages, assuming that the products are found to be infringing and that the
claims are valid, the contribution of the patent claims are minimal.
Tr. 2580:1523. Dr. Reddyadvancegshree theories of nemfringement for the ‘806 Patenitle
avers thatte accused products: (1) do not cease processing of packets responsive tp(@)signa
do not cache the packets responsive to a signdl(3) do not reprocess packets according to a
second rule set. To prove that the products do ndbrpe this functiamality as required by the
claims, Dr. Reddy relied on an animation produced for litigation that diremtiyadicts Cisco’s
own employee testimony and Cisco’s otechnical documents. Using this animation, Dr. Reddy
opined that the Cisco products nevechemor cease processing packets during a rule swap. Tr.
2610-2-8.

Turning to the first theory, Cisco employé®terJonesiestified that in the operation of
packet processingisco’s switches and routers will store packets in a part of hBRJASIC
processor known as the Packet Buffer Complex (“PBC”).ABE operatess a holding spot for
the data in th@ayload of the packet while the header information is foredia another parof
the processor for the application of rules. This operation inCieeo switches and routers is
designedo maximize the speed and efficiency of packet proce#isinggh softwareTr. 622:16
18. Dr. Mitzenmacher highlights that computer scientiste tise term buffer and cache
interchangeably as a word denoting the use of memory to hold packets for a sbdropgme.

Tr. 628:%25. Dr. Mitzenmacher referenced that a buffer is a “memory that holds something
[o]ften for future use.” In reference to the Court's question about defining a cache, D

Mitzenmacher ga a similar definitiorof cachen the following exchange:

Q. What's a caclie
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A. A cache is also often used, is used in the same way as a memory for holding
things. Theyre verysimilar. And with a cache you duartypically or necessarily
have an orderingssociated with it. | mean, it can have an ordering, but it doesn
have to. But a cache is typically used as a memory that holds informatioodhat y
expect to be using in thesar future.
Tr. 836:1723. Martin Hughes, a Cisco Engineer, confirm2d Mitzenmachés opinionthata
packet buffeis a cache. Mr. Hughesas asked:

Q. When the router products receive a packet, do router products store the packet
in the cache?

A. All products have packet buffers where packets are stored before processing.
DTX-1650;seeTr. 628:3-25, 866:8-22Based on this testimonit is apparent that thBacket
Buffer Complexwithin the accused switches and routers cleactg as anemorystorageto hold
packetinformation for further useand therefore performs the safuaction of a cachehowever,
Cisco uses a different nomenclatwalling it a packet buffefr. 836:1723. Accordingly, in the
course of packet processing, the accused devices store packets in a cache as relgeickdrhyg.t

As their second theory of nenfringement, Cisco advances that the accused products do
not cease processing of packets in respdo a rule swap. Mr. Jones, a Cisco Engirtestified
contrary to this assertion. He explained that the neatypiledrules areswapped for theld rules
in-between the two to four clock periods that occur within the switches and routers. This swap
occurs directly during an idle period where the accused switches and routatd precessing
any packetsTr. 2572:1020. Therefore, it is apparetttat the switches and routers do cease packet
processingat least momentarilyp implement the newly compiled rule set.

With regard to botlof these theoriesCiscoargueghat because thigrocesss the normal
processing fuctionality of the accusegroducts Ciscocannot in theory infringe the claims of the
‘806 Patent. The Court disagrees with Ciscoggianent It is truethatthe Cisco products do cache

and ceas@rocessingackets during their normalacket processingpeation. However, Cisco
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hasimplemented the rule swap functionality outlined in tB86 Patent to greatly improve the
security functionalityof its productswithout dropping packets'he devicesin response to an
initial signal operate to stop processipgckets during an idle ged, andduring the idle period
unprocessegbacketsare cached within the Packet Buffer Complékis process ighe exact
functionalityas described by trmease and cache elements of 8% Patent.

Lastly, Cisco argues that packets are not reprocessed by a second adeepiired by
the claims First, Cisco is incorrect wheit states the claims require eeprocess of packet$he
claims clearly state that all that is required is a process throsgrd rule set. JT>2. In other
words, packets must just be processed by the second rutensefprocessed a first time then
reprocessed as Cisco suggeStscond,Cisco’s norinfringement expert, Dr. Reddgloes not
opineupon or even discuske egressqrtion of a packés transmission through switch, router
or firewall. Mr. Jonesand Cisco’s technical documergsnfirm that the accused devicapply
rules onbothingress into the device and on egress out of the device. Therefore, opéraition,
the devicesre configured to apply one sdtruleson ingress while the very same packet would
besubject to a second set of rules on egvadsn the same devicdhis process would meet the
claim language of theB06 Patent to process padkeavith a first rule set and then accordance
with asecond rule set.

Accordingly, theaccused products practice every claim limitation in Claims 9 and 17 of
the ‘806 Patent. Thereforéhe CourtFINDS therule swap system instituted by the accuseddCisc

productditerally infringe Claims 9 and 17 of the ‘80Batent.
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iii. Findings of Fact Regarding Validity

34. The priority date of the ‘806 Patent is January 11, 2013.

35.  Cisco assertthefunctionality from a previous Cisco switch, the Catalyst 6500,
the Cisco Prime Network Control Systess priorart for the ‘806 Patent. Tr. 3023:23-25.

36. The prior art functionality asserted within the Catalyst 6600tainsthe older
version of theAtomic ACL Hitless Update.

37. The Atomic ACL Hitless Updatewithin the Catalyst 6500 switcloperates by
adding anew Access Contrdlist (“ACL") in theTernary Conterfddressable Memor/TCAM”)
alongsidethe old ACL, and merging théwo liststogether. DTX686 at 001. This procesdten
overwhelms the TCAM and causes packets to be unintentionally drdpeeldTX-686 at 037
038.

38. The Atomic ACL Hitless Update was updated to the FED 2.0 version in 2017. PTX
1195 at 001; Tr. 3036:12037:4. The FED 2.0 Hitle#stomic ACL Update Softwae Functional
Specification shows the differences between the older versiditless and the new 2.0 version.
PTX-1195 at 00203; Tr. 30402-3042:20. Thanewerversionis accused of infringement by Dr.
Mitzenmacher within the Catalyst 9000 switches and accused routers. Tr. 3035:15-25.

39. The older versionof Hitless operated bycompletely stopping the system,
eliminating ACLs,merging andeplacing those ACLghen reactivating the processing system.
Tr. 3034:233035:2.This system resulted in overlap between the old rules and the new rules within
theTCAM. This caused packetsbe dropped because old ACLs were being applied alongside the

new ACLSs causing cofiict and disruption. Tr. 3035:3-15, 3040:2-E2ePTX-1195 at 003.
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40. The 2.0Atomic ACL Hitless Updatemodified the process byliminating the
overlap and implementingpid swap andeplacement of the old ACLs with updated ACLs. Tr.
3041:7-185eePTX-1195 (technical document from July 2017).

41.  Cisco Prime Network Control System’s Release Notes show that Prime operated
by monitoring and troubleshooting support for aximum ofpackets through thB00O0 series
Cisco Catalyst switchesllowing viability into critical performance metrics for interés, ports
endpoints, users and basic switch inventory. EBR% at 002. The Release Notes for Prine
Dr. Reddy’s testimongontainsno mention of the preprocessing of rules or allowing switches to
receive rules sent by Prime. Tr. 304324) seeDTX-525at 002.There is no evidencinat the
predecesso6500 serieswitch, aided with Cisco Primepuld swap new rules for thddo as
opposed to merging old and new rules together.

iv. Conclusions of Law Regarding Validity

Cisco assertthat theasserted claims of the ‘806 Patent are anticipated and/obwias
based on thé&tomic ACL HitlessUpdate in the Cisco Catalyst 6580pervisor Engine 2and
the Cisco Prime NetworlkControl System. Tr. 2656:2657:22. Cisco’s invalidity expert, Dr.
Redd/, presented various documents opining that the functionality of Claims 9 andhE7*86
Patent was included within the prior art. This Court disagrees with the conclusibnsRéddy
andFINDS the ‘806 Patent valid.

First, the Atomic ACLHitlessUpdate embedded within the Catalyst 6500 amalder
anddifferent functioning process than thalhich wasembedded within thaccusedwitches and
routers Theaccusedlevicescontain a FED 2.0 version of the Atomic AClitlessUpdate.As
evidenced by Centrgbal’'s expert Dr. Orsq and PTx1195, this 2.0 versiorprovided a

meaningful update to the systemwalyich old ACLs wereswappedor new ACLs.SeePTX-1195,

112



Case 2:18-cv-00094-HCM-LRL Document 621 Filed 10/05/20 Page 113 of 178 PagelD# 23999

Tr. 3040:23042:20.The older version of theélitless Update, embedded in the 6500, involved

merger and applicatioof old and new ACLs that resulted in disruption of packet processidg

the unintentional dropping of packetis rule swapping technique outlined by the ‘806 Patent
solved the prol@mthat the old HitlestJpdate was havinggeeJTX-2 col. 1 (noting that the ‘806
Patent was addressing the problems faced by network devices “progqessiets in accordance
with an outlated rule set”). Therefore, it is axiomatic tha claimed inventbn would have not
been obvious ithe prior artbecause th&806 invention of rule swapping was the solutiontie t
exact problem outlined by the origirtditiess Update.

Second,the Cizo Prime technical documents do not contain any functionalitthef
asserted claims for the ‘806 Patefithe only document presented by Dr. Reddy identifies that
Prime provided monitoring and troubleshiagtsupport for Cisco’s switches. There is tlea
and convincingevidence from Dr. Reddytstimonyor this ore documenbffered by Ciscpthat
Prime served a similar function as Cisco’s Digital Network ArchitecAreordingly, there isiot
clear and convincing evidenéar the Court to find that BRne caused the Cisco devices to receive
first and second rule ®eas required by the claimBherefore both assertegrior artreferences
fail to teachthe invention as described KJaims 9 and 17 of the ‘806 PateAiccordingly, the
CourtFINDS that Csco has not proven by clear and convincing evidence that teé@ent was
anticipated or obvious.

E. THE 205 PATENT
I. Findings of Fact Regarding Infringement
1. The ‘205 Patent has been commonly known as the “dynamic security policy”

Patent. Tr. 432:17-20.
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2. The'205 Patent was issued on September 15, 20151JTKe application for the
‘205 Patent was filed on October 22, 2012. JTX-1.
3. The asserted claims of the ‘205 Patent are Gl&ghand 77 of the ‘205 Patent.
Claims 63 and Claim 77 are,ggectively, a system and computer readable media claim.
4. Claim 63 is laid out below:
A system, comprising:

a security policy management server; and one or more packet security
gateways associated with the

security policy management server, whereinhepacké security
gateway of the one or more packet secug&geways comprises
computer hardware and logic configuoecause the packet security
gateway to:

receive, from the security policy management servetyreamic
security policy comprising ateast one rulespecifying a set of
network addresses and a Sessionlnitiation Protocol (SIP)
Uniform Resource IdentifigiURI);

receive packets associated witlhhetwork protected by theacket
security gateway;

perform, on the packets, on a packet bgkea basis, aleast one
packet transformation function of multippacket transformation
functionsspecified by thelynamic security policy;

encapsulate at least one packet of the packets thawiidiis the set

of network addresses and matches the SH with a header
containing a network address thatdifferent from a destination
network address specifiedy the at least one packet and that
corresponds t@ network device configured to copy information
containedn the at least one packet and to forward the at taest
packet to the destination network address; and

route, based on the header, the at least one packet nettherk
addresghat is differemfrom the destination network address.

JTX-1.
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5. Claim 63 is identical to Claim 77 in evergspect except that Claim 77 is a
computer readable media claim. Claim 77 substitutes the introductory langu&j@mnf63
replacing “[a]system, comprisinga security policy management server; and one or more packet
security gateways associated witie security policy management server, wherein each packet
security gateway of the one or more packet security gateways comprigasteohardware and
logic confguredto cause the packet security gateway wath “[o]ne or more nostransitory
computerreadable media having instructions stored thereon, that when executed, cause each
packet security gateway of one or more packet security gatewaysatsdadgih asecurity policy
management server:toJTX-1. For purposes of infringemerthe parties havéeated the two
claims as identical.

6. Dr. Moore, the inventor of the ‘205 Patent, characterizes the technology205he
Patent as Centripetal’s network protection system that enforces threat intelligelicies on
network traffic.

7. Dr. Moore dentified that there is a thriving ecossst of companies that observe
behavior on the internet and collect information on who are the cyber criminals, wiaitesn
are being controlledand what types of attacks are being implemented. This informagion i
collected and turned into threat intgénce.

8. Dr. Moore specifically credits the technology in the ‘205 Patent as a system f
operationalizing threat intelligence into policies of rules that are uploaded iatorkelevices to
block dynamic threat Tr. 321:5-9, 320:16-25.

9. Cisco’'s exert on the ‘205 Patent, Dr. Kevin Jeffay, challengigs Moore’s
characterization by noting that the specific claims at issue have niondia the blocking of

malicious traffic. Instead, Dr. Jeffay characterizbe claims at issue as dealingth the
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encapsulation, copying and forwarding of voice traffic over the internet. Tr. 2729;12732:2-
19. More generally, Dr. Jeffay describes the claims at issue as enabling laceeot to
potentially wiretap interet calls. Tr. 2732:13-16.

10. Centripeta accuses Cisco’s Cataly®000 series switches, the Aggregation
Services Router 1000 series routers and Integr&sowices Router 1000 and 4000 series routers
in combination with Cisco’s Digital Network Architiure of infringing Claims 63 and 77 ohé

‘205 Patent. Additionally, Centripetal accuses Cisco’s Adaptive Securityialgel 5500series

with Firepower services and Cisco’s Firepower Appliance 1000, 2100, 4100, and 9330 series that

run Firepower ThreaDefense (“Cisco’sFirewalls”) with Firepover Management Centeaf
infringing Claims 63 and 77 of the ‘205 Patent. Tr. 7235:16-20.

11. The accused switches, routers and firewalls have the ability to act as packst secu
gateways. Tr. 732:24-734:22, 735:15-20, 737:24-738:5.

12.  Cisco’s Digital Network Architecture Center serves as the “foundational controller
. . . at the heart of Cisco’s intebased network . . . [and] provides a single dashboard for every
fundamental management task.” RIX94. Accordingly, both the DNA Center and Cisco’s
Firepower Management Center manage and update security policies that are empldyed by t

accused devices. Tr. 728:21-730:9; 736:3-13; PTX-1294 at 15.

13. The accused devices process a certain type of network traffic sent by Session

Initiation Protocol (“SP”). Tr. 739:1318, 2782:1217; PTX1408 at 19. SIP is one of the many
protocols that is used to transmit information over the internet. Tr. -BB8B8° is primarily used
for the sending of voice dataut can be used for video and instant messagin@398r5-9, 741:15-

24, 2729:13-19.
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14.  Each device, when making a call using SIP, has a unique identifier know as a SIP
Uniform Resource Identifier (“SIP URI”) that functions simijato a telephone number. Tr.
2729:1623. SIP URI is embedded within Stiaffic to identify the party to the call. Tr. 2729:16
23.

15.  Cisco’s expertPr. Kevin Jeffay opined that &IP URI consists of SIP and then a
unique identifier of the individual device that is being called. 2I#39:1-7.He provided an
example of a SIP URI as sip:jeffay@unc.edu. Tr. 2739:8-10.

16.  Dr. Jeffay’sopinionis confirmed by the Internet Engineering Task Force’s Request
for Comment (“RFC”) 3261 that outlines the proceddogeshe SIP protocol. RFC 32&bnfirms
that a SIP URI contains the word Slénd the document provides a specific example as
“sip:user:password@host:port;yparameters?headers.” D96 at 148. RFC 3261 contains
many examples of SIP URIs that all contain the word sip. D236 (lising examples of SIP
URIs such as “sip:alice@atita.com.”).

17. Centripetal’'s expert, Dr. Michael Mitzenmacher, presented that the Firepower
Management Center enables the network firewalls to monitor traffic seStRyor network
exploits. Tr. 748-13 PTX-1289 at 912. The technical documents oamthat if any SIP traffic
is found to be a threat to the network, rules may be created to prevent any dangerstimtke ne
Tr. 748:19-24; PTX-1289 at 912.

18. The accused producksmve the capability to handle SIP traffic and can blbek
traffic that is determined to be malicious. Tr. 750:11-17.

19. However, Dr. Mitzenmacher presented no technical documents that comérm

the accused firewalls hawpecificrules that contain both a network addrasd a SIP URI. Tr.
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2756:18-2757:2Furthermore no Ciscotechnical document confirms théte accused switches
and routers have any rules that contain both a network address and a SIP URI. Tr:27B:248

20.  Dr. Mitzenmacher and Cisco’s technicalaiments do confirm that the accused
switchesyouters and firewalls can forward and block packets. Tr. 7545617; PTX1276 at 216;
PTX-1493 at 009.

21. The accused devices can encapsulate and route packets. T¥75828, 760:5
764:16; PTX1262 at 994; PT>624 at 309; PTXL229 at 69 PTX-1293 at 062However, Dr.
Mitzenmacher presented no evidence that the accused desfeaa “copying” of information
contained in the packets. Tr. 27492450:4 (Dr. Jeffay confirming no testimony or evidenoe o
copying).

ii. Conclusions of Law Regarding Infringement

Cisco expert, Dr. Jeffayopined that the ‘205 Patent was not infringed for two distinct
reasons. First, he opined that Centripetal’s infringement theory relies dridbkifig” of packets
but the asserted claims of the ‘205 Patent requicapsulation and forwarding. Second, he averred
that Centripetal has not asserted any proof that the accused products have “ateleatd on
specifying a set of network addresses and a Session Initiatiorc®rBdP) UniformResource
Identifier (URI),” as required by the claims. The Court agrees with Dr. Jeffay on both of Ris non
infringement theoriesThe Court affirms Dr. Jeffay’s characterization that the ‘205 Patent teaches
a method of tapping internrbbesed phone communications and potentially video via the internet.
It may be characterized as a method of spying upon or “hacking” internet coratramscwhich
is the converse of the four previous patents that are found as valid and infringed, tloa fafnct

which is to provide network security.
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Onhis first theory, Dr. Jeffay outlined the main focus of the invention in the ‘205 Patent is
on Voice over IP traffic and the encapsulation and forwarding of data. He opined:

Q. And turning to slide 5, how marmjsputes-- on the infringement issue, how
many major disputes do you intend to focus on today?

A. Well, in my report | documented several disputes, but in the interest of time,
we're going to focus on two here, and these are the two that | think sradiest

to see. And the first one is reallyrsof a black/white issue; that Centripésaheory

of infringement focuses on the blocking of packets. And blocking has really been
the key to most of this case; that the accused products block packetse B06t
[P]atent is not about blocking packetss iabout precisely the oppositéslabout
doing things that wél come to see are called encapsulation and forwarding, but the
point here is that we want the packets to go through to their destinatiore We
going to see that the patent is reallpatenabling law enforcement to potentially
wiretap phone calls, so we want the package to go through. And ‘@0%haaims

are really about the opposite of what wesheard in this case; tHeg about letting
packets make it to their destination.

Tr. 2731:242732:19. Dr. Jeffay explained in detail Figure 6 of ‘@5 Patentwalking through

the major outline of the inventioas described by the claims
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FIG. 6 from the ‘205 Patent
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Q. Weve got figure 6 up now. Dr. Jeffay, could you, using figure 6, walk the Court
through the major components of the claimed invention.

A. Sure. So this is the world this a version of thevorld in which the claimed
invention would operateso lets focus first on network Ayhich is in theupper
left-hand cornerAnd in network A there is a deviddE 600. Now, UE in the patent
stands for User Equipment, bubat I d like the Court to think of it- think of it as
aphone. And you can kind of setsitirawn kind of like arPhone. So its a phone.
And whats going to happen here is that this usenétwork A is going to make a
phone call, a Voice over Iphone call, to a user in network B. Sddehighlight
network B, which is on the lower right. And we can seedlsat thee's a UE 602,
User Equipment, jusbasically anothephone, thds in network B.So a user in
network A makes a call to a usemetwork B, and what the patent is about is using
an SPM120-- SPM is going to stand for Security Policy Managensemver; his

is the entity that creates seity policies. TheSPM is going to send a policy that
contains a rule to a packet security gateway 112. So the packet secuvityygate
the thing that actually looks at the packets. Nowrthe -- the policy contains a
rule, and the rule tha goingto be sent to the packet security gateway is going to
containinformation to allow the packet security gateway to iderttiy packets
corresponding to this Voice over IP phone @atid when it identifies the right kind

of packetswhat it s going to do is little unusual. Is going to lethe packets go
through. Its not going to block the packelsjt it s not going to send the packets
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to their intendedlestination, which is network B! #going to send them teetwork
C, which is shown on the lowerfieAnd in network C you can see that tHera
monitoring device, and whatgoing to happen is the packate going to be routed
from the packet security gateway, ietwork C, to this monitoring devic&he
monitoringdevice is then going to copy sonméormation from the packets.’ &
going to keep that copiedthformation, because, in theory, tlatwhat law
enforcementvants to see, but then we need the call to go througit’,sse the
network device 608 is going tmencapsulate thgacket, gethe original packet,
and send it on its way back to network B.

Tr. 2735:52736:24.In this explanation of the claims, Dr. Jeffay notegblicitly that the claims

do not require the blocking of packets because “[i]f the call is blocked, then #etgpaould be

dropped at the packet security gateway 112, and there would be nothing to moni®#42:19-

21. Based on an independent reading of the claims, the Court agrees with Dthaéttas scope

of the asserted clainef the ‘205 Patent deal speacdlly with the functionality to encapsulate,

copy and then forward on packets to a different network.

To prove infringement, €ntripetals expert Dr. Mitzenmacher specifically identified the

‘205 Patent as:

Q. If we can gdo your demonstrative, can ybuefly explain what this is showing,
in terms of thé205 [P]atent,with the dynamic security policy?

A. As wéve seen for all of these systems, they will be given threat intelligence, or
gather or absorb threat intelliga and they can use that to update the rules. In
particular, just generally, they have dynamic security policies. Taepnstantly
getting new information, and over time, they will often update the rule sets in order
to deal with new threats accordingly
Tr. 726:21727:5.Dr. Mitzenmacher, in his infringement opinion, specifically focused on the use
of threat intelligence being used to block malicious traffic in the networkisltektimony, Dr.
Mitzenmacher confirms that the accused products canrpetfee encapsulation of packets.

756:8-758:21, 760:5/64:16 This is confirmed by the Cisco technical documeR®eX-1262 at

994; PTX524 at 309; PTX1L229 at 69 PTX-1293 at 062But the encapsulation of packet

121



Case 2:18-cv-00094-HCM-LRL Document 621 Filed 10/05/20 Page 122 of 178 PagelD# 24008

describedby Dr. Mitzenmacher and the dienical documentgs not allthat is required by the
asserted claimdhis element of the claim reads
encapsulate at least one packet of the packets thawidilia the set of network addresses
and matches the SIPRI with a header containing a network address thditferent from
a destination network address specitigtthe at least one packet and that corresponds to
anetwork deviceonfigured to copy information containedn the at least one packet and
to forward the at leasine packet to the di&ésation network address . . .
JTX-1 (emphasis addedpr. Mitzenmacher presented no testimony or technical documents that
confirmedthatthe accused products are “configured to” or have the ability to copy information
as outlined by the asserted claifs. 2749:242750:4 seePTX-1262 at 994; PT>624 at 309;
PTX-1229 at 69PTX-1293 at 062. Additionally, there is no evidence in the documents presented
by Dr. Mitzenmacher that the encapsulated packets are thoseaihatitliin the set of network
addreses and matches the SIP URI with a header containing a network addresSeePTX-
1262 at 994; PT>624 at 309; PTXL229 at 69PTX-1293 at 062. Fothese reason£entripetal

has failed to prove by a preponderantthe evidence thaheaccused mducts embodgach and

every limitation of thepatentecclaim. SeeV-Formation, Inc. v. Benetton Group SpA, 401 F.3d

1307, 1312 (Fed. Cir. 2005).

Turning to the second theory, Dr. Mitzenmacher presematbcument thagpecifies that
the accused produatsntairi at least one rule specifying a set of network addresses and a Session
Initiation Protocol (SIP) Uniform Resource Identifi@RI),” as required by the claims. For the
accused routers and switches, Dr. Mitzenmacher points to a presentatioh468[ Xhat shows
that SIP traffic passes through Cisco’s products. This doctsmarte mention of SIP traffic is
not compelling evidence that Cisco’s routers and switches have rules thah @iRtdJRI and
network addresseSeeTr. 2756:182757:2 PTX-1408.Similarly, for the accused firewalls, Dr.

Mitzenmacher turns tBTX-1289 b showthatthe Cisco firewalls have four SIP keywords that
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allow the user to monitor SIP traffic for exploits. P89 at 808. This document contains no
mention of having specific rules that contain SIP URIs in combination with re@duiresses.
Viewing all of thedocumentsand testimony presented by Dr. Mitzenmaglieere is sufficient
evidence to conclude that the accused products process SIP traffic. Howeversthere i
compelling evidence to show that the accused products have rules that possess both a SIP URI and
a network addresas required by the claimSeeTr. 2756:18-2757:2.

Additionally, the CourFINDS that there is10 infringemenbf the ‘205 Pateninder the
doctrine of equivalents. Dr. Mitzenmacher, in his equivalEstimony stated:

Q. So, go ahead. Can you, please, explain for the Court how the switches, routers,
and firewalls perform substantially the same function.

A. Certainly. So it provides substantially the same function, which is to block
potentially malicious network traffic thatbeen determined or related to a Session
Initiation Protocol URI. It does this in the same way; by specifying a rule that would
block this corresponding traffic. It may dm-- it does so by establishing a rule
containing relevant SIP information, such as a domain or an IP address, and it
achieves substaatly the same result, which is to block that potentialty create
rules which would either block or monitor, or whatever action you want to take, on
the corresponding Session Initiation Protocol traffic.
Tr. 774:23775:12. The Court has already detered that the asserted claims cover the
encapsulation, copying and forwarding of packets. Blockiagkets as identifed by Dr.
Mitzenmacherwould not perfornsubstantialljthe same function in substantially the same way
as encapsulation, copying and forwarding. Accordingly, there is no infringement under the
doctrine of equivalents.
For bothof these reasons, the CokNDS that Centripetal has not m&t burden to prove

by a preponderance of the evidence that the accused prodérotge Claims 63 ad 77 of the

‘205 Patent literally or under the doctrine of equivadent
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iii. Validity
During trial, Ciscowithdrew is claim that thé205 Patent was invalidlr. 2795:1624.
Therefore, this Court will not address the validity of the ‘205 Patent as it is notegdairule
upon the validity of a patent which has not been found infringed.

VI. FINDINGS OF FACT AND CONCLUSIONS OF LAW REGARDING
DAMAGES

A. PAST DAMAGES
i. Findings of Fact and Conclusions of Law Regarding Reasonable Royalty Base and Rate
“Upon finding for the claimant the court shall award the claimant damages ademuate t
compensate fathe infringement, but in no event less than a reasonable royaltyefaséhmade
of the invention by the infringer, together with interest and costs as fixed lopuine” Lucent

Techs., Inc. v. Gateway, Inc., 580 F.3d 1301, 1324 (Fed. Cir. 2009) (quoting 35 U.S.C.Ig 284).

awarding damages under the governgtgtute,35 U.S.C. §8284)a reasonable royaltys the

minimum permissible measure of damag&seere & Co. v. Irit Harvester Cq.710 F.2d 1551,

1558 n.9 (Fed. Cir. 1983]J.he Supreme Court has framezhsonableayalty damages achieved
throughlitigation as a court’'s duty to assess “the difference between [the pas¢meeuniary
condition after the infringement, and what his condition would have been if the infengéad

not occurred.” Yale Lock Mfg. Co. ¥Wargent117 U.S. 536, 552 (B%). The burden of proving

damages as a result of infringement faltsthe patentee. Lucent Techs., Inc., 580 F.3d at 1324.

The Federal Circuit has determined two acceptable “alternative categoriesrindeiment
compensatn.” Id. The first category idbased on a patentee’s lost profit. To recover lost
profits, “a patent owner must prove a causal relation between the infringame its loss of

profits.” Shockley vArcan,Inc., 248 F.3d 1349, 1362 (Fed. Cir. 200Ihe patentee irequired

to “show a reasonable probability that ‘but for’ the infringing activitg patentee would have
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made thanfringer’s sales.”ld. The fourfactor test for utilizing the lost profit model is laid out in

Panduit Corp. v. Stahlin Bros. Fibre Workss., 575 F.2d 1152, 1156 (6th Cir. 19728)The lost

profits method is not at issue in this case since Centripetal has not presenésitiange ofa
causal relationship between suspedtest profitsand Cisco’s sales of the infringing temlogy.
The seond category, which the Court adopts in this case, is based on the “the reasonHple roya

... [the patentee] would have received through arms-length bargaining.” Luchst, Tec., 580

F.3d at 1324.
In determining this reasonable rdtyapatenteefave primarily used two distinct methods
of calculation. “The first, the analytical method, focuses omntineger’s projections of profit for

the infringing product.'Seeid. (citing TWM Mfg. Co. v. Dura Corp 789 F.2d 895, 899 (Fe@ir.

1986) (describinghe analytical method as “subtract[ing] tinéringer’'s usual or acceptable net
profit from its anticipated net profit realized from sales of infringing deVjrddere, there was
insufficientevidence subntied to the Court based ohetinfringer’s profit projections and thus

this method is inappropriate for calculating dama{jdse second, more common approach, called
the hypothetical negotiation or the ‘willing licenswilling licensee’ approach, attengpto
ascertain the royaltypon which the parties would have agreed had they successfully negotiated
an agreement just before infringement begdd.”The date used for the occurrence of the

hypothetical negotiation is the date that infringement beg&mg Labs, Inc. v. Toshiba Cqr.,

993 F.2d 858, 870 (Fed. Cir. 1998he evidence at trial supports a first infringement datioé
20, 2017. The CouRINDS the reasonable royaltgethod to be appropriate based on the evidence

presented by both Centripétand Cisco.

1%To obtain as damages the profits on sales he would have made absefnintenent, i.e., the sales made by the
infringer, a patent owner must prove: (1) demand for the patented pr@uehsence of acceptalsieninfringing
substitutes, (3) his manufacturing and marketing capability to éxpeodemand, and (4) the amount of thdiphe
would have made Panduit Corp. v. Stahlin Bros. Fibre Works, |75 F.2d 1152, 1156 (6th Cir. 1978)
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To determie a reasonable royalty, the Courtdsts economicanalysis on the factors laid

out in GeorgiaPacific Corp. v. U.S. Plywood Corp., 318 F. Supp. 1116, 1$2D.N.Y. 1970).

Determining a reasonable royalty involves the Court’s analysis into edoh efdvantGeorgia
Pacificfactors:
(1) Any royalties received by the licensor for the licensing of the patesit, proving
or tending to prove an established royalty.
(2) The rates paid by licensée license other patents comparable to the infringéshpa
(3) The nature and scope of the license, as exclusive eexausive, or as restricted or
non+estricted in terms of its territory or with respect to whom the matuft product
may be sold.
(4) The licensor's established policy and marketinggpam to maintain its right to
exclude others from using the patented invention by not licensing others to use the
invention, or by granting licenses under special conditdesigned to preserve that
exclusivity.
(5) The commercial relationship between the licensor and the licensee, suuétlzer or
not they are competitors in the same territory in the same line of business.
(6) The effect of selling the patented product in promoting other sales of the dictese
existing value of the invention the licensor as a generator of sales of its-patented
items; and the extent of such collateral sales.
(7) The duration of the infringed patents and the term of the license.
(8) The established profitability of the product made under the infringedtpatts

commercial success; and its popularity.
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(9) The utility and advantages of the patented invention over the old modes or dévices, i
any, that had been used fahieving similar results.

(10) The nature of the patented invention; the characteeafommercial embodiment of

it as owned and produced by or for the licensor; and the benefits to those who have used
the invention.

(11) The extent to whicthe infrihngerhasmade use of the invention; and any evidence
that shows the value of that use.

(12) The portion of the profit or of the selling price that may be customary in theufzartic
business or in comparable businesses to allow for the use of the invention ooasalog
inventions.

(13) The portion of the profit that arises from the patented invention itself as opposed to
profit arising from unpatented features, such as the manufacturing process,siskses

or significant features or improvements added by the accused infringer.

(14) The opinion testimony of qualified experts.

(15) Theamount that a licensor (such@sntripetal and a licensee (such @ssco would

have agreed upon (at the time the infringement began) if both sides had been rgasonabl
and voluntarily trying to reach an agreement; that is, the amount which a prudeseéc

-- who desired, as a business proposition, to obtain a license to manufacture and sell a
particular article embodying the patented inventiomould have been willing to pay as a
royalty and yet be able to make a reasonable profit and which amount would have bee
acceptable by a patentee who was willing to grant a license.

See GeorgiaPacific Corp. v. U.S. Plywood Corp., 318 F. Supp. 1116, 1120 (S.D.N.Y.

1970),_ modied sub_nomGeorgiaPacific Corp. v. U.S. Plywoe@hampion Papers, Inc., 446
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F.2d 295 (2d Cir. 1971Y.he Court will examine each of the relev&@#orgiaPacificfactors that

guide its determination of a proper reasonable royalty'fate.

Beginning withGeorgiaPacific factorsoneandtwo, the only comparable license of the

patentsin-suit is the Confidential Binding Term Sheet agreed to previous case tried by this

Court —Centripetal Networks, Inc., v. Keysight Technologies, Inc.lgiad Case No. 2:1-¢v-383

(E.D Va.). The Court is limited to this license granted by Centripetahasonly comparable
license as neither partypresentecany comparable licenses feimilar patented inventios or
similar infringing productsTr. 1498:210. Although Cisco licensed Stelftatch for a period of
years from Lancope before Cisco acquireddbmpany in 2013neither Centripetal no€isco
presented evidence of this or any other licensehich Ciscowas involved and the Keysight
agreemenis the only licensing agreement in which Centripetal has been invalhedKeysight
agreement was engatinto by Centripetal and Keysight/Ixia during trial to settle the patent claims
at issue in that litigationChe patents asserted in the Keysight caseamparable to those in this
litigation. Both the ‘205Patentand the ‘85@Patent were asserted inet Keysight case. The ‘176
Patentthe‘193 Patentand the806 Patenfare in the same patent family and covesiedilar fields
of technology as thpatentsthat wereasserted in Keysight. Therefore, the Keysight agreement
coverssufficiently similar techology to serve as a comparable technology licensias case.
TheKeysightagreemengraned Keysight/Ixiaa three year “worldwideyon4ransferale,
irrevocable, nofterminable nonrexclusive license” to Centripetal’s worldwide patent portfolio in
exchange for a $25 millioollar lumpsum payment and a 10% royalty of directly competing

products and a 5% royalty on nroompeting productsSeePTX-1125; Tr. 1487:51491:2.The

12 Certain factos may be relevant regarding other factors and, therefore, the Couwfteilladdress two factors at a
time. Additionally, theCourt may incorporate relevant information from one factor istaralysis of another factor.
For example, the Court often gséactor fourteen (i.e., the opinion testimony of qualified expéotsupport its
analysis of other factors.
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Court agrees with Centripetal’s damagepert, Lance Gunderson, that the 10% running royalty
instituted in the Keysight agreemastsufficienly comparable to provide a starting point for
determining a reasonable royalty basad hypothetical negotiatioBeeTr. 1486:124. This 10%
royalty in Keysight wagnstituted for productthat directly compete wit€entripetal’s RuleGate
gatewayproduct.Cisco’s damages expert, Dr. Beckeontends that the Keysight license is not
directly comparable because Keysight was a direct competitor in the thediagente gateway
market and Cisco is noAlthough Centripetal does not market and sell switches and routers, Cisco
hasembeddedhe patentedoftwarefunctionality from the Cenipetal patentsinto the infringing
switches and routetbat provides thessnefunctionality as the RuleGaproductCentripetal does
market and sell firewallsAccordingly, the CourEINDS that Centripetal and Cisco are direct
competitors with respect tile infringing software, as well as firewallBhis incorporation of
infringing functionality persuadesthe Court that theinfringing Cisco productsare more
comparableio the 10% royalty on competing products tithe 5% royalty fornoncompeting
productsn Keysight Accordingly, the 10% royalty on directly competing products in the Keysight
case provides a comparable baseline license from which the Court can determin@ableaso
royalty in this case.

The Court recognizethat te Keysight license waobtained in the coercive environment

of litigation and not the result of open negotiatiSeeLaserDynanmis, Inc. v. Quanta Computer,

Inc., 694 F.3d 51, 77 (Fed. Cir. 2012) (highlighting that “[tlhe notion that license fees that are
tainted by the coercive environment of patent litigation are unsuitable to preasomable royalty

is a logical extension dgeorgia-Pacific. . .”). Generally, these types of settlement agreements

“should not be considered evidence of an establisiyadty.” Id. (citing Hanson v. Alpine Valley

Ski Area, Inc, 718 F.2d 1075, 10789 (Fed Cir.1983).However, the Federal Circuits recently
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permitted reliance on such agreemenisder certain limited circumstancegd. In the case of

ResQNet.com, Inc. v. Lansa, Inthe Federal Circuit “permitted consideration of the settlement

license on remand” because tisettlement liceresto the patents-suit in a running royalty form
was ‘the most reliable license in [the] recdtfd]d. (discussing and quoting language from

ResQNex, seeResQNet.com, Inc. v. Lansa, In694 F.3d 860, 872 (Fed. Cir. 2010).

Similarly, here, the Courthas only one comparable license in the form of desa¢int
agreement from the Keysight case. The Gonrits use of this license to determine a reasonable
royalty, heeds the guidance of the Federal Circuit to “consider the license in its poopext
within the hypothetical negotiation framework to emsthat the reasonable royalty rate reflects
“the economic demand for the claimed technolodg.” Therefore, the Court will analyze the

Keysightrate in the context of the oth&eorgiaPacificfactorsto account for the similarities and

differences in the Keysight license and the facts present in this c&smAstraZeneca AB v.

Apotex Corp, 782 F.3d 1324, 1335 (Fed. Cir. 2015) (finding naewhen the district court
accounted for similarities andifferences between past negotiations and the hypothetical

negotiations)seealsoElbit Sys. Land & C4l Ltd. v. Hughes Network Sys., LLC, 927 F.3d 1292,

1300 (Fed. Cir. 2019) (collecting cases that show it is appropriate to rely onqareds, even in
a settlement context, when they are sufficiently compared to the facts andstanaes of the
case at issue).

Turning to GeorgiaPacific factor three the scope and nature of teysightlicense

weighsin favor of reducing the baseline royalty petegye, because the licemmesentedo Cisco
would belimited to the infringing patents instead @ full patent portfolio that wagrantedin
Keysight.Consequently,hie Court agrees with Dr. Becker that this factor promotes in favor of a

royalty rate redction. Tr. 2869:2-12.
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GeorgiaPacificfactor fourhassomeinfluence on the royalty figure. The Court can infer

that Centripetal was at least willing to license dtept portfolio to Keysight, for the terms outlined
in the agreement, in order &ettle ongoing litigation. This comparable license shows that
Centripetal may have been willing to licertibe asserted patents to Cisttas a consideration that
would swg the Court to adjust the royalspmewhat in @ownward direction.The license is a
major consideration in Centripetatequest for injunctive relief

GeorgiaPacificfactorfive has minimal impact on the royalty figure. This factor asks the

Court to hquire into the commercial relationship of the parties at the hypothetical negofiditon
Court notes thaCentripetal has presented evidence tbisico’s incorporation of the patented
functionality into its products would result in substantial lostifg@fom thecompeting RuleGate
product.Generally, this fact would weigh in favor ofcieasing the royalty as Centripetal the
hypothetical negotiatignvould consider the substantial loss that may be attributed to licensing the
patented technologl?. From Cisco’s perspective, it would gain substantially from licensing the
asserted patesitas it could incorporate advanced security functionality into its products, thus

improvingthe profitability of its networking productSeeCarnegiéMellon Univ. v. Marvell Tech.

Group, Ltd, 807 F.3d 1283, 1304 (Fed. Cir. 201Bpting “a basic premisef the hypothetical
negotiation is the opportunity for making substantial profits if the two sidef\alfing to join

forces by arriving at a license of the teclogy”).

Bt is a step further, and we think a necessary one, to say that, whpatémtee ousiness scheme involves a
reasonable expectation of making future profits by the continuings#he tpurchaser of the patented machine, of
supplies to be furnishedylihe patentee, which future business he will lose by licensing a competittake the
machine, this expectant loss is an element to bedsnasl in retroactively determining a reasonable royaRariduit
Corp. v. Stahlin Bros. Fibre Works, In&.75 F.2d 1152, 1163 (6th Cir. 194g§uotingEgry Register Co. v. Standard
Register Cq.23 F.2d 438, 443 (C.C.A. 6th Cir. 1928))
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However,the Court must consider that Cisco has incorporated the infringingolegiyn
into hardwareproducts, such as switches and routers, that Centripetal does not produce or sell.
Additionally, even if Centripetal sold versions of the infringing products, it wouldifieult to
meet thecustomer demand of these products @&, as the largest provider of network
infrastructure and services in the world, would be able to accom@lkslr. 144917-1451:2.
Therefore, Centripetal’s bargaigirposition in the hypothetical negotiation would be limited by
the incentive of Centripal to license the patentsftwaretechnology to Cisco in order to take
advantage of Cisco’s substantial market staeeTr. 1449:171451:2.The CourtFINDS that al
these consideratiomgnerallyneutralize each other and warrant no variance to the royalty number.

GeorgiaPacificfactorsix does call fosomeupward influence. Cisco has incorporated the

patentedsoftwarefunctionality into a variety of its routers, switches and firewalls imésvork
security system. Therefore, the effect of theesahd the profits therefrom are promoted by
Centripetal’s softwarel' he upward influence is somewhat offset by the apportionment analysis of
Centripetal’s exps. There was no evidence presented that the infringing products contributed to
increased sales any of Cisco’sother non-infringing products.

GeorgiaPacific factor seveninquiresasto the duration of the patent and terms of the

license.The Court’snquiry into the length of the license is more appropriately construed in terms
of an ongoing rgalty, and will be addressed that portion of the Court’s findings.

GeorgiaPacificfactoreightdeak with the profitabilityof products made under the patte

and the commercial success of those produdtse of Centripetal’s damages experts, Mr.
Gundeson presented detailed evidence of Cisco’s profitability of the infringiraucts. The
Federal Circuit has expressly noted that “anticipated incrementiétspunder the hypothesized

conditions are conceptually central to constraining the royalty negatiati. [and] . .[e]vidence
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of theinfringer's actual profits generally is admissible as probative of his anticipatedsgrofi

Aqua Shield v. Inter Ril Cover Team774 F.3d 766, 772 (Fed. Cir. 20]14g¢eSinclair Refining

Co. v. Jenkins Petroleu Process Cp289 U.S. 689, 6981933) (noting “[e]xperience is then

available to correct uncertain prophecy”). In the context of the hypotheticalategutithe core
economic question is what the infringer, in a hypotheticalirfraxgement negotiabn under
hypothetical conditions, would hagaticipatedhe profit-making potential of use of the patented
techrology to be, compared to using Rmfringing alternatives.’Aqua Shield, 774 F.3d at 770
71(emphasis in original) (noting that “[i]f a potential user of the patented temjyalould expect
to earn X profits in the future without using the patented technology, and X + Y profitsrgy
the patented technology, it would seem, as a prima facie matter, economicatpaireo pay
more than Y a a royalty—paying more would produce a loss compared to forgoing use of the
patented technology”).

As probativeevidence of anticipated profits, Mr. Gunderson provided percentages of

Cisco’sactualgross profit in the infringed products from June 20, 2017 to December 31, 2019:

Product Gross Profit %
Catalyst Switches 67.8%
Aggregation Services Router 79.2%
Integration Services Router 82.0%
Adaptive Security Appliance 56.6%
Firepower Appliance 71.1%
Firepower Management Center 76.5%
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Stealthwatch 81.4%
Identity Service Engine 01.5%
Digital Network Architecture -1.9%

An examination othis dataestablishegshat Cisco waseaping considerablprofit marginson
products that incorporate the infringing functionali8eeTr. 1495:161496:19. Moreove a
Cisco article, publishedn November 7, 2019, expresses the very tpgifitability of the new
Catalyst 900Geriesswitchesas compared to older models:

PTX-515

Cisco Article Published on Website from November 7, 2019

Cisco Blogs | Metwoddng / Clsco Catalyst 9000 - The best keeps getiing better.

MNovember 7, 2018 5 Comments

T 0]

Cisco Catalyst 9000 - The best keeps getting
petter,
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TS Gl Caliiyut G000 - Tow bt s fatreg bk, - Clhes Efegs
While we recognize that we cannl predict the futune, wie understand thil we can plan far tha
urtkriown by buliding fexityiity into bath our hardware and softwara. This was the design philosophy
=  behind the Cisea Catahat 8000 family and [kaly wihy it has been so successiul. With the modules
Cilaco 108 XE and the programable UADE ASIC as s foundation, combined with the automation and
assurance of Cisco ONA Center and SD-Access, Catalyst 3000 switches open the door for IT to shift
focus from reactive analysis to predictive analytics, from using hands-on CLI-based, box-Dy-box
interaction to network-wide automation and assurance.

N\ cieco Mare Than Doubles ts Catalyst 9000 Customer Base
\ Cisco winmer in campus switching market

Venerable Cisco Catalyst 6000 swltches custed by néw Catalyst 9600

Cisco CEO trumpets Catalyst 9K advances,
Robbins has sad the Catalyst 9000 15 the

Cisco's Catalyst 9K Switch company's fastest-selling product ever,

Propels the Company's Finances

- Ciseo drove §1 campus switching market growth: repon
Cisco's Catslyst AD00 swhches holped fuel campus sediching macket growth
frv o Tiist quartar of s yoarn, acconiding e & vepont by Del O Group.

Therne have baen many highlights and headiines about the Catalys1 B000 product family and its
mateoric rise sinoe i was lsenched in June 2017

« fastest ramping product in Cisco's history

. fastest o excead 518 quarterly run rate

. over @ million units shipped to tens of thousands of customers in every
geagraphy, vertical, and market segment.

. recognized by CRM as Product of the Year for 2017 and 2018 (when does
2019 awards come out?)

This is not by sceident. And the positive headlines ama not lilksly 1 stop. Kay inngavations ke
™ mubtigigabit technotogy, S0W UPOE+, Encryoted Traffic Analytics, and onboard app hosting help aur

e cheon el e gy s -0 Lides | S0 h a-Groet-Fe aq -l f-2ai G
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PTX-515. Additionally, Cisco presented no evidence to contest these profit margins or tbfe cost
any nondinfringing altenative that would achieve the same functionality as incorparatthe
patented technologyeeTr. 1602:816 (Mr. Malackowski noting that “Cisco did nstiggest or
offer any alternatives or even what it would cost to come up altiénnatives”). Therefore, at a
hypothetical negotiatigrCentripetalwould hold a considerable advantage due to the lack of non-
infringing alternatives and the ability for Csdo make large profitdrom the use of the

technology.This evidenceof high profits and lack of alternativesupportsa higher reasonable

royalty rate. SeelLucent Techs., Inc., 580 F.3d at 1335 (noting that approximateB0%0 profit
margin of the products at issue supports a higher versus a lower reasorab}g roy

Additionally, Mr. Malackowski, Centripetal’s expert on patent evaluation, testified to his
understanding that the Keysight license was structured in the manner it wastiyuie plae fat¢
that Keysight had no available alternative to infringing the paémmnologySeeTr. 1602:823.
Accordingly, the 10% rate on competing products in the Keysight license had irategoor
Keysight's necessity of using the infringing technology. Hsrajlar circumstances would be
prevalent at the hypothetical negotistjsuch as Ciscoanticipated’profit margins in using the
patented functionality and also the fact tlihere areno suitable alternativesvailable.
Consequently, this factor supports the Court’s impaosition of a higher royalty rate

GeorgiaPacific factor nine asks the Court to look at the utility and advantages of the

patentedproperty over the old modes or devid®hen developing its cybersecurispftware
system, Cisco repeatedlgent considerable m@sto acquire smaller companies that produced
softwaresecuritytechnology. From 2013 to 2015, Cisco acquired Sourcefire for $2.7 billion

Lancope for $435 millionand ThreatGRID for an undisclosed amouBée Tr. 1605:615.
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Combinatons of technologwacquied from these companiésm the basic elements of th&ler
Cisco technology which preceded thefringing systers. SeeTr. 1605:623. Cisco bok the
acquired technology anthme up with what it described e firstcybersecuritysolutionof its
type inthe industryby addingCentripetal’spatented functionality. Accordingly, theskmllar
amounts that Cisco paid to acquiveo of the threecompaniess compellingevidence that the
underlying older components of the infringingysem needed enhancement Ilaglding the
infringing functionality from Centripetal to become the industry leader in thisteefwnologyas
it claims to be

During trial, each of Cisco’s experts on infringemewalidity, and damagetestified that
the patentednventionsadd minimal value to the produst Their testimony is in direct conflict
with Cisco’stechnical and marketing documemtkich contributethe addition of the infringing
functionality as dbreakthrough” in building “an intelligent platform wittmmatchedsecurity.”

PTX-1135 (Cisco Press Release from June 20, 2017, reproduced;FIo&963.
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12/8/2018 Cisco unveils the network of the future | The Network
st The Network Harme hame) (e}
CIsCo [home)
(Wi, Cisci.com)
F 3
i Fews Release /Presseeleases)
Cisco unvelils network of the future that can learn, adapt and evolve
@ June 20, 2017
Plaintiff’s Trial Exhibit
PTX-1135
Case No. 18-cv-00094-HCM
Designed to be intuitive, Cisco's new network can recognize intent, miligate threats through encryption, and
learn over time, unlocking opportunities
SAN FRANCOSCO — June 20, 2017 — Today Cisco unvelled intent-based networking seluticns that represent one of the mast in 7
king, The i ion is the ¢ of Cisca's vision 1o create an intultive system that anticipates actions, SLops security threats Irnhl.‘]r tracks, and continues
ta evalve and learn, it will help businesses to unlock new opportunities and salve previously tvalde challenges in anera of | ang y and distrit
technology.
This new retwark is the resuk of years of research and development by Cisen to reinvent networking for an age where network engineers managing hundreds of devices
today will be expeoied to manage 1 medlion by 2020
—
*The network has never been more critical to business success, bt i's also never been under mare pressure,” said Chuck Robbins, chief excoutive officer for Cisco. "By
busliding a more intuitive network, we are creating an intelligent platform with unmatched security for today and for the future that propels businesses forward and
creates new apportunities for peophe and organizations everywhene,”
loday comp are ging their through trad i that are not sustainable i this new age, Csco's approach creates an intuitve system that
constantly learns, adapis, and protecs, 1o ept network and defend against today's evelving threat landscape.
“Cisen's Encrypied Tratfic Analytics solves a network security ehallenge previously thought to be unsolvable,” seid David Goeckeler, senior vice president and general
manager of networking and security. "ETA uses Cisco's Talos cyber intelligence to detea known atiack signatures even in encrypted traffic, helping 1o ensure security
while maintaining privacy.”
With the vast majornty of the world's internet traffic running on Cisco networks, the company hes used its unique pesition 1 capture and analyze this immensely valuable
data by providing IT with insights te spot anemalies and anticipate issues in real time, without F g privacy. By \g the edge of the netwaork and
embedding machine learning and analytics at a foundatianal leved, Clsco is making the unmanageable menageable and allowing 1T 16 focus on strategic business noeds.
Aready, 75 leading global ises and irations are conducting early fiekd trials with these 3 i ing sal including DB Systei GmbH, Jade
University of Applied Sciences, NASA, Royal Caribbean Cruises Lid., Scentsy, UZ Leuven and Wipro,
Informed by context and powered by intent
With this new appeoach, Cisca is ging the fund I s Tar networking with reimagined hardware and the most advanced software, This shift from
hard coniric to soft driven i will enable customers wo expericncea g leap in agility, productivity and performance. The intuitive network is
an inteligent, highly secure platform — powered by intent and infarmed by contest:
= Intent: Intent-based networking allows 1T to mave from tedious traditiona] processes 1o suomatng intent, making i possitde to manage millions of devites in
minutes — a crucial 10 help organizatons navigate teday’s ever expanding wehnology landscape.
= Context: interpreting data in context is what enables the network Lo provide new insights, 1ts not just the data thar's ;mponon:_ i1 the context that Sarfoungds it —
the who, what, when, where and how, The intuitive network interprets all of this, resulting in better security, mare P and faster ops
= Intuition: The new network provides machine-learning at scale, Cisco is using the vast data that flows through its netwarks around the warld, with machine
learning built in. and unteashing that data w provide actionable, predictive insights,
The technologies thet power the Intultive netwark
A Cisco Digital Network Architecture [DNA) (hitp ciseo utis html) provides o = with 2 portfolio of innovative
f hardware and software to bring the new era of neworking to ife, Teday Ciscu is -mmdu:mg 2 suite of Cisco DA Lee B d services designed to work together as
@ single system and empower customiers to mave 2t digital speed:
hitps:finewsroom.cisco.comipress-release-content Ttype b icleld=18545565 18

CENTRIPETAL-CSCO 472946
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Cisco repeatedly described the addition of Encrypted Traffic Analytics (*Ed®Asolving
the “network security challenge previously thought to be uabddy” PTX1135 (David
Goeckeler, Ciso’s Senior Vice President of Sales, representing Cisco’'s new techpology
Additionally, these representations made bydaminanta company as Cisco would hawae
devastating impaatpon Centripetal as the original inmtor of the technology. Therefore, under
factor nine Cisco’stechnical and marketing documeras well as previous businemsjuisitions,
support a higher royalty ratas the addition of the infringirtgchnologygreatly improvediscds

sales and therpfitability of its new infringing versions of the products over older models.

SeeDeere & Co. v. Inl. Harvester Co., 710 F.2d 1551, 1558 (Fed. Cir. 1888)porting a higher
royalty rate in light of descriptions that the infringing product had a “bfighre”).

Cisco’s representations are confirmed by the increase in revenues from previeus non
infringing versions of the products vs. the new infringmgdels.Moreover, the increase in

revenues can enalyzed undegeorgiaPacificfactor eleverio show theyreatextent which Cisco

has made use of the patented invention. The Catuttie end of the triatequested both parties to
supplement their damages reports with revenue data from the predecessor padpeatgd to
the infringing productsSeeTr. 2967:172973:5.This tablesummarizs Centripetal’s estimates
regardingCisco’srevenuencreasdor the infringing productsafter the date dirst infringement

as compared to the predecessor products sales for the fiscal year bef@@, A0i&':
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Product Increase in Revenus % Increase in Revenus $
(in millions)
Switches 40.9% $3,973.4
Routers 13.2% 501.5
Adaptative Security / Firepower 29.504 550.4
Stealthwatch 36.0% 70.2
Firepower Management Center 3.500 1.7
Identity Services Engine 52.0% 225.3
Digital Network Architecture 14 100% 252.9
Total Increase 55754

Tr. 34648-14 (Mr. Malckowskidescribing the increases in revenues for the infringing products).
This data supposta finding thatthe addition of the infringingoftware functionality to older
models of the infringing products support the economic reality of the enormous énaneas
revenues.There is no evidence that these increases in sales reveengeattributed to
improvements in the hardware itself. Thdringing softwaresignificantly improved existing

hardwareby not only addhg security functionality, but speed and scalapihs well. SeeTr.

¥ There is 100%evenue increase for the Digital Network Architecture, as this procasxteleased in mid017, and
had no defied predecessor.
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2621:510, 2634:1418 (showing how ASICs process packets at high speeds and how Centripetal’s
rule swap technology aids that process and is disclosed in the ‘806 PaaelRi)X-547.
PTX-547

Centripetal Demonstrative Presentation Presented to Cisco About Patid Technology
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Viewing both Cisco’dechnical documentsarketingrepresentations and thalesdata, the Court
FINDS that the patented functionality added very significant valuettie older technology.
Therefore, this factor supportssubstantiallyncreased royalty figure.

Accordingly, basediponits analysis of th&eorgiaPacificfactors, the Court determines

that he weight otthe factorsas a wholestronglyfavorsCentripetal. As a result, the ColNDS
that theKeysightroyalty rate ofl0% of the apportioned value of its infringed technolaga
reasonable royalty rat® compensat&entripetal for Cisco’pastinfringement. This figure is
supported both by the comparabdetors in the Keysight license and the weight ofGe®rgia
Pacificfactors. Now that the Court has determined a reasonable royalty natst determine the
proper royalty bas which toapply the ratén order to eachthefinal lump sum pretriaflamages.

GeorgiaPacificfactorthirteenlooks at the portion of the profit that arises from the patented

invention itself as opposed to profit arising from unpatented features, such as tHactoaimg
process, businesssks, or significant features or improvements added by the accused infringer.
Therefore, mstead of having a primary effect on the royalty rate, this factor és afsed to
determinghe royalty baseotwhichthe rate is applied.

With regard to the pragr royalty base, the Federal Circuit has noted that patent damages
awardedfor infringement “must reflect the value attributable to the infringing featuiréleo

product, and no more.” @@amonwealthSci. & Indus. Research Org. Cisco Sys., Inc., 809 F.3d

1295, 1301 (Fed. Cir. 2015) (quoting Ericsson, Inc. M.ibk Sys., Inc, 773 F.3d 1201, 1226

(Fed.Cir. 2014)). Wheraninfringing product is comprised of multiple components, the infringing
portions must be apportioned tepresent the value contributed by solely the infringing

functionality. Seeid. “The patentee must ‘give evidence tending to separate or apportion the
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[infringer]’s profits and th@atentee’slamages between the patented feature and the unpatented

featuresand such evidence must be reliable and tangible, and not conjectural or speculative.

Finjan,Inc. v. Blue Coat Sys., Inc879 F.3d 1299, 1310 (Fed. Cir. 2018he Federal Circuit has

recognized “there may be more than one reliable method” in orgeeove proper damages in an
apportionment casdd. at 1302. Therefore, the apportionment can be done by various ways
including “by careful selection of the royalty base to reflect the value added by theeddesttre,
where that differentiation is pos$e; by adjustment of the royalty rate so as to discount the value

of a products nonpatented features; or by a combination there@fissonJnc. v. D-Link Sys.,

Inc., 773 F.3d 1201, 1226 (Fed. Cir. 2014).
This flexibility in methodology ientered o “the difficulty thatpatenteesnay face in

assigning value to a feature that may not have ever been individually\8oteetx, Inc. v. Cisco

Sys.,Inc., 767 F.3d 1308, 1328 (Fed. Cir. 2014). Thereforejrtteggral inquiry is “whether the
data utilizedin the methodology is sufficiently tied to the facts of the cas@jan, Inc, 879 F.3d

at 13@-02 (‘[Clourts must be proactive to ensure that the testimony preseunstly whatever
methodology—is sufficiently reliable to support a damages ala. Sufficient reliability has

“never required absolute precision in this task; on the contrary, it isunddrstood that this
process may involve some degree of approximation and uncertasimyéetx, Inc., 767 F.3d at
1328.

Here, Centripetgpresented exteng apportionment evidence of the infringing products
using the analysis of their apportionmexpert Dr. Striegel Tr. 1337:191342:14.Before Dr.
Streigel’s testimony, Cisco objectaaDr. Streigel’s apportionment opinion on the bdkest his
opiniors do not satisfy the essential requirement for reliability urembert Additionally,

Cisco’s expert, Dr. Becker, contends that “Dr. Striegel didn’t do an incramealtie analysi$
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and simply checked off functions as infringing that did not provide “any improvementtto tha
aspect of the products.” The Court disagrees on both grounds.
This isexactly the type of apportionment analysis that pagormed inFinjan, Inc. v.

Blue Coat Sys., Inc., for which the Federal Circuit fotimel juy was entitledd rely upon as

substantial evidence to suppddamagesFinjan, Inc., 879 F.3dat 131344. In Finjan, Finjan’s
expert Dr. Layne-Farrar used the defendant’s technical docurséntseparate the functionality
of the accused produdd. She assumed each bioxa diagram of the product “represented one top
level function and that each function was equally valualite.” Dr. LayneFarrar relied on
deposition testimony from defendant’s employees and discussions with Fiejamscal expert
who “identified e@rtain components within the diagram that did and did not infrindedt 1313.
Here, Dr. Striegel performehalmost identical typef apportionment analysis to that of
Dr. LayneFarrar inFinjan. Using Cisco’s technical specification of each of tmedpcts, Dr.
Striegel identified the toevel functions of each of the products. 1337:2123; seePTX-409.
Dr. Striegel’sprocess of identifying the top-level functions byngsCisco’s technical documents
is shown by slide eight from his demonstrasiyesing Catalyst Switch&oduct Overview, PTX

409,as an example for the analysis done with each product):
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SLIDE 8 FROM DR. STRIEGEL PRESENTATION

alyst Switches - Top-Level Funclions

SeePTX-409 (for clear image of technical featurdsg then identified which of those tedpvel
functionsfor eachproductare implicated by the asserted patents and their asserted. Ga@ens
PTX-1931.In order toanalyze and present this technical apportient Dr. Striegel highlighted
all of the materials he relied upon in this analysis:
I looked at both public documentation as wsitanfidential documents including various
articles, various videos, various tutorials. | also browsed through numerous deggositi
did have the opportunity to go and browse through the source cesiieoAnd then &lso
had discussions with our two other infringing technical experts, Dr. Cole and Dr.
Mitzenmacher.
Tr. 1338:915. This is exactly the type of materials edluponby Dr. LayneFarrar in theEinjan

casewhere the Federal Circudetermined that the juryas entitled to rely upon such information

as substantial evidence to support a damages aweacdrdingly, the CourfFINDS that Dr.

145



Case 2:18-cv-00094-HCM-LRL Document 621 Filed 10/05/20 Page 146 of 178 PagelD# 24032

Striggels analysis is admissible as “reliable and tangible” evidence of apportionmeng of th

infringing products SeeEricsson,Inc., 773 F.3d at 1226 (highlighting that a court or jury must

“apportion the defendars profits and theatentee’slamages between tipatented feature and
the unpatented features” usingliable and tangiblesvidence”). Accordingly, the CourEINDS
Dr. Striegel's apportionmemvidence and analysis to be a reliable method to determine a royalty
base.
As shownsupra,Dr. Striegel opied on each of the infringing productsd determined
how many of théopdevel functionswere implicatedy infringement of the asserted patems.
Striegel then determined an apportionment percentage for each of the infringing g ahed
off this analysisPTX-1931 is a summary of those findings made by Dr. Striggeteation of

PTX-1931):

Total # of Top- # Infringing Top -Level Apportionment

Level Functions %

Functions

CHEEL SnTEnes 13 6 ['856 and '193 Patent ~ 31%'"°
5['176 Patent]

4 ['806 Patent]

Integrated Services Routers o) 4 [All Patents] 44%

Aggregated Services Routers 8 2 [All Patents] 25%

15 Even though Dr. Striegel found that six of the thirteen functions wereadgefti by the ‘856 Patent and ‘193 Patent,
he relie on the lower apportionment percentage of 31%. Therefore, the Court &@ddpisrhber for its determination
of the royalty base in lieu of the 46% alternative based on the ‘856 Patent an@ittatint.
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Firepower / ASA 13 7 ['806 Paterits 54%

(including Firepower

Management Center)

Digital Network 10 3 ['806 Paterit 30%
Architecture

Stealthwatch 5 4806 Patent] 80%

Identity Services Engine 13 5 [‘856 Patent] 38%

After Dr. Striegek technicalapportionment, Centripetalexpert on patent evaluatidvy.
Gundersonapplied these apportionment percentages to salakrevenuedrom the infringing
productssince the date of first infringemedune 20, 201, 2hrough December 31, 2018t the
final damages hearing, these figures were updated through Cisco’s salsddajaon June 20,
2020and totaled $21,467,079,878.00 billideeDoc. 488 Ex. 7 (updated version produced at
damages hearing].he Court adopts Centripetakxhibitsoutlining the sals revenues o€Cisca
Ciscopresented a patent by patent damages breakdown instead of a full pictursaléshef
infringing products. The Court rejected the proged patent by patent calculation of damages by
Cisco’s expert Dr. Beckein favorof the appointment method utilized by Centripetal’'s experts

approved by the Federal Circuit_in Finjan, Inc. v. Blue Coat Sys., Inc., 879 F.3d 1299, 1310 (Fed.

Cir. 2018).

16 Since the ‘205 Patent was found to not infarthe higher number of infringing functionalities found for the ‘806
Patent is used for the Firepower / ASA because this would be the most accucatiemppnt ratio. The Court has
removed the ‘205 Patent from Dr. Striegel’s chart and applied a 54% appatibrion products where the
apportionment was based on the ‘205 Pat&eeDoc. 488, Ex. 7.
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Here is a reproduction of the apportionment percentages applied to QisIssgeenues

from June 20, 201through June 20, 2020y using Centripetal’s update to PI629, Doc. 488

Ex. 7
Product Invoice Gross Revenue Apportionment Apportioned Revenue

June 20, 2017 — Factor June 20,2017 —

June 20, 202¢’ Percentage June 20, 2020
Catalyst Switches $11,839,742,927 31% $3,670,320,307
Integrated Services Routers $2,375,633,299 44% $1,045,278,652
Aggregated Services Routers $3,456,557,172 25% $864,139,293
Firepower Appliance $2,283,221,005 54% $1,232,939,343

(plus subscription)

Adaptative Security $428,380,587 54% $231,325,517
Appliance

(plus subscription)

Firepower Management $67,635,757 54% $36,523,309
Center
Digital Network Architecture $252,855,962 30% $75,856,789
Stealthwatch $266,052,460 80% $212,841,968
Identity Services Engine $497,000,709 38% $188,860,269
TOTAL $21,467,079,87illion) $7,558,085,44illion)

17 As statedsupra, Centripetal’s exhibit outlining the sales revenues of Cisco goesJune 20,2017 to June 20,
2020.SeeDoc. 488, Ex. 7 (updated versiproduced at damages hearing).
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Accordingly,based on Mr. Gunderson atie Court’s analysighe CourtFINDS that the correct
apportioned royalty base is $%8,085,44% for all of the infringing products based upon gross
revenue through June 20, 2020. Doc.,4B8 7. Moreover,as determineguprabased on the
GeorgiaPacificfactors and the analysis ohgpotheical negotiation the CourtFINDS a 10%
royalty is appropriatén this case.Accordingly, before the Court adjusts for enhanced damages,
the total past damages award is $755,808m#lBn (10% royalty rate applied to $7,558,085,447
million royalty base)

ii. Findings of Fact Regarding Willful Infringement and Enhanced Damages

1. Centripetal’s RuleGate product practices pagents found to be infringing in this
case. Centripetal marks its RuleGate product witlpditents that it practiced.r. 1203:2-1204:3;
PTX-528; Tr. 1383:18-1385:1%TX-1215.

2. In 2015, Centripetal CEO Stephen Rogers had a meetihdravan Reddy, a Cisco
employee, where Mr. Rogers disclosed Centripetal product offerings andetigvefiess of their
solutions. Mr. Reddy anldir. Rogers hd a follow-up meeting in 2015where Centripetal provided
a denonstrationof their system and explained why it was an effective method of cyber defense.
Tr. 256:8-257:12.

3. As a result of these meetings, on January 26, 2016, Centripet@isooentered
into a nondisclosure agreement (“NDA”), requiring Cisco to k€eptripetals confidential,
proprietary or nofpublic information “strictly confidential” and “not use any Information ity an
manner . . . other than solely in connection with its consideration of” a possilsierphip. Tr.

1213:16-20; PTX-99.

18 The royalty base begins with the gross sales of the infringing psyduisereashe chart outlining the increase in
sales of the infringing products as compared teJpiree 20, 2017 sales of Cisco’s predecessor produettinsated
as $5,575.4 billion.
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4, After Cisco executed the NDA, Centripetal, on February 4, 2016, presented in a
WebEx meeting detailed, highly sensitivanfidential and proprietary information about its
patented tdmnology and products to Cisco, including details of its patented texyn&br the
Asserted Patents. For example, Centripetal detailed how its “patentedi@tigthens eliminate
the speed and scalability problem,” how its “patented system, live upaladecorrelation
technologiesautomate workflow and how its “patentedinstant host correlation” conveyeeal
time analytics.” PTX5647 at 389-91; Tr. 258:21-25, 260:2-18; 1220:1-1222:25.

5. After the WebEx meeting, Cisco’s Engineer, TK Keanini, who attended the WebEx
meeting, wrote an internal email, stating the team should “look at these algorithms” that
Centripetahad and “study their [patent] claims.” Tr. 1128: 8-1129:5; PTX-134 at 3.

6. The next day, on February 5, 2016, Centripetal’'s Jonathanrfkega an-enail to
Cisco summarizing the WebEx meeting, noting that Cisco “seemed to hone in onesur filt
technology and algorithms. The algorithms are a significant networking tegyneith broad
application that we’ve productized for security. Theeze also a few questions on @atents.”

Tr. 1226:10-1227:18; PTX-102; PTX-1046

7. There were a number of follow up meetings with Cisco, includiregaest from
Cisco’s security architectjoseph Muniz, who was very interested in Centripetaditented
technology. He requested and received a demonstration of Centripetal’s p&eite&hte
product, which he described in an online blog that educates Cisco employees‘€uilebool:
Centipetal Networks RuleGateThreat Intelligence Togland whee hestated;| found this tool
to be a pretty cool new approach to leveraging threat datal298:161300:7; 1308:5L5; PTX
548, PTX-550 at 647-49, 51.

8. In November and December 2016560 had several meetings with Oppenheimer
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& Co., Inc. about Catripetal, pursuant to Centripetal’s engagement with Oppenheiraeakioate
companies who were interested in making a strategic investment in Centnipetiember 2016,
Oppenheimer presented to Cisco additional information about Centripetiailing a list of
Centripetal’spatents issued at the time, product offerings that practicpateats, and a highly
sensitive detailed technical disclosure which detailed the core Rulefaattiondities covered
by the Asserted Patents. Tr. 123540, 1237:8-1238:9, 1242:171243:11; DTX1270 at 1, 25
28, 30.

9. After all of these detailed meetings with Centripetal, Cisco released its “netivork
the future” products on June 20, 2017, which incorporated Centripetal’s patented tectdeéogy.
PTX-1135. Belowis Centripetal’s demonstrative, Slide 37, presented dwpening statements
which accurate reflects the evidence presented at trial surrounding the éveatgripetal and

Cisco’s relationshipy.

19 This slide does not attempt to reflect the numerdits™on Centripetal’s wetite by Cisco’s employees.
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SLIDE 37 FROM CENTRIPETAL’s OPENING STATEMENT

Cenfripetal’s Interactions with Cisco

12614
815 riigned MDA
Mesting at B-CI50
2-4-18
5515 Contripets
tleeting at &lacikhat

-a3-1r
Cisco Lannches
Motarark Intuitece

354 Waebsits Visits/1,106 Pages Visited

iii. Conclusions of Law Regarding Willful Infringement and Enl@hDamages
Under the patent damages provisions 38 U.S.C.8 284,a ourt “may increase the

damages up to three times the amount found or assebtdd Elecs.,Inc. v. PulseElecs.,Inc.,

136 S. Ct. 1923, 1931 (2016) (quoting 35 U.S.C. § ZB49.use of “may’in the statute indicates
thatenhancemeninder § 284 is within the discretion of thistdct court.ld. The Supreme Court

in HaloElecs. Inc. v. PulseElecs. Inc., explicitly noted that a cougxercisingdiscretionto award

enhancediamagesneritsananalysisof “the particularcircumstancesf eachcase’unencumbered
by the “inelastic constraints” of aigid framework.Id. at 1932. Although the statute does not
include a“‘precise ruler formula” for an enhanced damagesard, the‘ courts discretion should

be exercised in light of the consideratiamsderlying the grant of that discretion.]d. Halo,
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additionally,mandated that trewardof enhanced damagessgoverned by a preponderce of the
evidence standar¢t. at 1934.

Historically, enhanced damages have been reserved for infringement behavieaghat
found to be “egregious|d. (explaining “through nearly two centuries of discretionary awards and
review by appellate tribungl “the channel of discretion ha[s] narrowed . . . so that such damages
are generally reserved for egregious cases of culpable behaViee Halodecisionhighlights
that enhanced damages are warranted as a “punitive” or “vieficdanction foregregias
conduct described as “willful, wanton, malicious, Haith, deliberate, consciously wrongful,
flagrant or— indeed -€haracteristic of a pirateltl. at 1932.

Additionally, the Supreme Courioted thateven if these types of nduct traditionally
undelie enhanced damages, there is no requirement that the court find egregious condarct to aw
enhanced damagdsd. at 1933. Accordingly, in deciding to award enhanced damagesyrt in
its discretion “should take intoaccount the particular circumstas of each cagewhile
rememberinghe historical underpinnings thahhanced damages should generally “be reserved
for egregious cases typified by willful miscondudt’ at 1933-34.

The factors laid out in ReadCorp. v.Portec,Inc., 970 F.2d 816, 826-84Fed.

Cir. 1992), overruled on other grounsgMarkmanv. Westviewlnst. Inc., 52 F.3d 96{Fed.Cir.

1995), have been used peldilo to aid a district court’s determinatioof whether a case’s

circumstances warrant enhanced dama@ee Mich. Motor Techs. LLC v. Volkswagen

AktiengesellschaftNo. 1910485, 2020 U.S. Dist. LEXIS 122276, at *11 (E.D. Mich. July 13,

2020)(noting that theReadfactors are a useful guidbutstating thatHalo has eliminated “any
rigid formula or set of factors’rhese factorare not an exhaustive ljtut provide a meaningful

guide todeterminaf theinfringer's conductwvas “willful, wanton, malicious, bathith, deliberate,
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consciously wrongful, or flagraritSeeid.; Finjan,Inc. v. Blue CoatSys.,Inc., 13CV-03999-

BLF, 2016 WL 3880774, at *16 (N.D. Cal. July 18, 2016) (applyindRbadfactors to determine
if the infringing conduct warrants enhanced damadé®) .Readactors are:

(1) deliberate copying;

(2) defendant’s invstigation and good faithelief of invalidity or non

infringement;

(3) litigation behavior;

(4) defendant’s size and financial condition;

(5) closeness of the case;

(6) duration of the misconduct;

(7) remedial action by the defendant;

(8) defendant’s motivation for harm; and

(9) attempted concealment of the misconduct.

GreenMt. GlassLLC v. SaintGobainContainers,nc., 300 F. Supp. 3d 610, 628 (D. Del. 2018)

(citing ReadCorp., 970 F.2at 816, 826—-2). The Federal Circuit iWwBIP, LLC v. KohlerCo.,

distinctly declined to interpréialoas changing the requirement that willfulness should be decided
by the finder of fact before the court determines whether enhanced damagesanecd/as a

matter of law.SeeWBIP, LLC v. Kohler Co, 829 F.3d 13171341 (Fed. Cir. 2016 herefore,

the Court, as fadinder, will address the issue of willful infringement and enhanced damages in
tandemas the Reathctors adequately address both issues.

Moreover, theFederal Circuithasoutlined that [klnowledge @ the patent alleged to be
willfully inf ringed continues to be a prerequisite” to the court finding that enhanced dameages a

warrantedld. Therefore, prior knowledge of the pateatsssueappears to be “a necessary but

154



Case 2:18-cv-00094-HCM-LRL Document 621 Filed 10/05/20 Page 155 of 178 PagelD# 24041

not sufficient condition for anveard of enhanced damageblich. Motor Techs. LLG 2020 U.S.

Dist. LEXIS 122276, at ¥1-13(collecting cases noting psaiit knowledge of the patent is not
alone sufficient to uphold a finding of willfulness and requires more factual alegéd meet
Halo’s egregious conduct standard). Accordingly, in light of this guidatheeCourt will frst
determinef Cisco has presuit knowledge of the patents at issue. Sectir@lCourt will use the
Readfactors to aid its analysis of whethafringement of thepatents was willfyland to what
degreeenhanced damages should be assessed underdhestancesThe CourtFINDS that
Cisco willfully infringed the'856 Patent, the ‘176 Patent, the ‘193 Patantthe ‘806 Patent
thereforeenhanced damages are veated under the evidence.
The facts illustrate that Cisco hade-suit knowledge of Cenipetal’'s asserted patents.
First, dter signing an NDA, Centripetal presentadietailedPowerPoint presentation to Cisco
employees that laid out thepatented techology. PTX547 at 3891, Tr. 258:2125, 260:218;
1220:1-1222:25This meeting was presed by Jonathan Rogeraho testifiedthat, at this
meeting he:
highlighted the technologies that were patented. We had a number of questions
there, and | was offarg to have additional discussion on that, as well, if it would
be helpful.
Tr. 1227:15-18. Contemporaneous emails sent by Jonathan Rogers to the Cisco tean ls¢ate tha
was willing to share more information on the patented technplgyhe groumsked,“a few
guestions on our patents.” PT202.Thisknowledge of the patents is confirmedibiernal emails
of Cisco’s engineefK Keanini whichdetailed the type of functionality covered by Centripstal
intellectual property and exprésg interest in “study[ing] their claims.PTX-134 at 3 seeTr.
1128:8-1129:5.Moreover, a thirgparty firm, Oppenheimer,met with Cisco to discuss

Centripetal’s product offerings that practice the patetd presented a highly sensitidetailed
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technical disclosutewhich detailed the core RuleGate functionalities covered by the Asserted
Patents. Tr1235:11-20, 1237:25-1238:9; 1242:17-1243:11; DTX-1270 at 1, 25-28, 30.

Second, Centripetal has mark&xlRuleGateproduct with a noticéndicating the patents
practiced l the devicePTX-528 (showing a photograph of tRelleGatedevice clearly marked
with the asserted patents). The evidence presented at trial indicates RaletBatedevice was
presented and demstratedto Cisco emplyees indicating that they had direct contact witre

label showing the practiced paterieeWBIP, LLC, 829 F.3dat 1342 (noting the marking of a

device with the asserted patents is supporting evidence that the infringer knewpatfethis).
Accordingy, the preinfringementevents indicate that Cisco had direct knowledge of the asserted
patents and the functionality tie claims.The Court broadly considers all the circumstances of
the case, but several of tRReadfactors are particularly instructvin the Court’'s analysis of
enhanced damages.

Turning tothe Readactors, factor one inquires whether there was deliberate copying of
the “ideas and design” of the elements of the claim or the commercial embodinfenpatent.

SeeRead 970 F.2d at 827 n.7;_ Arctic Cat Inc. v. BombardRecreational Prad Inc., 198 F.

Supp. 3d 1343, 1350 (S.D. Fla. 201#ff.d, 876 F.3d 1350 (Fed. Cir. 2017). The casduafic

Cat Inc. v. Bombardier Recreational Products, Has similar factual relation to the case here.

There, defendaf@RPhad nultiple meetings wittrctic Cat including testing and demstratiors

of its patented embodimend. After meetings and testing, BRP stated that they were not interested
in the technology and stopped negotiations with Arctic Idafhen, four years lat, BRP began
infringing Arctic Cat’s patents after abandoniitgown processld. The district court found that
BRP's development of“avery similar system under these circumstafoes strong evidence of

copying and favded enhancing damagedd. Similarly, here, Cisco had multiple meetings with
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Centripetal employeesnd proviegd detailed presentations of the patents and their functionality.

SeeGeorgetown Rail Equip. Co. v. Holland L,.B:13CV-366, 2016 WL 3346084, at *17 (E.D.

Tex. June 16, 2@), aff'd, 867 F.3d 1229 (Fed. Cir. 2017) (showing disclosure of patented systems
under a nordgisclosure as evidence of copying).

As detailed in the Court’s factual findings, Cisco was providitd demanstratiors of the
product and confidential information regarding Centripefaioprietary algorithms/ithin a year
of these meetings, Cisco reledgbe “network of the futurg involving the release of older
productsembeddedvith new softwarefunctionality that was outlined and detailed to them by
disclosure othe patents and multiple technical discussions and demonstrati@fiact thatCisco
released products with Centripetalisictionality within a year of these meetsngoes beyond
mere coincidence. Therefore, the fact that Cisco’'s system mitra@sfunctionality of the
Centripetal patents is compelling evidence that damages should be enhanced fay. Sg®yin

Crane SecTechs., Inc. v. Rolling Optics AB, 337 F. Supp. 3d 48, 57 (D. Mass. 2018) (“The Court

observes that the similarities of RQechnology to Crane patented invention, coupled with RO
extensive knowledge of Crdrsantellectual property rights and products, support the inference of
copying that favors enhancemént.

The secondReadfactor is“whether the infringer, when he knew of the otkepatent
protection, investigated the scope of the patent and formed afgjttotbelief that it was invalid
or that it was not infringed.Read 970 F.2d at 827. Cisco presented no evidence of any such
investigation and its own technical andnketing doaments suggest it would have been difficult
to form such a belief.

With respect to Reafhctor threeCisco’strial attorneys’hands were tied by Centripetal’s

use of Cisco’s owrechnical documentgoupled with theadverseestimony of Cisc&ngineers.
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Cisco had to shield the engineers who authdeecurrent technical documergrd the executives
who praisedits new security functionalitfor “solving problems previously thought unsolvable”
from answering to their own writings and statersent

On the other hand, while Cisco objected to trying the case on a video/audio platidrm
specifically the platform upon which the Court’s staff was trained, its\sgluteamed with
Centripetal’s counsel to formulate protocols which expanded and improved up@ouhis
standard protocols to promote a more reliable and efficient trial by remote.iGeansel for both
parties faithfully followed all of the protocols, were both very well prepareste wnostly
courteous to one another and joined in cahgating tle Court’s staff on its efficient handling of
the trial Accordingly, while this factor favors enhanced damages, it is mitigatedhdy
professional performance of tigal counsel.

The fourth Read factor looks at theinfringer's size and finacial condiion. Cisco
represents itself as the largest provider of network infrastructure and servtbe world. PTX
570 at 991. As discussedpra Cisco saw an increase of approximatéys$5billion dollarsover
three years bwdding the infringing functionality to the predecessor-mfrninging product lines.
Additionally, Cisco had substantial profit margins during the infringing period §2% to 92%

on the infringing product® SeeCreative Internet Advert. Corp. v. Yahdak., 689 F. Supp.@

858, 866 (E.D. Tex. 2010) (showing high profit margins as evidence that favors enhanced
damages). Accordingly, for a company as large as Cisco with these levalsmiies and profits,
an enhancedlamages award would not “unduly prejudice [Cisco’s] non infringing business.”

Georgetown Rail Equip. Co., 2016 WL 3346084, at *19 (quoting Creative Internet Advert. Corp.

20 The Court leaves out the Digital Network Architecture from this rangi,rapresents a statistical outlier aihd
was stated that DNA was a new product with no defined predecessor.
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689 F. Supp. 2d at 866)herefore pased orCiscds immense size and commercial success with
the infringing productghis factorweighsstrongly in favor of enhanced damages.

Readfactor five deals with the closeness of the cake. CourtFINDS that the rulings on
the four patents that were found infringed and valid were clear and not a clbsk ¢hé
presentatiomnf its defensgCiscorepeately relied upon animations prepared ex post facto for trial,
while ignoring their own technical documentsherl great majority ofthe Cisco technical
documentsvere introduced by Centripetal. Not only did the animations comflibt Cisco’s own
technical documentsbut in several instances contradicted Cisco’s employee witne§38s0
avoided calling the authors of its technical documestsvell. There was no testimony that
Centripetal attempted to broaden the reach of the four infringed pakterggpening the door to

additional prior artSee01 Communique Lablnc. v. Citrix Sys, 889 F.3d 735, 742 (Fed. Cir.

2018).Nonetheless, Cisc¢m its invalidity casecited its old technology as prior art, while claiming
its new technology did not infringe. This led to many inconsistencies in its egidendoth
issues. Of course, Cisco could not rely upon its own documastthey proved Centripetal’s
case?! Therebre, this factor weighlseavilyin favor ofenhanced damages.

Readfactorsix addreses the duration of the miscondaadReadfactor sevenveighs the
remedial action taken by the infringé&hile Readfactor nine looks at whether the infringer
attemptedo conceal any misconduttThe infringing conduct has been continuous and unabated

without any form of remedial action frodune 20, 2017 to the presemé. SeeAcanthal LC v.

DepuySynthesSales|nc., 406 F. Supp. 3d 742, 761 (E.D. Wis. 20(@ng BroadcomCorp. v.

Qualcomminc., No. SACV 05-467dVS,2007U.S.Dist. LEXIS 62764, 200TVL 2326838at*3

21 The ruling on the ‘205 Patent was equallgar in favor of Cisco, yet this was the sole patent found not tdyclea
infringe.
22 Readfactoreightaddresses thiafringer’'s motivationfor harm. There was no evidence presented on this factor.
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(C.D.Cal.Aug. 10, 2007) (Thelengthof [defendanits] infringement(approximatelytwo years),
coupledwith thefact that infringement contured after [plaintiff] filed suit, supportsanincrease

in damages)); see als&CraneSec.Techs. Inc.v. Rolling OpticsAB, 337 F. Supp. 3d 48, 59 (D.

Mass. 2018) (no remedial action supporting treble damages). Moreover, Cisco, througlsés cour
of conduct, continually gathered information from Centripetal as if it intended tothmuy
technobgy from CentripetalCisco, thenappropriatedhe information gaineth these meetings

to learn abouCentripetal'spatented funabnality and enbeddedit into its own productsSee

Ligwd, Inc.v. L’OréalUSA, Inc., No. 1714-JFB-SRF, 2019 U.S. Dist. LEXIS 215668, at *21 (D.

Del. Dec. 16, 2019)noting how the defendants “concealed their misconduct in gathering
information from the laintiffs so as to create the infringing products” and weighing thisrffatcto
favor of enhanced damage3herefore,all three of thesdactors weigh in favor of enhanced
damages.

The CourtFINDS that Cisco did not advance any objectively reasonable defenses at trial
as to the four infringed and valid patents including the ‘856 Patent,a6&atentthe ‘193 Patent,
and the ‘806 Patent. Its nemfringement case was grounded upon their old technology. The
infringing functionality was added to their accused products post June 20 apdlrésulted in a
dramatic increase in sales which Cisco touted in both technical and marketing decument

Cisco’s invalidity evidence oftecontradicted its neinfringement evidence and failed to
recognize the new functionality which it copied from Centripetal during aftdr the
Nondisclosure AgreemenPTX-99. It embedded the copied software functionality from the
patents in its post June 20, 2017 switches, routers and firewalls and then ignored tbeé accus
products while claiming its préune 20, 2017 technologs prior art. Moreover, is damages

evidence was deeply flawed in attemptiadpase its calculations on each patent separatstgad
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of considerirg its own sales of the infringing products. Again, the increase in its sales of the
accused products illustrates how completely unrealistic its damages evidencempared to the
redity of the marketplaceAccordingly, inthe exercis of its discretion, the Coucbnsiderghe
sound legal principles underlying the history of enhanced damag&sNID8 this is an egregious

case ofwillful misconduct beyond typical infringemehtalo Elecs.,Inc., 136 S. Ctat1935.

However,there are other considerations. Cisco did prevail as to one of the patents. In
considering the casesvardingenhanceddamagesand comparing these cases to this cHse
Court FINDS that enhancing the damages dyactor of 2.5 is appropriaté&ccordingly, the
Court’s past damages award of $755,808,545 is propahgnced by enultiple of 2.5timesto
awardlump sum past damages of $1,889,521,362.50.
iv. Prejudgment Interest
35 U.S.C.§ 284 grants the Court disgtionary authorityto award interest and costs. 35

U.S.C. § 284seeGeneral Motors Corp. v. Devex Carp61 U.S. 648, 653 (1983). The Supreme

Court has interpreted the interest provision of section 284harmthstructed courts thgire-
judgmentinteres should ordinarily be awarded, “absent some justification for withholding such
an award.”ld. at 657.The Supremeé&ourt determined that the “fixed by the court” language in
section 284 |leaves the coarsome discretion in awardimye-judgmentinterest Id. at 65657. In
determining the rate of pjadgment interest, “the district court has the discretion to determine
whether to use the prime rate, the prime rate plus a percentage, the U.S. Treasustateat
statutory rate, corporate bond rate, or what rate the court deems appropriate under the

circumstances.Century Wrecker Corp. v. E.R. Buske Mfg. Co., 913 F. Supp. 1256, 1280 (N.D.

lowa 1996) (citing Allen Archery, Inc. v. Browning Manuf. C898 F.2d 787, 789 (Feqir.

1990)).
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Here, the Counvill use the statutory pegidgment rate from the date of first infringement
June 20, 2017, of 1.21%ee28 U.S.C. § 1961. The Couwlculates simple interest at the 1.21%
rate over the infringement period of three years from June 20, 2017 to Jurg2Q@sihg the
award of damages (excluding enhanced damages) of $755,808,545. This calculation makes an
interest determination of $27,243,850The Court divides this number by two to account for the
fact that infringement occurred over this thgear perdd. Accordingly, the total interest number
awardedy the Court is $13,717,925. This interest is added to the final damages award, including
the damages enhancement, to reach a final past damages award of $1,903,239,287.50.
B. FUTURE DAMAGES

“There are sevelaypes of relief for ongoing infringement that a court can consider: (1) it
can grant an injunction; (2) it can order the parties to attempt to negotiatfaerursire use of
the invention; (3) it can grant an ongoing royalty; or (4) it can exeitsigbscretion to conclude

that no forwardooking relief is appropriate in the circumstancegVhitserve, LLC v. Comput

Packages, Inc694 F.3d 10, 35 (Fed. Cir. 2012). As described herein, the Court has considered
the evidence presented at trial dhdarguments and proposed findings of fact and conclusions of
law advanced by all partieandFINDS that a permanent injunction is not appropriate relief for
the infringement of thé856 Patentthe ‘176 Patentthe ‘193 Patent, or thé806 Patent and hat
an ongoing, future royalty should be imposeddibfour Patents.
i. Injunctive Relief

Centripetal requesinjunctive relief with regard to Cisco’s firewall products. In order to

merit injunctive relief, Centripetal mugtove: “(1) that [theyhave]suffered an irreparable injury;

(2) that remedies available at law, such as monetary damages, are inadequate tcat®iigpens

23 This was calculated using a simple interest formuila P x R x T (27,243,850 = 755,808,545 x .0121 x 3).
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that injury; (3) that, considering the balance of hardships between the [Propome@isponents],
a remedy in equity isvarrarted; and (4) that the public interest would not be disserved by a

permanent injunction.€Bay, Inc. v. MercExchange, LL.G47 U.S. 388, 391 (2006). “[A]ln

injunction is a drastic and extraordinary remedy, which should not be granted as raomatte

course.”Monsanto Co. v. Geertson Seed Farms, 561 U.S. 139, 165 (2010) {¢dinberger v.

RomereBarcelg 456 U.S. 305, 3112 (1982)). “If a less drastic remedy . . . [is] sufficient to

redress [Proponents’] injury, no recourse to the additional anabedirary relief of an injunction
[is] warranted.” Id. at 16566. If the Court were to grant an injunction, it would docsoevery
infringing product and not solely on Cisco’s firewallss Centripetal originally request&d
Moreover, the test for injuative relief is not met in this case. Cisco’s switchesuters and
firewalls make up large portions of the global internet infrastructure. These proarects
components of both civilian and military networks. Therefore, granting an injunctioheon t
infringing productswill likely cause massivadverseeffects on the functional capabilities of
Cisco’s customers and have an adverse ripple effect on national defense antetti®prof the
global internet.

Therefore, ado factor tvo, monetary damages araore appropriatdo compensate
Centripetal for patent infringement. The Keysight license shows that Cealtripewilling to
patent its technology to direct competitors. Courts have stated that an injunctiorojsenphere

a patet owner has shown that thare willing to accept monetary damagéseEcoServices, LLC

v. Certified Aviation Servs., LLC, 340 F. Supp. 3d 1004, 1023 (C.D. Cal. 2018); Cave Consulting

Grp., LLC v. Optuminsight, Inc., No. 5:1QV-00469-EJD, 2016 WL 4658979, at *21 (N.D. Cal.

Sept. 7, 2016) (finding that where matentholder is willing to “forego itpatentrights for

24 Centripetal later expanded its request for injunctive relief to additioroducs. While EBayfactor one has been
clearly proven, factor two has clearly not.
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compensation,” “monetary damages are rarely inadequatesglso Advanced Cardiovascular

Sys., Inc. v. Medtronic Vascular, In&79 F. Supp. 2d 554, 560 (D. DeQ(B) (“The fact that

[plaintiff] was selective regarding its licensing compensatierchanging its technology only for
other licenses to competing technoleggoes not rectify the fact that [plaintiff] was willing,
ultimately, to forego its exclusive rightsr some manner of compensation. Money damages are
rarely inadequate in these circumstarigeds tofactor threethe greater hardship would clearly
impact Cisco.Factor four, the public interest, does not support injunceefrfor the same
reasonsoutlined as to factor twoAccordingly, for these reasanthe CourtFINDS that an
injunction is not amppropriate legal remedy for Cisco’s infringement.
ii. Ongoing Royalty

Rather, the CouRINDS that an ongoing royalty is proper in this case.ongong royalty

is essentially a compulsory license for future use of the patented techdalogy the life of the

patents. Indeed, preerdict and posterdict royalties are “fundamental[ly] differeh[t XY, LLC

v. Trans Ova Genetic890 F.3d 1282, 1397 (Fed. Cir. 2018). When setting an ongoing royalty for

future use, the district court should consider “the change in the parties’riaggaositions, and
the resulting change in economic circumstaricéesid., (“When patent claims are held to be not
invalid and infringed, this amounts to a ‘substantial shift in the bargaining position of the.parties

(quoting_ActiveVideo Networks, Inc. v. Verizon Commc’ns, 594 F.3d 1312, 1342 (Fed. Cir.

2012). Such differences includeGourt’s determinationtha certain of the patents at issue are
valid, enforceable, and would be infringed by the accused pro@essl.

The Court should analyze future royalties in the context ofaergiaPacific factors.

Indeed, this is the approach adopted by other district courts, after modifyiGgdngiaPacific

analysis to resolve any uncertainty as to whether the accused productfniviie the patent
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claims, whether the asserted patents are enforceableyheatder the asserted patent claims are

valid. SeeCreaive Internet AdvertCorp. v. Yahoo! Inc., 674 F. Supp. 2d 847, 860 (E.D. Tex.

2009);Paice LLC v. Toyota Motor Corp., 609 F. Supp. 2d 620;528E.D. Tex. 2009)Boston

Sci. Corp. v. Johnson & Jaoison, No. C 02-00790 SI, 2009 WL 975424 (N.D. Cak.Ap2009).

As discussedupra this Court has analyzed th8eorgiaPacific factors in the context of past

damages. The Court, here, incorporates its analysis of the pr&agsightlicense but takes into
consideration the distinct differences in determgna past damages awamd opposed tan
ongoing royalty. Therefore, as it did before, the CBINDS the Keysighticense as a comparable
license for usén determining ongoing royaltietn light of that, the CourfEINDS anappropriate

future royalty is 10% on the APPORTIONED REVENUES OF THE INFRINGING
PRODUCTS FOR THREE (3) YEARS, beginning June 21, 2020 and payable annually
beginning June 20, 202Without interestThe revenues shall be apportioned in the same manner
as the prgudgment damages, and shall apply to the infringing technology as described in the
Court’s Findings of Fact and Conclussoof Law. Successor products to the infringing product
shall pa the same percentage royalty on sales revenue as applied to the curremgnrioducts

so long as the successor products contain any technology found to infringe in this Opinion and
Order. As to the four patents infrindjesssigning different nomenclature to infringing products

or to Cisco’s software technology found to infringlkall nd relieve Cisco of its obligation to pay

its royalty. After this thregear term, the Cou®INDS the royalty should bédecreasedo 5%

FOR ANOTHER THREE (3) YEAR TERM . Due to Cisco’s dominant position in the cyber
security software and firewatharkets ad the resulting damage to Centripetal as the first inventor
the CourtFINDS a six year term is called for in lieu of the three year term agreed upon irgKieysi

Similar to the Keysighticense, the Court imposes a minimum and maximum on the imposed
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ongoingroyalty. For thefirst three-year term at 10%, such annual royaltghall not be less than
$167,711,374.1@ndshall not bemore than $300,076,834For thesecond threeyear term at
5%, such annual royaltghall not be less than $83,855,8®0 andshall not be more than
$150,038,417The maximum and minimuraf each year is basaghon thehighestand lowest
yeass of apportioned revenues per a full year of infringement from the-2020@ time frameSee
Doc. 411 Ex. 7Similarly, the maximum anchinimumis reduced by ondalf during the second
three year term to reflect the reduced royalty. i@éeid. At the conclusion of this second teain
threeyears there shall be nturther monetary payments or other relief for the saleseof the
infringing products or their successtrs

Vil . CONCLUSION

For the reasons stated withthe CourtFINDS the ‘856 Patent, the ‘176 Patetite ‘193
Patent,andthe ‘806 Patentlaims valid anditerally INFRINGED and the ‘205 PatetiOT
INFRINGED . The CourtFINDS the actual damages suffered by Centripatla result of
infringement total$755,808,545that the infringement was willful and egregious and shall be
enhanced by a factor of 2.5 equal$1,889,521,362.50.he Court awardpre-judgment interest
of $13,717,925 gplied to the actual damages before enhancement plus itsidastaccordingly,
equals a total award of $1,903,239,287.50 payable in a lump sum due on the judgment date. The
Court, additionallyjmposes aunningroyalty of 10%on the apportioned sale$ the accused
products and their successors f@eaiodof threeyears follovedby a second three yet@rm with
a running royalty of 5%n said salespon the terms describsdpra It DENIES any further relief

to Centripetal at the termination of tekecond thregearterm.

25 The minimums and maximums are based upon the minimum apportioned avemale of $167,711,374.10 for
the period of June 20, 2017 to June 20, 2018 and the maxippontianedannual revenue of $300,076,834.00 for
the period of June 20, 2018 to June 20, 2019.
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The Clerk iSREQUESTED to electronically deliver a copy of thi@pinion andOrderto
all counsel of record.

It is SO ORDERED.

s/
HENRY COKE MORGAN, JR.
SENIOR UNITED STATES DISTRICT JUDGE

October5, 2020
Norfolk, Virginia
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APPENDIX A
EXPLANATION OF ABBREVIATIONS

Computer engineers use abbreviations to describe basic functionahsllass to describe the
specific functionality of individual patented technology. To assist with irdang their testimony

and documents, the Court has compiled a list of the abbreviations used in the testimony and
documents cited in this opinion.

ACL Access Control List
ACE Access Control Entry
ANC Adaptive Network Control
ASA Adaptive Security Appliance
ASDM Adaptive Security Device Manager
ASR Aggregation Services Router
ASIC Application-Specific Integrated Circuit
CLI Command Line Interface
CPU Central Processing Unit
CRM ComputerReadable Media
CSIRT Computer Security Incident Response Teg
CTA CognitiveThreat Analytics
CTI Cyber Threat Intelligence
DNA Digital Network Architecture
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DNS Domain Name Server
DOE doctrine of equivalents
ETA Encrypted Traffic Analytics
FC Flow Collector
FMC Firepower Management Center
GACL Group Access Control List
HTTP/HTTPS HyperText Transfer Protocol (Secure)
ISE Identity Services Engine
IDP Initial Data Packet
IDS Intrusion Detection System
IOS-XE Internetwork Operating SystemxkE
IT Manager Information Technology Manager
ISR Integrated ServiceRouter
IP Internet Protocol
IPR inter partesreview
IPS intrusion prevention system
IDS intrusion detection system
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ML Machine Learning
NAT network address translation
NSEL NetFlow Secure Event Logging
PBC Packet Buffer Complex
PTAB PatenfTrial and Appeal8oard
SD-Access Software Defined Access
SGACL Security Group Access Control List
SGT Security Group Tag
SPLT Sequence of Packet Lengths and Times
SIO Security Intelligence Operations
SIP Session Initiation Protocol
Stealthwatch Stealthwatch Enterprise
SLIC Stealthwatch Labs Intelligence Center
SMC Stealthwatch Management Console
SMTP Simple Mail Transfer Protocol
SNI Server Name Indication
SSL Secure Sockets Layer
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TID Threat Intelligence Director
TCAM Ternary ContenAddressable Memory
TCP Transmission Control Protocol
TCP/IP Transmission Control Protocol/Internet
Protocol
TLS Transport layerSecurity
UADP Unified Access Data Plane
URI Uniform Resource Identifier
URL Uniform Resourcé.ocator
VolP Voice over Internet Protocol
VMR Virtual Media Recorder
VPN Virtual Private Network
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APPENDIX B
OUTLINE OF COURT’'S PROTOCOLS FOR TRIAL

B. Exhibits

1. Exhibit Lists

The parties have segregated the documents, summaries and other exhibits that may be
offered into evidence at trial into exhibit lists. A joint Exhibit List, including doents identified
by both parties and not objected to, is attached as Exhibit A; igetatis Exhibit List and
Defendants' objections thereto are attached as Exhibit B; Defenddntst Eist and Centripetal's
objections thereto are attached as Exhibit C. The parties reserve the righttamany additional
documents sought to be added to the Exhibit Lists and further reserve the right to objgct to an
additional documents added to the Exhibit Lists under the Federal Rules of Evidencegtiaé Fe
Rules of Civil Procedure, or any other appropriate basis.

2. Efforts to Resolve Objections

The parties have been working diligently to resolve or narrow all objections lodded a
their respective exhibits. The parties have successfully resolved maatiamg and will continue
their effolis to resolve the objections to each other's proposed exhibits.

3. Exhibits to Which No Objections Have Been Made

The parties agree that the documents, summaries and other exhibits listed orhibéir Ex
Lists to which no objection has been specified may be introduced into evidence, without the
necesgy of further proof of admissibility through a witness, subject to foundationalresgeants,
provided that a witness offers testimony about the exhibit at trial, either liyedaposition. This
is without prejudice to motions in Limine and Daubert motions concerning certain ef thes

documents and related testimony.
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4. Cross Examination and Impeachment Exhibits

The Exhibit Lists set forth the parties' exhibits for their respective -tasdsef; the lists
do not include potential cross examinationimpeachment exhibits that may or may not be
introduced into evidence. The Exhibits Lists also include documents relied upon bis exper
rendering opinions which may or may not be introduced into evidence. The parties reserve the
right to offer exhibits dr purposes of impeachment that are not included in the Exhibit Lists.

5. Authenticity Stipulations For Exhibits

The Parties stipulate to the authenticity of each document that on its facesapplea
generated by a party (plaintiff or defendant), idahg documents generated by its employees
during the course of their employment for a party, and produced in this case bwartiyat p
Notwithstanding this stipulation, each party preserves its right to object to thmeoicon any
ground other than authcity.
C. Procedures Regarding Witnesses and Exhibits

The parties are required to disclose the expected order in which the witnessesalled,
and use good faith in identifying nalemonstrative exhibits that are intended to be used in the
direct estimony of each witness or as part of opening statements. Each party mtist ide
opposing counsel the identity of any live withesses to be called at trial (and thmavtech they
will be called) by no later than 6:30 p3three (3) calendar daysefore the trial day on which
that witness is expected to testify (e.g., witnesses to be called on Jumessibe disclosed by
6:30 p.m. the preceding Saturday).

Except for when a fact witness is testifying during trial, fact witnesses apenoittedto

witness or have access to the trial proceedings in any manner until after thaitriass has

26 All times identified herein are Eastern Time.
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completed all testimony that witness will provide at trial. The only exception is thespalient
representative, who will be allowed to witness and heeess to the trial proceedings, even if
testifying in the case. Expert withesses may have access to the trial proseedilegother

witnesses are testifying.

Any exhibits to be used on direct examination with any live witness must be il fotyf
nolater than 7 p.m. two (2) calendar days before the start of the trial day on whiekHtitet will
be offered (e.g., the exhibit(s) for witnesses to be called on Tuesday must beedibgidsp.m.
the preceding Sunday). Objections to exhibits disclogeiparty must be provided by 8 p.m. two

(2) calendar days before the start of the trial day on which that exhibibevoffered (e.g.,

objections to exhibits for witnesses to be called on Tuesday must be provided by 8 p.m. the

preceding Sunday). Theagpies will each designate one or more counsel who shall meet and confer

regarding any such objections by 8:30 p.m. on the day when the objections are provided. The

notice provisions above shall not apply to illustrative exhibits created in tiv@lvioutroom
during testimony or to the enlargement, highlighting, balloonimgxcerpting of trial exhibits,
demonstratives, or testimony, so long as the underlying exhibit igdonéted or the party has

identified the exhibit or deposition testimony acdogdto the agreed schedule.

The parties will cooperate in seeking to have the Court resolve any objectigrerehe
unable to resolve among themselves prior to the proposed testimony. Each partyiwetll de
exhibits to the Court that it anticipates ggsion direct examination by 9 a.m. ET the day of the

direct examination in the form of a witness binder. Each party will deliver extibihe Court
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that it anticipates using on cresgamination by 9 a.m. ET the day of the cresamination, and

to opposing counsel by e-mail prior to commencing cross-examination.

Any document that on its face appears to have been authored or prepared by an employee,
officer, or agent of a party, or was produced from the files of a sréjl, be deemed primafacie
authentic under F.R.E.901 and 902, subject to the right of theguaityst whom such a document
is offered to introduce evidence to the contrary. The parties reserve lih¢origdd additional
deposition designations to establish the foundation and authenticity of an exhibit teetitethext

admissibility of a particar document is challenged.

Legible or better quality copies may be offered and received in evideleeoh originals
thereof, subject to all foundational requirements and other objections which mightieeontiae
admissibility of such originals, and subject to the right of the party against whonré¢hefyemed
to inspect an original upon request. Taeties may use electronic, native versions of exhibits that
are spreadsheets or slide presentations to the extent such documents were produged dur

discovery or otherwise agreed to by both parties.

D. Procedures Regarding Deposition Testimony and Discovery Response iDeations

The parties are required to provide opposing counsel the identity of any deposition
designations or designations of discovery responses and a list of any exhibitt@deced
along with those designations according to the schedule set forth above for dés@bsur
witnesses/exhibits. Objections and cowttesignations to any such designations disclosed by a

party will be provided according to the schedule set forth above for objections to exhibits. For



Case 2:18-cv-00094-HCM-LRL Document 621 Filed 10/05/20 Page 176 of 178 PagelD# 24062

deposition testimony, the party introducing the deposition testimony shall pensdse for
editing the deposition testimony to include the testimony and any cedesignation testimony,
and remove any attorney objections, and provide a final version of the depositiorrigstim
excerpts (testimony clip report) to the other party by 6:30 p.m. the day beforstitmoity is to

be submitted, read or played to the Coline parties will each designate one or more counsel who
will meet and confer regarding any objections, including objections to any apelicalhter

designation¥’, by 8:30 p.m. the same day that such objections are disclosed.

The parties will cooperate seeking to have the Court resolve any objections they are
unable to resolve among themselves prior to the proposed testimony or presentatiocovkeaydis
response. Each side is to provide the discovery response or deposition testimong ekc¢eept
specific portions of the deposition video(s) to be played or read, to opposing counsel and to the

Court at the time each such designation is presented to Court.

The parties agree that any courdesignations, to which the other party did not object or
to which the Court overruled the objection, will be included in the designation of discovery
responses or testimony clip report of deposition designations, and that pagsag@ésony from
a deposition will be presented chronologically. The partieshduragree to withdraw any
objections or attorney colloquy contained with the deposition designations by teshtsithe
extent possible. For allocating time between the parties for witnessestpeedy deposition,
witnesses presented by video or rezgtimony will be divided by the actual time for designations

and counter-designations by each party. For withnesses presented bytneexhyeshe allocation

2" The parties agreed not to serve objections to coul#gignations as part of this pretrial order, and to raise
necessary objections to such counter designations at the time of trial.
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of trial time will be determined by the ratio of deposition testimony lines designatedtbpaiy
to the total number of lines read by that withess. No time will be allocated to rties dgar
deposition testimony submitted to the Court as an exhibit only, with no video or reambigst
Deposition summaries will be offered at trial as appropriate pursuant to Ratl30(G). All
testimony clip reports for deposition testimony provided to the Court will be adragtedtrial
exhibit. Thepartie$ current deposition designations, objections, and coulegignations are
attached as Exhibit D (Centripetal) and Exhibit E (Defendant). The parSesvdry responses
designations, objections, and courdesignations are attached as Exhibit F (Centripetal) and
Exhibit G (Defendant).

I1l. Witnesses

The partiesagree that for current employees gbaty, any such witness that supharty
expects to call in their case-chief will appear lie by video. For those neamployee witnesses
who will be called in a party's cagechief via deposition, the parties agree that any counter
designated testimony will be presented to the Court together with thenatesigdeposition
testimony, subject tohe resolution of any objections to the designated or codetgnated
testimony, as discussed above. The parties also agree that a party whaonsitieen employee
of the other party as paof its casean-chief can do so by deposition, regardlesthe availability

of that witness to testify live.

The parties agree that all fact and expert witnesses will provide any trial testiowng
location remote from their lawyers or staff working on this matter. A remote |lacateans a
home, building or office different from any home, building or office where ¢asnor staff

working on this matter are preseRurthermore while providing testimony at trial, no witness
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shall access any form of communication other than the Zoom video or audio feed provided by the
Court. Once sworn, no witness shall communicate with anyone else regarding taecgibkthe
witness's testimony (absent express permission of the Court) until suchstithe aitness is
excused by the Court from further participation ie tinial. The agreement reflected in the
foregoing sentence does not apply to fact withesses or Dr. Medvidovic, Dr. SteedeDr.
Almeroth should they be called to testify on more than one occasion during the trial. For such
witnesses, the piges agredhat they will not communicate or speak with the witness once he
begins testimony on the subject matter for which they are in the middle of testasaisfineated

by the Court. Once the witness has completed such testimony and leaves th&atavitheiss

can speak with counsel before taking the stand to testify at a later timg theritnial.
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